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MDAC 2.7 SP1 Vulnerabilities Patch: Observations and Noted Limitations

MDAC 2.7 SP1 Vulnerabilities Patch installations for BCM 3.5 Build 2.3a, BCM 3.5 2.3b, BCM 3.0.1
Build 7,and BCM 2.5 FP1 MR 1.1 systems by using the Patch Update Wizard is supported for all
installation permutations.

BCM 2.5 FP1 MRL1.1, BCM3.0.1 Build 7, BCM 3.5 Build 2.3b systems previously patched with the
MDAC 2.6 Vulnerabilities Patch released January 26 2004, where an NCM import/export
operation has been executed on the system prior to installation of the MDAC 2.7 SP1
Vulnerabilities Patch cannot use NCM to install the MDAC 2.7 SP1 Vulnerabilities Patch.
Work around: Install the MDAC 2.7 SP1 Vulnerabilities Patch by downloading the executable
onto a PC client and execute the Patch Update Wizard to install the patch to the target BCM.
(Normal patch process)

After the successful MDAC 2.7 SP1 Patch installation, NCM can now be used to import/export
BCM configuration data.

The MDAC 2.7 SP1 can be applied via NCM or by normal patch process, [E. an NCM
import/export operation has not been executed on BCM 2.5 FP1 MR1.1, BCM 3.0.1 Build 7, BCM
3.5 Build 2.3b systems that were previously patched with the MDAC 2.6 Vulnerabilities Patch
released January 26" 2004.

BCM 3.5 Build 2.3a systems upgraded from BCM 3.0.1 Build 7 where the MDAC 2.6
Vulnerabilities Patch released January 26" 2004 has been installedcannot use NCM to install
the MDAC 2.7 SP1 Vulnerabilities Patch.

Work around: Install the MDAC 2.7 SP1 Vulnerabilities Patch by downloading the executable
onto a PC client and execute the Patch Update Wizard to install the patch to the target BCM.
(Normal patch process)

After the successful MDAC 2.7 SP1 Patch installation, NCM can now be used to import/export
BCM configuration data.

BCM 2.5 FP1 MR1.1and BCM 3.0.1 systems that are patched with the MDAC 2.7 SP1
Vulnerabilities Patch require a reboot before Call Pilot Manager can be accessed from Unified
Manager.

Contact regular technical support for any other technical issues related to this document.

Please reference the BCM Product Security Advisory -MDAC Patch Update for Microsoft Security
Bulletin MS04-003 for additional information. Bulletin Number: PAA-2004-0010-Global-Issue 2.0
Date: 23 April 2004
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* Nortel Networks, the Nortel Networks logo, the Globemark and Meridian 1 are trademarks of
Nortel Networks.

Nortel Networks is an industry leader and innovator focused on transforming how the world
communicates and exchanges information. The Company is supplying its service provider and
enterprise customers with communications technology and infrastructure to enable value-added IP
data, voice and multimedia services spanning Wireless Networks, Wireline Networks, Enterprise
Networks, and Optical Networks. As a global Company, Nortel Networks does business in more
than 150 countries. More information about Nortel Networks can be found on the Web at
www.nortelnetworks.com.
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