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Extensible Authentication Protocol (EAP) Overview

An Extensible Authentication Protocol (EAP) module available from Teltronics facilitates a PPP
login to a Remote Agent that is configured for Enhanced Authentication. The Teltronics EAP
allows a user to connect to a remote agent device via a modem. The module displays the
Challenge generated by the Remote Agent to the user. It also provides the user the ability to
enter the Response generated by his or her handheld Digipass Token. After a successful
authentication, the user can then access other devices on the same network, provided the user
has security rights to those devices. The Teltronics EAP module is designed for use on any
Windows 2000 and XP workstation through a PPP configuration.

The EAP module is free of charge to those who have Teltronics Remote Agents using Enhanced
Authentication. The module and accompanying installation files may be downloaded in zip format
from the Teltronics website at http://www.teltronics.com/products_services/ism/download.asp.

Installation

Before attempting a PPP connection to a remote agent device using Enhanced Authentication
Protocol, you must install the Teltronics EAP module on your PC. Please note that the initial
version of Teltronics EAP (version 1.0) can be installed only in English. A localized version will be
produced in the near future. The following files are contained in the EAP zip file.

Teltronics Extensible Authentication Protocol (EAP).msi
TeltronicseAP.dlI

Instmsia.exe

Instmsiw.exe

Setup.exe

Setup.ini

Extract the files to your PC then run the setup.exe file as you would any other executable

program and follow the directions displayed in the Install Wizard. When installation is complete,
you must restart your PC for the installed components to take effect.

ii,? Teltronics Extensible Authentication Protocol [EAP] In... B2 |

changes made to Teltronics Extensible authenticakion
Praotocal (EAP] ko kake effeck, Click Yes ko restart now
ar Mo if waou plan to restart later,

& You must restart wour syskem for the configuration

After the reboot, you must configure PPP network connection parameters using the New
Connection Wizard, which is launched from the Network Configurations folder.

Configuration

To configure a dial-up connection using EAP follow the steps for configuring a default PPP
connection. The only change required is on the Security tab where the default authentication
protocols need to be substituted with Teltronics EAP.

From your Start menu, select Control Panel > Network Connections.

Under Network Tasks, select Create a new connection. Your system will display the New
Connection Wizard dialog. If it does not, check with your system administrator to determine
how to start the New Connection Wizard.

At the Welcome dialog, click Next.
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At the Network Connection Type dialog, choose Connect to the Internet, and then click Enter.
Mew Connection Wizard

Metwork Connection Type
YWhat do you want to do?

= Connect to the Internet
Caonnect to the Intermet zo pou can brawse the Web and read email.

" Connect to the network at my workplace
Connect to a buzsiness netwark, [using dialup or YPM] 20 vou can work from home,
a field office, or another location.

" Set up an advanced connection

Caonnect directly to another computer uzing your senal, parallel, or infrared port, or
zet up thiz computer go that other computers can connect bo it

< Back I Hext = I Cancel

At the Getting Ready dialog, choose Set up my connection manually, and then click Enter.

Mew Connection Wizard
Getting Ready
The wizard iz preparing to zet up vour Internet connection.

How do you want to connect to the [ntermet?

" Choose from a list of Internet service providers [I5Ps]

(= iSet up my connection manually

For a dial-up connection, you will need your account name, password, and a
phione number far your ISP, Far a broadband account, pou wan't need a phane
number.

" Usge the CD 1 got from an ISP

¢ Back I et = I Cancel
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At the Internet Connection dialog, choose Connect using a dial-up modem, and then click
Enter.

Mew Connection Wizard
Internet Connection
How do pou want to connect to the Internet?

t* Connect uzing a dial-up modem

Thiz type of connection uses a modem and a regular or [SOM phone line.

" Connect using a broadband connection that requires a user name
and pazsword

Thiz iz a high-zpeed conhection using either a DSL or cable modem. *our ISP may
refer to this type of connection as PPPoE.

" Connect uzing a broadband connection that iz always on

Thiz iz a high-speed connection using either a cable modem, DSL or LAK
conhection. It is alwaps active, and dogsn't require pou b sign in.

£ Back I Mest » I Cancel |

At the Connection Name dialog, type the name of your ISP (for example, EAPea) in the ISP
Name field, and then click Enter.

At the Phone Number Dial dialog, type telephone number of you remote agent’s modem in
the Phone number field, and then click Enter.

At the Connection Availability dialog, choose Anyone’s use if security is not an issue;
otherwise, choose My use only, and then click Enter.

Mew Connection Wizard |

Connection Availability
Y'ou can make the new connection available to any user or only to yourself,

A connection that is created for pour use anly is 2aved in pour user account and iz not
available unlesz you are logged on.

Create thiz connection for:

My uge anly

< Back I Mest > I Cancel
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At the Internet Account Information dialog, click Enter. You do not need to enter anything is
this dialog.

Mew Connection Wizard |
Internet Account Information
You will need an account name and pazsword to sign in to your Internet account,

Type an ISP account name and password, then write dow thiz information and store it in a
zafe place. (If you have forgotten an existing account name or pazsword, contact vour ISP,

zer name: I

Pazzword: I

Confirm password: I

¥ Use thiz account name and password when anyone connects to the Intermet from
thiz computer

¥ Make this the default Intemet connection

< Back I Mest > I Cancel

At the Completing the New Connection Wizard dialog, click Enter. You are now ready to
select the properties for your newly created connection.

Setting the PPP Properties - PA AP Properies S|

Generall Options  Security I Netwalkingl Advancedl
Open the network connections screen by right

clicking on the network icon in the task tray or ‘5(_?'3“'“9_ options ;

using Start> Control Panel & Network Liplesl scinetiden seings)

Connections. Yalidate mridentitiias follows:

Right-click the dial-up icon for the connection you | ¥

just created and select Properties from the list.
Click the General tab and confirm the telephone
number of the remote agent’s modem in the Phone - - _
Number field. [T Benuire data encrption discennest fhome]
Move to the Security tab. Select the Advanced
(custom settings) Radio Button. | ® vanced [oustom seitinas

Select the Settings Button next to the Advanced E'ﬁ!;iﬂ:.?j E,ﬁ:?ﬂ; PURRLE s Eett&l
(custom settings) radio button. The Advanced

Security Settings Dialog is invoked where the

name of the module is to be supplied. il buan oo stibiing
[ Show terrminal window

™ Bun script: ;’

Edit |

[ | Astomaticalli tise s hindows [ager name and
pesatard | and dammai ifang]

Erewse |

0k l Cancel |
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Advanced Secunty Settings EE

Diata encruption:

Select No encryption allowed from the

IND enciyption allowed [zerver will disconnect if it requires enc:r_l,lplion]j

Data encryption drop list.
Choose Use Extensible Authentication

— Logoh security
& {lze Estensible Authentication Erotocol [E&FE

I Teltronics Estensible Authentication

[]
Eroperties |
" Allow these protocals
2| Wencypted passward [EAE]
7| Ehiva Fassword duthentication Pratacal [SEAE]
™| Ehallenge Handshake Authentication Pratasal [EHEAE]
= Wicrosatt CHER R S-EHAE]
I v ald e M EAEH &R ersion far Wind owe S5isemers
I | Wicrasaft EHEE Y ereinm 2 (S EHEEE]

™| B ME-EH &R Gased protoeals, autamaticalls use my
e indoe [Gaam name atd passsmrd | End damaiih et

Protocol and select Teltronics
Extensible Authentication, and then
click OK.

Click the Networking tab and choose
PPP: Windows 95/98/NT4/2000,
Internet from the Type of dial-up server
drop list.

Check the Internet Protocol (TCP/IP)
box, and then click the Properties

button to display the Internet Protocol

1]4 I Cancel | Properties dialog.
Choose Use the following IP address and type i~ RA_EAP Properties |

the address in the IP field. Check with your
system administrator if you are not sure what IP
address to use.

Click OK to save your properties. You are now
ready to connect to the remote agent.

Generall Dptiu:unsl Security  Nebwarking I.-’-‘-.dvanu:ed'

Type of dial-up zerver | am calling:

00, Internet

Settings I

Thiz connection uzes the following items:
5 Internet Protocol [TCP/IP)

B o5 Packet Scheduler
= B File and Printer Sharing for Microzoft Mebworks
O g Client for Microzoft Metworks

Inztall... rmstall Fropertiez

De=zcription

Tranzmizzion Control Protocol/Internet Pratocal. The defauilt
wide area netwaork, protocol that provides communication
acrosz diverse interconnected networks.

Cancel

o ]
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Connecting
From the Network Connections window, double-click the dial-up icon for the connection you
created and the system will open the Connect dialog. The initial PPP dialog for Teltronics
EAP looks similar to the following:

Connect RA_EAP 2] |

Uszer name:; IISI'I'"th

Paszward: I-"-uu

[ Save thiz uzer name and pazsward for the following uzsers:

%! R anly

{1 Anyore wWhouses tHis camputer

Dial |a,?2322m =]

Dial I Cancel Fropertiez | Help |

Note that your User Name must exist in the remote agent you plan to call. Otherwise, you will not
be allowed to authenticate.

Select the Dial option to establish your
connection. The remote agent sends a

Challenge back through the EAP Ty a——
module.

Enter the Challenge into your handheld
token (after logging into the token) and :
type the token Response into the TELTRONICS
Response field. Click OK.
Your authentication process is complete Challerige: |
and you have access to the remote
agent and any network devices for Response: ||

which your user has permissions.

If there is no response to the Challenge, ok | concel

the dialog closes after 60 seconds.
Note: After downloading an application or operating system to a remote agent, the remote agent

is in a default state. You cannot access the remote agent via PPP while it is in the default state.
You must download the database using another connection method.
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