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Introduction

This guide providesinstructions for configuring Desktop M essaging e-mail
clients, configuring servers for Desktop Messaging and My CallPilot after
installation, and troubleshooting information.

This guide isintended for the CallPilot system administrator.

For system requirements, installation instructions, and server configuration
information, see the Desktop Messaging and My CallPilot Installation
Guide.
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Related information products

Introduction

The following CallPilot technical documents are stored on the CD-ROM
that you receive with your system. The documents are also available from
the following sources:

n CalPilot Manager

= My CalPilot

» the Nortel Networks Partner Information Center (PIC) at
http://my.nortel networks.com

You require auser 1D and password to access the PIC. If you do not have
a PIC account, click Register to request an account. It can take up to 72
hours to process your account request.

You can print part or al of aguide, asrequired.

Planning and migration guides

Use these guides before you install CallPilot to help plan your system, or to
plan amigration of datafrom Meridian Mail to CallPilot:

Document titles NTP number
Planning and Engineering Guide 555-7101-101
Installation and Configuration Planner not applicable

Meridian Mail to CallPilot Migration Utility Guide  555-7101-801

Desktop Messaging and My CallPilot Administration Guide 11
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Installation and configuration guides

The guides listed here describe how to install the following:

m CdlPilot server hardware and software
m Desktop Messaging and My CallPilot software

Document titles

NTP number

Desktop Messaging and My CallPilot Installation
Guide

Installation and Configuration Guide for your server
model

Thisisacollection that contains the following five
documents:

= Part 1: Installation and Maintenance Overview

m Part 2: <Server model> Server Hardware
Installation

m Part 3: <Switch model> and CallPilot Server
Configuration

m Part 4: Software Installation and Maintenance

m Part 5: <Server model> Server Maintenance and
Diagnostics

555-7101-505

Refer to your
CD-ROM for NTP
numbers.

Administration guides

The following guides provide specialized information to help you configure
CallPilot, administer and maintain it, and use its features:

Document titles

NTP number

Administrator’s Guide

Reporter Guide

555-7101-301
555-7101-310

12
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Document titles

NTP number

Application Builder Guide

555-7101-325

Desktop Messaging and My CallPilot Administration 555-7101-503

Guide

Networking guides

The following guides describe how to plan, install, set up, and troubleshoot

the CallPilot networking services:

Document titles CallPilot release NTP number

Networ king Enhancements Guide 25
Networking Planning Guide 25

NMS Implementation and 25
Administration Guide

(for systems employing Meridian 1 or
Succession 1000 switches only)

AMI S Networking | mplementation 25
and Administration Guide

Enterprise Networking 25
I mplementation and Administration
Guide

Integrated AMIS Networking 25
I mplementation and Administration
Guide

VPIM Implementation and 25
Administration Guide

555-7101-507
555-7101-100
555-7101-302

555-7101-303

555-7101-304

555-7101-305

555-7101-306

Desktop Messaging and My CallPilot Administration Guide
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Note: For instructions on how to configure the networking services on
CallPilot, refer aso to the CallPilot Manager online Help.

End user guides

The following guides are intended for CallPilot end users, such as phoneset
users and Desktop Messaging users:

Document titles

Unified Messaging What's New Card

Unified Messaging Quick Reference Card

Unified Messaging Wallet Card

Menu Interface Quick Reference Card

Alternate Command I nterface Quick Reference Card
Command Comparison Cards

Multimedia Messaging User Guide

Speech Activated Messaging User Guide

Desktop Messaging User Guides

My CallPilot User Guide

Troubleshooting

The CallPilot Troubleshooting Reference describes symptoms that can
appear on all CallPilot server platforms, and describes ways to resolve them.
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The CallPilot Troubleshooting Reference is written for Nortel Networks
distributors and technical support representatives; therefore, it is not part of
the customer documentation package. It is continually being updated by
Nortel Networks and is available from the Nortel Networks Partner
Information Center (PIC) at http://my.nortel networks.com.

You require auser ID and password to access the PIC. If you do not have a
PIC account, click Register to request an account. It can take up to 72 hours
to process your account request.

Note: If you are not a Nortel Networks distributor, then contact your Nortel
Networks technical support representative for assistance.

Using online sources

CallPilot administration online Help
The CallPilot Manager and CallPilot Reporter software contain
administration online Help areas that provide access to

= technical documentation in Acrobat PDF format
m online help topicsin HTML format.

To access online information, use either of the following methods:

» Click the orange Help button at the top of any page to access the
Administration Help area.

m Click the grey Help button on any page to display atopic that relates to
the contents of the page.

For more information about using these Help systems, access the CallPilot
Manager Help, open the Getting Started book, and click “Navigating
CallPilot Manager Help.”

The Application Builder software contains a Windows Help system as well
as context-sensitive help (avail able by clicking the ? button and then afield
or label).

Desktop Messaging and My CallPilot Administration Guide 15
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CallPilot end user online Help

The My CallPilot software contains a Useful Information area that provides
access to the end-user guidesin HTML format. Online user guidesin
Acrobat PDF format are also available from the Useful Information online
Help.

To access online Help for the currently selected My CallPilot tab, click the
Help button on the upper-right corner of the My CallPilot page.

Desktop Messaging provides product-specific Windows Help for groupware
clients (Microsoft Outlook, Novell GroupWise, and L otus Notes). The
stand-alone version of CallPilot Player also provides addressing and
troubleshooting information for Internet mail clients.

Contacting technical support
Contact your distributor’s technical support organization to obtain any
reguired assistance with your system.

Contacting Nortel Networks

If you have comments or suggestions for improving CallPilot and its
documentation, contact Nortel Networks at the following web site address:

http://www.nortel networks.com/call pil ot_feedback
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CallPilot 2.5 feature enhancements

Introduction

In CallPilot 2.5 Desktop Messaging, new feature enhancements enable
Desktop Messaging users to:

m perform batch fax operations utilizing MS Word's Mail Merge capability
and the new Nortel Fax Printer driver and Nortel Fax Batch Printer driver

= create and manage custom fax cover pages from the CallPilot Desktop
Messaging custom form and from the CallPilot Fax Printer form

= Uuseintegrated fax controls viathe ImageMaker fax application. The user
will not be prompted to install Imaging for Windows, which is no longer
supported by Microsoft.

m Desktop Messaging for M'S Outlook

= send CallPilot messages utilizing the voice and fax numbers fields
directly from Microsoft Outlook Contacts both to CallPilot and non-
CdllPilot users.

» call the sender of an e-mail message (provided that CallPilot can
extract telephone number information from the e-mail sender)

m Desktop Messaging for Lotus Notes

= send CallPilot messages utilizing the voice and fax numbers fields
directly from Lotus Notes personal and public address books both to
CallPilot and non-CallPilot users.

= dynamically query and retrieve addresses from the CallPilot address
book at any time. This eliminates the need to periodically download
the CallPilot address book into the Personal Address Book on auser's
PC, or into the Public Address Book on the Domino server.

= enable or disable L otus Notes Auto Refresh. Lotus Notes Auto
Refresh automatically adds CallPilot messages to the L otus Notes
CadlPilot view.

m change mail databases on the fly without loosing CallPilot Desktop
M essaging functionality by providing multiple database support.

Desktop Messaging and My CallPilot Administration Guide 17
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m Desktop Messaging for Macintosh My CallPilot Web Clients

m play, record and edit audio messages via aweb browser and the
CallPilot Player application

= view and edit faxes via aweb browser and the CallPilot Player
application
= send a multiple page fax through the use of aMac printer driver

In addition:

m CallPilot 2.5 also adds anew class of supported client users by providing
connectivity to Citrix Thin Clients running from a Windows Terminal
Server. Thisallows such usersto access al the features of the CallPilot
Desktop Messaging Client and My CallFilot in that environment.

n CdlPilot system administrators have new additional flexibility to
customize CallPilot Desktop Messaging installations via the CallPilot
2.5 Ini Setup enhancements. This feature is described in detail in the
Desktop Messaging and My CallPilot Installation Guide and adds
additional screens to the IniSetup program.

m CalPilot system administrators also now have the ability to block the
distribution of CallPilot voice messages outside of their organization via
the My CallPilot Voice Block feature.

18 CallPilot
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Messaging server compatibility

Overview

CdlPilot 2.5 Desktop Messaging clients work with the foll owing messaging
servers:

CalPilot 2.5

CalPilot 2.0

Business Communications Manager (BCM) (Releases 2.5, 3.0, 3.5)
CalPilot 100 (Release 2.0)

CalPilot 150 (Release 2.0)

The availability of some features depends on the messaging server you use.
If you have aBCM or CallPilot 100 or 150 server, refer to your messaging
server documentation to find out if Desktop Messaging supports your
specific server release.

Feature availability

The following feature limitations apply when using Desktop Messaging
with CallPilot 100, 150 and BCM servers.

Feature Availability
Fax and text messaging CdlPilot 2.0, 2.5 and BCM only
Read receipts CdlPilot 2.0 and 2.5 only

Desktop Messaging and My CallPilot Administration Guide 19
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Feature

Availability

Trivial password rejection

CdlPilot 2.0 and 2.5 only

Trivial passwords are composed of simple
character strings, such as 1111 or 88888.
Since they can be easy to guess, CallPilot
2.0 and 2.5 serversreject trivial passwords.
CdlPilot 100, 150 and BCM servers accept
trivial passwords. Nortel Networks
recommends that usersavoid defining trivial
passwords.

Password length

Passwords for CallPilot 2.0 and 2.5 servers
can contain up to 16 characters.

Passwords for CallPilot 100, 150 and BCM
servers can contain up to 8 characters.

New message notification

CdlPilot 2.5, 2.0, 150(r2.0), 100(r2.0) and
BCM(r3.5) servers all automatically notify
users of new messages as soon as they
arrive.

My CallPilot CdlPilot 2.0 and 2.5 only
My CallPilot isonly available for CallPilot
2.0and 2.5 servers.

Call Sender CdlPilot 2.0 and 2.5 only

Restriction of audio device

CadlPilot 2.0 and 2.5 only

The CallPFilot 2.0 and 2.5 servers enable
administrators to restrict playback and
recording to asingle audio device
(computer-only or telephone-only). This
restriction is not available for the other
messaging servers.

20
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Feature Availability

View distribution listsinthe CallPilot 2.0 and 2.5 only
CallPilot Address Book

Addressing messages to CalPilot 2.0 and 2.5 only
distribution lists

Time zone information CallPFilot 2.0 and 2.5 serversinclude time
zone information in messagesif NMSis
installed. The other messaging servers do
not include time zone information. For these
servers, the sent time and received time are
both set to the time that you received the

message.
Voice Block CdlPilot 2.0, 2.5, and My CallPilot 2.5

Voice format

Different voice formats are used for each messaging server:

Voice format Messaging server

VBK CalPilot 2.0 and 2.5

G723.1 CallPilot 100, 150

G711 Business Communications M anager

All formats include the CallPilot VBK header. This header provides
message information such as Subject, From, Date, and Length.

A default recording type (VBK, G723.1, or G711) isstored with each IMAP
server entry configured in the CallPilot Player. When the user logs on to an

IMAP server, the server returns the correct recording type to Desktop

M essaging. Windows users can save voice messagesin either VBK or WAV
format, regardless of the server from which the file originated.

Desktop Messaging and My CallPilot Administration Guide 21
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In My CdlPilot, MS Outlook, L otus Notes and Novell Groupwise, messages
are converted to WAV before they are sent to non-CalPilot recipents.
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Configuration requirements

Overview

This chapter describes how to configure e-mail clients. Configuration tasks
that users can perform on their own are also availablein the README.RTF
file on the Desktop Messaging CD.

Supported clients

Desktop Messaging supports groupware clients that run with a corporate
e-mail server, IMAP Internet mail clients, and Citrix Thin Clients.

= groupwar e client—-Groupware is software designed for group
collaboration. Desktop Messaging for groupware clients provides access
to commands and online Help specific to Desktop Messaging directly
from the client. During installation, Desktop M essaging customizes these
clients to make messaging tasks simpler and more efficient. Most or all
configuration can aso be performed automatically during Desktop
Messaging installation.

= Internet mail client—An e-mail client that enables you to manage
CallPilot messages from afolder in the e-mail client using the IMAP
protocol. You must manually configure the Internet mail clients with the
settings required to connect to the CallPilot server.

m Citrix Thin Client—A client computer running a Windows-based OS
with Citrix ICA software connected to a Windows Terminal Server with
Citrix Metaframe.

26 CallPilot
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Desktop Messaging supports the following clients. Refer to the CallPilot 2.5
General Release Bulletin for the most up-to-date list of clients:

Groupware clients (including Citrix)

Internet clients (including Citrix)

= Microsoft Outlook 98 or 2000 = Microsoft Outlook Express 5.0 or

(SR-2) in Corporate mode

m Microsoft Outlook 2002 (SR-2)

= Novell GroupWise 6.x
= LotusNotes5.x and 6.0

6.X

Microsoft Outlook 98 or 2000

(SR-2) in Internet mail mode
» Microsoft Outlook 2002 (SR-2)
m Netscape Mail 6.2x
m Qualcomm Eudora E-mail 5.x

Port numbers

E-mail clients connect to servers on a specific port. When you configure
e-mail clients, the port number must match the port number defined on the
CallPilot server. The default port for each server depends on whether you

areusing SSL encryption.

Protocol Unencrypted SSL encrypted
HTTP 80 443
IMAP 143 993
SMTP 25 465
LDAP 389 636

Desktop Messaging and My CallPilot Administration Guide
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CallPilot Fax features

Fax Mail Merge Feature

The CallPilot Fax Mail Merge feature allows users to customize and send
fax messages to multiple (batch) recipients using Microsoft Word's Mail
Merge utility. Microsoft's Mail Merge utility allows usersto create asingle
document and customize it for multiple fax recipients based on a database
file of recipient information.

All files associated with the Fax Batch feature are installed during Desktop
Messaging installation. A check box in the “Additional Options” section of
Desktop installation allows the user to install the Fax Batch driver. This
checkbox can be set for all users by running the Inisetup wizard. If auser
does not select Fax Batch during initial installation, they can reinstall at a
later date and select the checkbox to install the Fax Batch driver.

Note that two sample documents are installed with the Fax Batch driver:
Sample.doc and Data.doc. By default, these files are installed into the
\Program Files\Nortel Networks\CallPilot\nda directory. Sample.docisa
sample customized fax file and Data.doc is the associated sample data
source.
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Fax Outcalling Administration

The CallPilot Administrator can set up the Economy delivery schedule from
CallPilot Manager / Messaging / Outcalling Administration. Inthe
Delivery to Fax section, choose a schedule for Economy delivery.
Typically, thiswill be during off-business hours when message traffic is
lower and long distance charges are reduced.
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Disk space usage

Disk space usage should be monitored periodically since:

= usage by this feature could become excessive if many faxes are sent to
CallPilot mailboxes.

» |ow disk space alarms could be triggered if many faxes arein the
outgoing gueue simultaneously.

The Fax Channel Usage Report should be run periodically to determine
impact of the Fax Batch feature on the system. If your users generate alarge
number of fax messages, Nortel Networks recommends setting your
Min/Max tablesto prevent outgoing message from congesting outbound
channels. The Min/ Max tables allow administrators to control the number
of incoming and outgoing channels.

Desktop Messaging and My CallPilot Administration Guide 29
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To understand how these work, the following example is provided.

At the server, the Message Transfer Agent scheduler fulfills afax delivery
reguest in a couple of different ways, depending on the set configuration.
For instance, suppose your server has been keycoded for 10 fax portsand in
the Outcalling Admin page of CallPilot Manager (under DTF), the number
of recipients required for fax broadcast is set to 2. If you then send afax to
24 recipients, the scheduler allows the the first 10 deliveriesto utilize the
maximum of 10 fax ports. Following those, the remaining 14 faxes will only
be delivered viaa maximum of 2 fax ports, since the MTA scheduler now
considers this afax broadcast. If higher delivery performanceis required,
the number of ports used for fax broadcast can be increased using the
CallPilot Manager application.

ImageMaker Cover Page Template Designer and Previewer

The customizable fax cover page feature provides an easy way to create and
manage custom fax cover pages from the CallPilot Desktop Messaging
custom form and the Nortel fax printer driver.

The CallPilot Desktop Messaging installation CD-ROM contains a separate
folder with the ImageM aker Cover Page Template Designer and Previewer
software. This software is used by the administrator to build and manage the
custom cover pages. This section provides basic instructions on using these
third-party applications and then using the generated fax cover pages when
sending afax from CallPilot. Refer also to the Help section of the
applications for additional information.

The administrator will be able to distribute newly created custom cover
pages to all users by adding cover pagefiles (.TIF and . CVR) to the
cvrpages folder in the same directory as Setup.exe. During installation
Setup.exe will copy those files onto users' PC.

Using inisetup.exe, the system administrator can point all end-usersto a
shared network folder that contains the cover pages. For more information
see the “Using the Inisetup Wizard” section in the Desktop Messaging and
My CallPilot Installation Guide.

30
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Introduction

The ImageM aker cover page Template Designer and CoverPage Previewer
applications are used to produce run-time fax cover pages from within the
CallPilot application. Thisisaccomplished by combining three
components: a Base Image, a Template and User-supplied Data.

The cover pages are created on demand by layering the User-supplied Data
on top of the Base Image, on top of the Base Image, following the rules
defined in the Template. The final cover pages are created as CCITT Group
3 TIFF images, DCX fax images, or PCX images.

Template Designer
The cover page Template Designer application provides a graphical
interface for creating cover page Templates. The cover page Templateis a
filethat describesthe type and placement of variable user datathat islayered
on top of acover page Base Image whenever you create a faxable cover

page.

CoverPage Previewer
The CoverPage Previewer application allows you to preview the actual
faxable cover page by combining a cover page Base Image, a cover page
Template and the User-supplied Data.

Using the ImageMaker Template Designer

Overview
The Template Designer application (SHIP32.EXE) is used to create or
modify cover page Templates. The SHIP32.EXE application file is located
on the CallPilot Desktop CD-ROM in the\imgmaker folder. This entire
folder must be copied to your local system's hard drive, if it is not already
installed there.

A cover page Templatefile (*.CVR)) isalways associated with a cover page
Base Image ( *.TIF) through its filename. For example, Template file
COVERL.CVR isassociated with the Base Image file COVERL.TIF. When
you open a Template file with the Template Designer, the associated cover
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page Base Image is automatically loaded. The template fields defined in the
Template file are then layered upon the Base Image. Conversely, if you
open aBase Image file with the Template Designer, for example
COVER2.TIF, and layer sometemplatefieldsuponit, the resulting Template
file will be saved as COVER2.CVR.

Creating a new cover page Template file

1 Before you create a new cover page Template file you must first have a
Base Image file to layer the template fields on. A cover page Base
Image can be obtained by copying an existing Base Image file or by
creating an entirely new one. A cover page can be designed in any word
processor, paint, or drawing program. Once the design is finished, you
must then print it using the Nortel Fax Printer to produce the Base Image
file in the required TIF format. This must be saved to the \imgmaker
folder that you copied to your local system's hard drive.

2 Once you have an appropriate Base Image file, start the SHIP32.EXE
application. The main interface window opens.

3 Click on Open in the Template Designer’s File menu to select and open
the desired cover page Base Image file (example shown: CoverB.tif).

4 Select the Template Field Tool =1 on the floating Toolbar. This is used to
add the template fields that will overlay the Base Image.
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When you select this tool, the Choose Coverpage Template dialog box
appears. This allows you to choose which template fields to add from the
displayed list.

5 Choose the particular template Emm_

field from the list that you want = '. | : = !l o[ »| O #|=l0] €

to add for overlaying onto the
Base Image (the “To FAX
Number” field was chosen for NERTEL
this example). You are then HNETWORKS™
returned to the main window
and the =) cursor appears. T
6 Usethe &3 cursor to create a me [
dotted rectangle to outline the P —
size and placement of the new
template field. Place the cursor R | ST -
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over the FAX field area on your Base Image and click the mouse to
position the template field. Click and hold the mouse and drag the
outlining rectangle to get the desired size of the field. Note that the box
can easily be re-positioned or re-sized after you create it.

7 Once a new template field has been placed, it shows up as a blue box
with the descriptive text name of the template field inside it.
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You can change the descriptive text in the template field by right-clicking
the cursor inside the blue box and then selecting Properties. This opens
the CoverPage Template Field Properties window. In the example shown,
the descriptive text "To Fax Number" in the blue box was shortened to "To
Fax #". Template fields can also be resized and moved by single-clicking
on the desired field and dragging the entire box or dragging one of the
resizing handles.
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8 Once you have finished adding the template fields you require, you must
save the Template file. Click the File item in the main menu and select
Save As. The Save As dialog box appears.
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You must ensure that the Save as type field is set to Coverpage (*.CVR).
Additionally, the filename you enter must be the same as the filename of
the Base Image (e.g. if the Base Image you opened was CoverB.TIF,
then the filename you enter here for the template should be
CoverB.CVR).

Note: The .CVR file must be saved to the the \imgmaker folder that you
copied to your local system's hard drive.

Modifying an existing cover page Template file
You can modify an existing cover page Template by opening the appropriate
* .CVR filein the Template Designer and making any modifications to the
template fields. The process is the same as described above for creating a
new Template file.

However, an existing .CVR file (and its associated Base Imagefile) that you
want to modify must first be copied to the the \imgmaker folder that you
copied to your local system's hard drive (also where CVR32.EXE resides).
Thisis arequirement of the Template Designer and Previewer applications.
Once you’'ve made your changes and previewed them, save them. You must
then copy the Template and Base Image files back to the proper folder
location where they will be picked up by the CallPilot Desktop application.
Thisisusually C:\Program Files\Nortel Networks\CallPilot\cvrpages.
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Using the ImageMaker CoverPage Previewer

Overview

The CoverPage Previewer application (CVR32.EXE) isused to preview a
fax cover page by merging a selected Base Image file, its associated
Template file, and some User-supplied Data. You can then preview the
resulting cover page by pressing the Preview button. The application is not
used to actually send afax, but to verify the appearance of your cover page
design and the placement of the variable text fields onto it.

The CVR32.EXE application file is located on the CallPilot Desktop CD-
ROM in the \imgmaker folder. This entire folder must be copied to your
local system's hard drive, if it isnot aready installed there.

Previewing a fax cover page
1 Openthe CVR32.EXE application. The main window appears.

2 Enter the variable data in the From, To, Subject, and Message fields. This
is required so that when you preview the fax cover page, CVR32.EXE will
take this data and merge it with the Template fields for layering onto the
Base Image.
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3 Select the Base Image you want to use from the Cover Sheet selector at
the top right of the window. Use the arrow buttons to scroll through the
previews of the available types (if you have more than one) until you find
the one you want. CVR32.EXE uses the filename of the selected Base
Image to find the matching Template file. For example, if the Base image
file you select is CoverB.TIF, then the application uses CoverB.CVR as
the associated Template file.

Notes: The Signature and Logo selectors are not used in the current
CallPilot implementation of this third-party application. If you want a
corporate logo and/or a signature to appear on your fax cover page, these
should be added to the design of your Base Imagefile.

4 Press the Preview button to see what the final fax cover page will look
like. If you are satisfied with the results, press OK. If you want to change
any of your selections, you can go back and make the changes and then
Preview the image again.
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Using your custom Cover Pages when sending faxes

When you want to fax a document to someone, this can be done from any
program that produces printablefiles. If you want to use the custom cover
pages you have created, then the Template files ( *.CVR) and the Base
Image Files (*.TIF) must first be copied from the\imgmaker folder that you
copied to your local system's hard drive to the proper folder location where
it will be picked up by the CallPilot Desktop application. This is usually:
C:\Program Files\Nortel Networks\CallPilot\cvrpages.
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Select File and then Print from the application you are using to create the
document you want to fax.

Select the Nortel Fax Printer as your printer type and press OK. This will
open the Compose Fax window.

3 Enter the Fax machine number you wish to send the document to in the

Send options block.
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4 Enter appropriate text in the Subject field.

Check the Receive a confirmation of delivery checkbox, if desired.

6 Select the cover page Base Image file you want to use from the Use fax
cover page field and the Browse button.

7 Click the Modify button. This opens the Modify Cover Page window.

i Moadify Cover Page
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8 Enter your addressing data into the blank fields. The Memo field is used
to add a text message for your recipient onto the cover page. Note that

the recipient's Fax number field is grayed out, since this data was

entered in the previous window.

9 You can preview the fax by clicking on the Preview button. The

ImageMaker application then merges the Base Image file you selected
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and uses its associated Template file to take the information you've
supplied here and appropriately layer it onto the final cover page.

10 If you are satisfied with the results, press the Send button to send the fax.
The cover page will be placed in front of the document you are sending.
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Section B: Configuring groupware
clients

In this section

Configuring Microsoft Outlook 42
Configuring Novell GroupWise 44
Configuring Lotus Notes 45
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Configuring Microsoft Outlook

Introduction

Microsoft Outlook is automatically configured during Desktop Messaging
installation.

If desired, you can change the destination folder for storing CallPilot
messages in Microsoft Outlook after installation. This section describes how
to change the destination folder.

Selecting a folder for CallPilot messages

By default, the Desktop Messaging installation program automatically
configures your default Outlook mail profile for use with Desktop
Messaging. It configures the e-mail client so that CallPilot messages are
stored in a separate message store from the default e-mail inbox.

Nortel Networks recommends that you keep your CallPilot messages
separate from your e-mail messages. By keeping CallPilot messages
separate, it is easier to prioritize messages and identify message types.

If desired, you can configure Outlook to store all incoming e-mail and
CallPilot messages in the CallPilot message store.

Note: If you configure your e-mail client to deliver messages to the
CallPilot Inbox, all e-mail messages are stored on your hard drive. Once
delivered, the e-mail messages no longer reside on the Exchange server.

To specify where to deliver e-mail messages in Outlook 2002
(Office XP client)

1 Choose Tools>E-mail Accounts. The E-mail Accounts wizard appears.

2 Choose View or change existing e-mail accounts, and then click Next.
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3 In the Deliver new e-mail to the following location list, choose the
destination for your e-mail messages.

4 Click Finish to save your changes.

To specify where to deliver e-mail messages in previous
versions of Outlook

1 Choose Tools>Services. The Services dialog box appears.
2 Click the Delivery tab.

3 In the Deliver new mail to the following location list, choose the desired
destination for your e-mail messages.

4 Click OK to save your changes.
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Configuring Novell GroupWise

Introduction

This section describes detail s about moving CallPilot messagesto other mail
foldersin GroupWise.

Moving messages

By default, CallPilot messages are stored in a separate message store from
the default GroupWise inbox.

You can move CallPilot messages to other GroupWise folders, but Nortel
does not recommended or support this action. The CallPilot Desktop

M essaging folder includes CallPilot date and time information. If you move
messages to other folders, these columns display inaccurate information.

Note: Custom Date and Timefields are created on the GroupWise server the
first time Desktop Messaging for GroupWise isinstalled. The fields remain
until the GroupWise server is rebuilt. GroupWise and GroupWise
applications are not affected by these fields.

To permanently remove the CallPilot Desktop Messaging folder, you must
uninstall Desktop Messaging.
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Configuring Lotus Notes

Introduction

This section provides the following configuration details:

= updating the Lotus Notes database design for Desktop Messaging

= setting up a copy of the CallPilot Address book on the Lotus Notes
server, and configuring automatic updates of the CallPilot Address Book

» disabling multiple password prompts in Lotus Notes
= enabling the Lotus Notes Auto-refresh feature

Updating the Mail database design

In Lotus Notes, the Mail database design determines which messages appear
in the Notes message list. There are two ways to update the database design
for Desktop Messaging:

= automatic update—Update the database automatically during Desktop
Messaging installation (recommended).

= manual update—Update the database manually after Desktop
Messaging installation.

Nortel Networks strongly recommends the automatic update option. It
provides the optimal configuration for message storage, is compatible with
customized database designs, and does not require any manual updates to
the database design. The CallPilot administrator performs manua updates
only if required.

Important: Whether the automatic or manual update option is used, a user
needs sufficient access rights to update Mail database templates during the

desktop installation. L otus Notes 5.x users need Designer or Manager rights.
L otus Notes 6 users need Manager rights.
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Updating the database automatically

To automatically update the Mail database, select the Update Lotus Notes
mail database and Update L otus Notes Personal Address Book options
during Desktop Messaging installation. Once installation is complete,
Desktop Messaging is ready for use and no manual changes are required.

When you use this update method, Notes stores CallPilot messagesin a
separate view. This configuration lets you easily prioritize CallPilot
messages since they are not mixed with e-mail messages.

Updating the database manually

A Lotus Notes administrator can manually update one or more mail
databases from the Lotus Notes server by running an update utility. By
running the update utility, you can add the Desktop M essaging folders and
views to the user's mail database without affecting any previous
customization to the database.

Alternatively, aLotus Notes administrator or user can replace the database
design. Replacement of the mail database removes all customization to the
database. Administrators and users should only replace the database under
special circumstances. Users may consider replacing database design only if
they want CallPilot messages to be placed within the Lotus Notes Inbox,
along with e-mail messages. For more information, see “ Replacing the mail
database design in Lotus Notes’ on page 143.

To update the database design from the Lotus Notes server

1 Install Desktop Messaging on the Lotus Notes server computer by
running LNSERVER.EXE from the Desktop Messaging CD.

2 Start Update database design. From the Start menu, choose
Programs>Nortel CallPilot Desktop Messaging>Update Database
Design. The Update CallPilot mail databases dialog box appears.

3 Select Add CallPilot components, and then click OK. The Select
database(s) dialog box appears.

4 Select mail files to update, and then click Open.
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Setting up the CallPilot Address Book

Desktop Messaging supports two methods of storing/accessing CallPilot
address information in Lotus Notes:

= In LotusNotes Personal Address Book—Users can access address
information downloaded from the CallPilot server to the Personal
Address Book located on the user PC. This option is useful when users
travel since they do not need to be connected to the network to address
messages. Users must manually download the address information from
the CallPilot server regularly to ensure that address information is up to
date.

m Inthespecial Lotus Notes Public Address Book designed to store
CallPilot addressinformation on the L otus Notes server—Users can
access address information downloaded from the CallPilot server to the
special Public Address Bok located on the L otus Notes server. By using
this method, users do not need to manage alocal copy of the address
book. In addition, this method saves disk space and slightly reducesLAN
traffic.

Once you install Desktop Messaging for Lotus Notes on auser's
workstation, the user can download the CallPilot Address information
regularly to access and maintain a copy of the Personal Address Book on the
local computer.

If you want users to access the Public address book from the Notes server,
you must set it up for them. To do that, you install an empty Lotus Notes
database (callpilot.nsf) on the server, and popul ate the database with the
CallPilot address book information.

You must update the address book on the Notes server regularly with the
latest address information. You can manually download the address book or
configure the automatic update utility as a scheduled task to update the
CallPilot address book stored on the Notes server.
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To install the CallPilot database

1 Insert the CallPilot Desktop Messaging CD in the Lotus Notes server
CD-ROM drive.

2 Run LNSERVER.EXE. An empty callpilot.nsf is copied to the Lotus
Notes server.
To add the CallPilot database to the Lotus Notes workspace

1 From the Lotus Notes workspace, choose File>Database>Open. The
Open Database dialog box appears.

2 Open the Lotus Notes database from the Server.

Note: Ensure that you open the database from the Server, not locally.

Open Database [ %]
Server: e

| CallPilot-Server j|

Help
[atabaze:

#®. CallFilot Address Book
% Database Catalog

% Domino 1.5 User's Guide Add leon
% Domino S5L Administration

@ MNortel's Address Book

@ MNorelNetworks/Mortel Stats

% MNotes Help -

Open

i

About....

Filename:

Icallpilot.nsf

3 In the database list, find “CallPilot Address Book” database (filename:
callpilot.nsf).

N

Click Select or Open.

(€3]

Press Add Icon to add the icon to the Server Workspace. The new icon
appears on the Lotus Notes server workspace.

(o2}

Click the icon, then open the address book.

~

Choose View>CallPilot (People).

(o]

Choose Actions>Download CallPilot Address Book.

Note: To download the address book, you must have a valid CallPilot
mailbox and password. Contact your IS administrator if you do not have a
password.
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9

To
1
2

6

7

If the Download CallPilot Address Book command is disabled on the
Actions menu, do the following:

a. Open the callpilot.nsf file in Designer Mode.

b. Select Actions>Download CallPilot Address Book.

c. Choose Edit>Properties.

d. Ensure that the Hide Action if Formula is True check box is cleared.

e. Close the Properties window. The Download CallPilot Address Book
command should now be available.

set up the automatic update utility
Run LNSERVER.EXE if it has not already been run.

To avoid entering the Lotus Notes password multiple times, configure
Notes to share the Notes password with Notes programs. For more
information, see “Password prompts” on page 50.

Open the Public Address Book.
Navigate to Folders and Views/Servers/Program.

Select Program, and then click Add Program. The Program page
appears.

aﬂlc Edt ‘iew Cieate Achon: Tewt 'window Help

QA B OEloB 7|0

T Close |\<§Saue L

0]
il
i
-
il &}
El
L]

Basics Schedule

Fingrarn name: " hininadbk. exe Ensbled/dissbled ENABLED ;¢

Command line: Flun at limes: "04:00 AM ; each day
Sewvettormon | HoneNelworks/Monel /g Pennekinimrel o g A ¥

Comments: : Diays of wesk: Sun, Mon, Tue, Wed, Thu,

Fii, Sat =

»  Administation

Type nminadbk.exe in the Program name box. Ensure the Command line
box is empty.

Set Enabled/disabled to ENABLED.
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8 Select the time and frequency that you want the update utility to run.

9 Click Save, and then close the dialog box. Notes updates the address
book based on the specified schedule.

Password prompts

By default, Lotus Notes prompts for a Notes password when you access an
application linked to Lotus Notes. This means that when Desktop
Messaging for Lotus Notesisinstalled, you must enter the Notes password
twice—when you start Notes, and the first time you access the Desktop
Messaging folder during the Notes session. If desired, users can disable the
Notes password prompt for the Desktop M essaging folder.

To disable the Notes password prompt for Desktop Messaging

1 In Notes, choose File>Tools>User ID. The Enter Password dialog box
appears.

2 Type your Notes password, and then click OK. The User ID dialog box
appears.

3 Check the option: “Don’t prompt for a password from other Notes-based
programs.

4 Click OK.

Enabling the Lotus Notes Auto-refresh feature

The Lotus Notes Auto refresh feature will automatically display new
CallPilot messagesin the user'sinbox asthey arrive. Thisfeatureis
configurable from the desktop configuration dialog box and also from
inisetup.exe. In CalPilot 2.5 thisfeature is disabled by default, sinceit does
generate additional network traffic. The larger the mailbox the more
network traffic generated. When this feature is disabled, users can see their
new CallPilot messages by refreshing their CallPilot view. The Message
Waiting Indicator light will let them know when new CallPilot messages
arrive (in CdlPilot 2.02 and earlier rel eases, this feature was enabled and
could not be disabled.)
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Configuration overview

Introduction

To use CadllPilot with an Internet mail client, you must create and configure
an account for your CallPilot mailbox. The processis similar to setting up a
new e-mail account.

This section lists requirements for supported clients and provides an
overview of how CallPilot configuration works for these clients.

Requirements

You need the following information to configure an Internet mail client:

» the CallPilot mailbox number and password
s the SMTP/VPIM prefix of the CallPilot server

n thefully qualified domain name (FQDN) or CLAN IP address of the
CallPilot server

m the search base to use for address searches in the CallPilot directory

The mailbox number, SMTP/VPIM prefix, and FQDN form your CallPilot
address. It isin the same format as an e-mail address.

SMTP/VPIM  mailbox
prefix number CallPilot server FQDN

| |
[ T 1 1 1
16138887002@server_name.callpilot.com

CallPilot user identifier
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For all Internet mail clients, you must specify the following information:

Setting in your e-mail client

Required CallPilot information

IMAP server name
The mail server for incoming mail.

Use the CallPilot server FQDN or
CLAN IP address.

SMTP server name
The server for outgoing mail.

Use the CallPilot server FQDN or
CLAN IP address.

LDAP server name

The directory server that contains
the CallPilot Address Book.

Use the CallPilot server FQDN or
CLAN IP address.

LDAP search base

Thecriteriaused to locate CallPil ot
addresses on the LDAP server.

Use the search base configured on
your LDAP server with the prefix that
identifies the type of addresses you
want to access. For more information,
see “Connecting to the CallPilot
Address Book” on page 54.

User name

The name that uniquely identifies
your mailbox.

Use your CallPilot user identifier.

Text settings

Ensure that messages you send
from your CallPilot mailbox arein
plain text format.

Ensure that your e-mail client is
configured to send messagesin plain
text format.

Encryption settings

If your CallPilot server supports SSL
encryption (IMAP and STMP
protocols only, not LDAP when using
Internet mail clients), you can enable
SSL encryption in your e-mail client
to increase the security of your

messages.

Desktop Messaging and My CallPilot Administration Guide 53



Configuring Desktop Messaging Standard 2.0

CallPilot administrators should provide the server information and
SMTP/VPIM prefix to users who need to manually configure Desktop
Messaging. You can also obtain the components of the CallPilot address
from CallPilot Player. Choose View>Options. Click the General tab to view
the mailbox and server settings.

The security options that your messaging system supports depend on the
configuration of the CallPilot server and the configuration of your e-mail
client. For details about the supported optionsin your e-mail client, see your
e-mail client online Help.

Connecting to the CallPilot Address Book

The CallPilot Address Book includes the addresses of individual users with
mailboxes on the local CallPilot server and distribution list addresses.

When you configure an Internet mail client, you must specify the address
book search base. The search base is the directory root for the part of your
company or organization served by the CallPilot server. When you use
Desktop Messaging with a CallPilot 2.0 server, the search base includes
both a prefix and a suffix.

prefix suffix

| |
Iaddressbookzuser",dc:nortel ,dc=cla

address format to include

Note: The addressbook namein the search base must bein lower case.

The address type you specify in the search base prefix determines the
address types that you can access from the address book.

address types prefix

individual recipients addressbook=user

54

CallPilot



April 2004

Configuring Desktop Messaging

address types

prefix

individual recipients and shared distribution
lists

shared distribution lists (SDLS)
personal distribution lists (PDLS)
broadcast distribution lists (BDLS)

addressbook=usersdl|

addressbook=sdl
addressbook=pdI
addressbook=hd|

Desktop Messaging and My CallPilot Administration Guide

55



Configuring Desktop Messaging Standard 2.0

Configuring Microsoft Outlook Express or
Microsoft Outlook

Introduction

This section describes how to configure the following e-mail clients:
= Microsoft Outlook Express
= Microsoft Outlook 98 or 2000 (in Internet Mail mode)

= Microsoft Outlook 2002 (Microsoft Office XP client) if you are using it
asan IMAP client

Before you begin, ensure that you have all the information required to
configure an Internet mail client. For more information, see “ Requirements’
on page 52.
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Outlook 2002

To define your CallPilot mailbox settings
1 Choose Tools>E-mail Accounts. The E-mail Accounts wizard appears.

2 Select Add a new e-mail account, and then click Next. The E-mail
Servers page appears.

E-mail Accounts @ g
Server Type
Vou can choose the type of server your new e-mail acount will wark with.

" Microsoft Exchange Server|
Connect ko an Exchange server to read e-mail, access public folders, and
share documents.

" poP3
Connect ko 5 POP3 e-mail server ko download
your e-mail,

 IMAP
Connect to an IMAP e-mail server to download e-mail and synchronize
mailbox Folders.

 HTTP

Connect bo an HTTP e-mail server such as Hotmail bo download e-mail and
synchronize mailbox Folders.

" additional Server Types
Connect ko another workgroup or 3rd-party mail server,

<Back | Cancel ‘

3 Select IMAP, and then click Next. The Internet E-mail Settings (IMAP)
page appears.

4 Specify the settings for your CallPilot mailbox.
m User Information—Type your name and CallPilot address in the
boxes. Your address should be in the following form:
<SMTP/VPIM prefix><mailbox number>@-<local CallPilot server>

m Logon Information—Type your CallPilot mailbox number and
password in the boxes.

Note: Do not check the Log on using Secure Password Authentication
(SPA) box.

m  Server Information—Type the CallPilot FQDN in both boxes.
5 Click Next. A confirmation page appeatrs.
6 Click Finish.
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To configure access to the CallPilot Address Book

1

2
3
4

Choose Tools>E-mail Accounts. The E-mail Accounts wizard appears.
Select Add a new directory or address book, and then click Next.
Choose Internet Directory Service (LDAP) and then click Next.
Specify the following information:

= In the Server Name box, type the CallPilot FQDN.

= |f the CallPilot Address Book requires you to log on, check the This
server requires me to log on box, then type your mailbox number and
password in the User name and Password boxes. The User name for
LDAP logon uses the following format:

mail=<SMTP/VPIM prefix><mailbox number>@<local CallPilot
server>,<Search base>
Example: mail=16129372549@cpi0008.us.nortel.com,dc=nortel,dc=ca

Note: You must log on to the CallPilot Address Book to view distribution
list addresses.

Click More Settings. The Microsoft LDAP Directory dialog box appears.

Click the Connection tab.

Microszoft LDAF Directory x|

Connection | Search I

—Display Mame

The display name as it appears in the Address Book.

CallPilot Address Book

—Connection Details

Port: 359

Lo e TEES (g Do NOT check this box to use SSL

encryption. SSL is not supported for
the LDAP protocol when using
Internet Mail Clients.

QK I Cancel Apply
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7 Perform the following steps:

= |n the Display Name box, type a descriptive name for the address
book (for example “CallPilot Address Book”).

m Do NOT check the Use Secure Sockets Layer box. SSL over the
LDAP protocol is not supported by the Internet Mail Clients.

8 Click the Search tab.

Microsoft LDAP Directory

Cornection  Search |

el SR If your network is slow, increase the
Search bimeout in seconds: |E‘D timeout value.

Specify the maximum number of entries you
" 100
wish to return after a successful search:

Type the maximum number of entries
to return for a search.

—Search Options

Search base:

addressbook=uzer.de=nortel.de=ca

Example: | Type the LDAP search base in the
cn=users,dc=exchange, dc=microsoft, de=com . .
appropriate format. For details, see
“Connecting to the CallPilot Address
I Book” on page 54.

(1] I Cancel | Apply

9 Specify the appropriate information, and then click OK. You must specify
the correct search base.

10 Click Next. A confirmation page appears.

11 Click Finish.

To configure text formatting

1 Choose Tools>Options.

2 Click the Mail Format tab.

3 In the Message Format section, select Plain Text.
4 Click OK.
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Outlook Express, Outlook 2000, or Outlook 98

To define your CallPilot mailbox settings

Choose Tools>Accounts.

Click the Mail tab.

Click Add, and then choose Mail. The Internet Connection Wizard starts.
Type your name in the Display name box.

Click Next. The Internet E-mail Address page appears.

o o~ W N P

Type your CallPilot address in the E-mail address box. Your address
should be in the following form:

<SMTP/VPIM prefix><mailbox humber>@-<local CallPilot server>

7 Click Next. The E-mail Server Names page appears.

Internet Connection Wizard E

E-mail Server Names

My incoming mail sererisa  |IMAP 'l SEMVEr

ncorming mail (POP3, IMAP ar HTTF) senver:

hwoiceuser.callpilot.com

An SMTP server is the server that is used foryour outgoing e-mail.

DOutgoing mail (SMTF) server:

woiceuser.callpilotcorn

< Back I Mext » | Cancel

Type the CallPilot FQDN in both boxes if it
does not automatically appear.

8 Select IMAP as the incoming mail server type.
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9 Click Next. The Internet Mail Logon page appears with your IMAP
account filled in.

10 Type your CallPilot mailbox password in the Password box.

Note: Do not check the Log on using Secure Password Authentication
(SPA) box.

11 Click Next. The Internet Connection Wizard - Friendly Name page
appears.

12 Type a name to identify the CallPilot IMAP account in the Internet mail
account name box.

Example: You can type in your first name or full name, or you can type a
name that identifies the purpose of the account.

13 Click Next. The Internet Connection Wizard - Congratulations page
appears.

14 Click Finish. The Outlook Express window appears.

15 Select Yes to download the folder list for the IMAP account that you just
created. Select No if you do not want to download the folder list at this
time.

16 To make additional changes to your account settings, follow these steps:
a. Choose Tools>Accounts.

b. On the Mail tab, select your CallPilot account, and then click
Properties.

c. Make the appropriate changes, then click OK.

For example, if you want to enable SSL for incoming or outgoing
messages, click the Advanced tab, then check the This server
requires a secure connection (SSL) box, as required.

Note: If you enable SSL for the Outgoing mail (SMTP) server, you must
manually change the port number to 465. CallPilot uses port 25 for
unencrypted communication and port 465 for SSL encrypted
communication with the SMTP server.
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To configure access to the CallPilot Address Book
1 Choose Tools>Accounts.

2 Click the Directory Service tab.

Internet Accounts [ 21

All | dail | Mews  Directory Service |
Account | Type | Connection | Bemowve |
3 Bigfoot Internet Direc.. directory service Local Area Metwark
@InfoSpace Business ... directary service Local Area Metwork Propetties |
a3 InfoSpace Interet Di... directory service Local Area MNetwork
el Switchboard Interet .. directary senvice Local Area Metwark St as Detault |
a3 eriSign Internet Dir. directory senvice Local Area Metwark —
Ce3whohere Intemet . directory service Local Area MNetwork Import |
=3 v'ahoo! People Sear... directory service Local Area Network -

[ Em |

Set Order... |

Close

3 Click Add, and then choose Directory Service. The Internet Connection
Wizard starts.

4 On the Internet Directory Server Name page, specify the following:

= Type the CallPilot server FQDN in the Internet directory (LDAP
server) box.
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™ 47.000.19.1 2 - sdl Properties =]

Genersl | Advancsd |

Diacins Serdcs Aceom

| Toype e name by which pou would Bos by ssfer b s
# server. For esamples, “Work Diector” o "Miciosoft

Diechorp S,
Sireel Infommation
Gerver pame: [47.1001212- d

I This ssrver regquises me §o kg on

FCEOURE M ||'|'|:i-'k'l S TR T pal HLES a2 Poilid o

Patrword F—
[ Lo o g Sicidi Parbaond Silhanle shor

[ Chisck naiids agaect hes sisas sk siedng mnad

|m:|c'.uu|| |

= |f you want to access your Broadcast, Shared or Personal Distribution
lists you must select the "This server requires me to log on" checkbox.
Enter your Account name as follows:

mail=<SMTP/VPIM> <mailbox number>@-<local CallPilot
server>,<Search base>

Example: mail=16129372549@cpi0008.us.nortel.com,dc=nortel,dc=ca
Enter your CallPilot Password for this mailbox.

Note: If you will be setting your search base (advanced tab) to only
search for users, you do not need to select the "This server requires me
to log on" checkbox.

5 Click Next. The Check E-mail Addresses page appears.
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6 To check for addresses in the CallPilot LDAP directory when addressing
messages, click Yes.

7 Click Next. The Congratulations page appears.

8 Click Finish. The Internet Accounts page appeatrs.

9 Click Properties. The LDAP Server Properties dialog box appears.
10 Click the Advanced tab.

11 Specify the appropriate options.

%y CallPilot LDAP server Properties

General Advancedl
Do NOT check this box to use SSL
encryption. SSL is not supported for

Server Port Number

i i : I sz [efault | .
Directory service (LDAP):  [389 s [EfAL the LDAP pl’OtOCOl when using
I This server requires a secure connection [S5L] Internet Mail Clients.
Search
Search limeout: If your network is slow, increase the
Shot —F———— Long 1 minute time-out value.
M aximum number of matches to return: 100

Type the maximum number of entries
Search base: Iaddressbook=user,dc=norte|,dc:=c:a to return for a search.

I~ Use simple search filter

Type the LDAP search base in the
appropriate format. For details, see
“Connecting to the CallPilot Address
Book” on page 54.

QK I Cancel | Apply |

Note: Currently, Outlook Express 6 uses a version of the LDAP protocol
that CallPilot does not support. If you want to use LDAP, you should use
Outlook Express version 5 with CallPilot.

12 Click OK.

13 To modify the search order, click Set Order. In the Directory Services
Order dialog box, modify the search order as required, using the Move
Up and Move Down buttons.

14 Click OK to save your changes.
15 Click Close.
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To search a CallPilot directory for names

1 When searching for names in a CallPilot directory, you must use the
Advanced tab of the Find People dialog. You will be unable to search for
CallPilot records if you don't use the Advanced tab.

2 To open this dialog box from Outlook Express 5.0:
a. Select the Addresses toolbar icon
b. Choose Find People toolbar button. The Find People dialog box

appears.
ES tind Peogpls - {1 entries Found) i S|
leckin  |CRIDmA =] [ |
Basplad .ﬂm-mcadj
nm Crtena FrdMon |
=] Jcorimrs ®| [ |
[m Cheat A1 |
LClose

161 SJATTAR N (Eepd S u

|
£ | Fopese |
|
Asdd io Addast Book |

4 | |

3 Choose the CallPilot directory you want to search from the Look in:
dropdown menu.

4 In the Define Criteria section, set up the search you want to conduct by
choosing the appropriate values from the dropdown menus and entering
the person’s name in the text field above the Add button.
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5 If the structure of the search is correct, click the Add button. The search
string is displayed in the field below the dropdown menus. The Remove
button will delete the search string from this window.

6 Click the Find Now button to run the search. Results will be displayed in
the text field at the bottom of the dialog box.

7 You can select one or more of the entries returned by the search and add
them to your Address Book by clicking the Add to Address Book button.

To configure text formatting

1 If you are using Outlook Express, check the following settings:

a.
b.

g.

Choose Tools>Options.
Click the Send tab.

c. In the Mail sending format section, choose Plain Text.
d.
e
f

Click Plain Text Settings. The Plain Text Settings dialog box appears.

. Inthe Message format section, choose MIME.

In the Encode text using list, choose None.
Click OK.

2 If you are using Outlook, check the following settings:

a.
b.
c.
d.

Choose Tools>Options.

Click the Mail Format tab.

In the Message Format section, select Plain Text.
Click OK.

3 If you add addresses from the CallPilot LDAP directory to your Outlook
Express personal address book, check the following setting:

a.

In the personal address book, right-click the recipient name. On the
pop-up menu, click Properties. The Properties dialog box appears.

Click the Name tab.

Ensure that Send E-Mail using plain text only is checked.
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To enable the viewing of faxes

If you are using Outlook Express 6.0, check the following setting:

1 Choose Tools>Options.
2 Click the Security tab.

3 Ensure that the checkbox for the “Do not al
or opened that could potentially be a virus”
the following view:

low attachments to be saved
is not checked, as shown in

¥ Options [? rﬂ']
Gereid Fasd | FRaceipls | Send Compose | Sgnelues
Sp=ling Seciaty Corresction Martanancs
Wisuz Paodecton

{5 Irkerrest zone [Lesz secue, bl mons unchon]
(%) Replnctad sles rons [More secias]
1o | e v b ey applications: by 10 serd mael 2 me

hhﬁﬂﬂarﬂtmm:ﬂls to be mawesd or opened dhat could
this? polEndiaiy b & v

I" Deled e Irherret Eploied peciaiy hore bo s

Lo Ml

[vgitad 1D [abeo caded cotificates] am spocial
m documents that sloe o ko prows youn idenbty T
slacliones lisndachons.

To digially sign meszages o 1ecene sronphsd
iassa0e, POl imasl have & dgral 1D

| Encappt conlents and stachments fon ol oulgoing message:
[ Digitally magn &l ongoeng messages

[Tekmemn)
| Digtaiipe. | |
(SetDigain_]

cancel | |

L_oe ||

Apply
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To test your Desktop Messaging account

1 Exit and restart your e-mail client to ensure that your new settings take

effect.

2 Use your telephone to log on to your CallPilot mailbox.

3 Compose a test voice message and send it to yourself. The message

appears in your CallPilot Inbox.

JEI|E Edit Yew Tools Message Help

¥ Inbox - Outlook Express provided by Nortel Networks M=l E3

[Pt | & % |8 - 86 -0

% Inbox

Folders ] | g | 7 | 3 | From | Subject

| Recewec

51§ Local Folders
A2 Inbox
8 Outhox 4

4 Outlook Express g S Mike Hassin (7240) 0:33 Voice Message

12044200

& Sent ltems From: AnnaXiu  Te: Mike Hassin
(3 Deleted ltems | Subject: (7240) 0:33 Yoice Message

S8 Drafts
E% CallPilot
[ =1 |l

|1 ressage(s), 0 unread @ Warking Online

S
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Configuring Netscape Mail

Introduction

This section describes how to configure Netscape Mail 6.2x or later for use
with Desktop Messaging.

Before you begin, ensure that you have all the information required to
configure an Internet mail client. For more information, see “ Requirements’
on page 52.

Note: If Netscapeis set up with a POP e-mail account, you must set up a
different Netscape user profile for CallPilot. You cannot use a single profile
for accessing both POP and IMAP accounts.

Defining outgoing mail server settings in Netscape

Netscape is designed for use with asingle outgoing (SMTP) server.
CallPilot messages must be sent using the CallPilot server—you cannot use
adifferent outgoing server for CallPilot messages. Ensure that you follow
these guidelines to ensure proper configuration of Netscape:

If you plan to use multiple mail accountsin Netscape, ensure that you
specify a separate outgoing server for CallPilot. The CallPilot server should
not be set as the default outgoing mail server for al your mail accounts.
CdllPilot server rejects e-mail messages with addresses or attachment types
that are not supported by CallPilot.

Feature limitations
Netscape 6.2 and 7.0 releases do not support authenticated logon to an

LDAP server. Without this support, you cannot view distribution listsin the
CallPilot Address Book.
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To define your CallPilot mailbox settings

1 From the main Netscape window, choose Tasks>Mail & Newsgroups.

The Mail & Newsgroups window appears.

2 Choose File>New>Account. The Account Wizard appears.

Account Wizard [ x]

New Account Setup

This Wizard will collect the information necessary to setup a Mail or
Mewsgroup account. If you do not know the infarmation requested,
please contact your System Administrator or Internet Service
Provider.

Select the type of account you would like to setup:

@ ISP or email provider
O Netscape WebMail (For example, jsmith@netscape.net)
(O AOL account (For example, jsmith@aol.com)

O Mewsgroup account

Select ISP or e-mail provider, and then click Next.

On the Identify page, type your name and CallPilot address in the boxes,
and then click Next. Your address should be in the following form:

<SMTP/VPIM prefix><mailbox humber>@-<local CallPilot server>
On the Server Information page, select IMAP.

In the Incoming Server section, type the CallPilot FQDN in the Server
Name box.

In the Outgoing Server section, type the CallPilot FQDN in the Server
Name box, and then click Next.

The Outgoing Server box only appears if a default outgoing mail server is
not defined in Netscape. If a server is already defined, complete the
configuration in the Account Wizard, and then follow the instructions in
the procedure “To specify CallPilot server as the outgoing mail server”,
which follows.
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Account Wizard [x] Account Wizard [x]
Server Information Server Information
Incoming Server Incoming Server
Select the type of incoming server you are using Select the type of incoming server you are using
O POF @ IMAP O POF @ IMAP
Enter the name of your incoming server (for example, Enter the name of your incoming server (for example,
"mail. example.net") "mail. example.net")
Semver Mame: [¥oiceuser.callpilot.com | Semver Mame: [+oiceuser.callpilat.cor

Qg S (21 ‘srtp. jklmail.com' is set as your outgoing server
Enter the name of your autgoing server (SMTF) (for (SMTF). ¥ou need only one autgoing server, even for

example, "smip. exarple.net”) roultiple accounts. Mormally you choose the outgoing
server for your most active mail account. To specify
Server Name: |uu|:euser.cal\pwlm.cum ‘ additional outgoing servers, choose Mail & Mewsgroups

Account Settings from the Edit menu.

[ Cancel l [ Back ] [ Mext ] [ Cancel l [ Back ] [ Mext ]
If an outgoing server is not defined, type the If an outgoing server is already defined, you
CallPilot FQDN. must associate your CallPilot mailbox with the

CallPiot server once you are finished in the
Account Wizard.

Note:

= You must use the CallPilot server as the outgoing mail server for your
CallPilot mailbox.

m Do not select CallPilot server as your outgoing mail server for other
mail accounts that you set up in Netscape. CallPilot server rejects
e-mail messages with addresses or attachment types that are not
supported by CallPilot.

8 On the User Name page, type your CallPilot user identifier, then click
Next.

9 On the Account Name page, type a name for your CallPilot mailbox to
help you to identify it in Netscape Malil, then click Next.

10 On the Congratulations page, verify your CallPilot mailbox information,
then click Finish.
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To specify CallPilot server as the outgoing mail server

1 From the main Netscape window, choose Tasks>Mail & Newsgroups.
The Mail & Newsgroups window appears.

2 Choose Edit>Mail & Newsgroups Account Settings. The Mail &
Newsgroups Account Settings window appears.

Mail & Newsgroups Account Settings [x]
=Wl iy = | Account Settings |
Semver Settings
Copies and Folders The following information is needed before you can send messages. If
Addressing you do not know the information requested, please contact your
Ofine & Disk Space system administrator or Internet Service Provider.
Lacal Folders | Aecount Mame: ogpig
= news
Semver Settings iy
Copies and Folders Each account can have its own identity, which is the infarmation
Addressing that other people see when they read your messages:
Offline & Disk Space | =] | Your Marme [Alyssa Valor ‘
Qutgoing Server (SMTF)
Ermail Address: 141688821 43@voiceuser. callpilot. com |
Reply-to Address: ‘ ‘
Organization: ‘ ‘

[J Attach this signature

[ | [(chasse
Set as Default
m O Compose messages in HTIL farmat
Adranced...
[ QK ] [ Cancel ] [ Help ]

3 In the account list, select Outgoing Server (SMTP).

4 Click Advanced. The Advanced Outgoing Server (SMTP) window
appears.

5 Click Add. A new window appears.

Server Name: [yoiceuser callpilot corr ]

O Use name and password

Use secure connection (S50
(O Mever (@ When available (O Always

6 Specify the server settings.

a. Inthe Server Name box, type the CallPilot server FQDN.
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b. Ensure that the User name and password check box is not selected.

c. Inthe Use Secure connection (SSL) section, select Enable or
Disable.

d. Click OK to save your changes.
e. Click OK to accept the list of outgoing servers.
7 In the account list, select your CallPilot account.

8 On the Account Settings page, click Advanced. The Advanced Account
settings dialog box appears.

9 In the Server list, select the CallPilot server.
10 Click OK.

To configure Copy and Folder settings

1 From the main Netscape window, choose Tasks>Mail & Newsgroups.
The Mail & Newsgroups window appears.

2 Choose Edit>Mail & Newsgroups Account Settings. The Mail &
Newsgroups Account Settings window appears.

Mail ¥ Newsgroups Account Settings 5 lj
= WORKIMAP Copy and Folder Settings ‘
Serwer Settings
‘wihen sending messages, automaticall:
Addiessing
Dffine & Disk Space Place a copy in:
Lacal Falders (® "Sent" Folder on: \WORK IMAP -

Outgaing Server [SMTF)

[ Bec <timster@naorteetworks. cam>

[ Bec another address: | |

Drafts and Templates

Keep message drafts in:

— (&) "Drafts" Folder on: ‘WORK IM&P Z
0 ome )
| | Keepmessage templates in:
-
(&) "Templates” Folder on: WORK IMAP il
S a——
Set as Default [ Show confirmation dislog when messages are saved
Remove Account
[ 0K ][ Cancel ] [ Help

3 In the account list, select Copies and Folders.
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© 00 N o o1 b

For Place a Copy in, select Other.

Change the location to Local Folders>Sent.
For Keep Message Drafts in, select Other.
Change the location to Local Folders>Drafts.
For Keep Message Templates in, select Other.

Change the location to Local Folders>Templates.

To configure text formatting

1

aa A W0 DN

From the main Netscape window, choose Edit>Preferences. The
Preferences window appeatrs.

In the Mail & Newsgroups category, select Send Format.
Select Convert the message to plain text.
Click OK.

Choose Tasks>Mail & Newsgroups. The Mail & Newsgroups window
appears.

Choose Edit>Mail & Newsgroups Account Settings. The Mail &
Newsgroups Account Settings window appears.

In the account list, select the name of your account.

In the Account Settings pane, clear the Compose messages in HTML
format check box.

Click OK.

To configure access to the CallPilot Address Book

Note: Since Netscape 6 does not support an authenticated logon to an LDAP
server, you cannot view distribution listsin the Call Pilot Address Book. You
can only view individual CallPilot addresses.

1

2

Choose Tasks>Mail & Newsgroups. The Mail & Newsgroups window
appears.

Choose Edit>Preferences. The Preferences window appears.
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3 In the Mail & Newsgroups category, select Addressing.

Preferences El
Cak n
Slicyiny | Addressing ‘
I Appearance
[ Navigatar Email Address Callection
I Composer

; Email addresses from messages can be added to a local address book,
= Mail & Mewsgroups ‘Collected Addresses', Add email addresses from:

Message Display Incoming Mai Messages
Message Compos...

Send Format Gutgoing Mail Messages
Addressing
[ Instant Messenger 0 Mewsgraup Messages
b Privacy & Security Liit the Collscted Address book to cards
b Advanced
Offine & Disk Space. | | Address Autocomplztion

when addressing messages, look for matching entries in:
Local Address Books

Directory Server: | [Edit Directories. .

4 In the Address Autocompletion section, check both the Local Address
Books and Directory Server options.

5 Click Edit Directories. The LDAP Directory Servers window appears.
6 Click Add. The Directory Server Properties dialog box appears.

Directory Server Properties ﬁ‘

Hame: |callpilot Address Book |

Hostname: [yiceuser ca.nortel.com ]

Base DN ‘addresshnokzusendc:nmte‘ [ ]

7 Specify the connection information for the CallPilot Address Book:

a. In the Name box, type a name for the CallPilot Address Book to help

you to identify it.
b. In the Hostname box, type the CallPilot server FQDN.
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c. Inthe Base DN box, type the LDAP search base for viewing individual
addresses only.

addressbook=user, <search base suffix>

For more information about the search base syntax, see “Connecting
to the CallPilot Address Book” on page 54.

8 Click OK, and then exit the LDAP Directory Servers window.

9 Choose Edit>Mail & Newsgroups Account Settings. The Mail &
Newsgroups Account Settings window appears.

10 Expand your mail account list and then select Addressing.

Mail & Newsgroups Account Settings @

= CallFilot | Addressing |
Server Settings

Copies and Folders

wihen looking up addresses:
Addressing
Disk Space
Local Folders (@) Use a different LDAP server: CalFiot T~ [[Eot Drectories...
Qutgaing Server (SMTR)

(O Use my global LDAP server preferences for this account

Set 55 Defaulk

11 Select Use a different LDAP server, and then select the CallPilot Address
Book (the server you added in step 7) from the server list.

12 Click OK.

To test your Desktop Messaging account

1 Exit and restart Netscape Mail to ensure that your new settings take
effect.

2 Use your telephone to log on to your CallPilot mailbox.
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3 Compose a test voice message and send it to yourself. The message
appears in your CallPilot Inbox.

= (612049262126) 0:10 Yoice Message - INBOX for 14166977240@tormactrial.ca.nortel.com - Netscape 6 [_[T]x]
Eile Edit View Search Go Message Tasks Help

So Y S PP YA KO

- Gethsg Mew hsg Reply  Reply All Fonward File Next  Delete  Print
Name [e=] 1= Subject Sender | [ Priority
= 4= CallPilot = (51204 0:10 8 Unkn A

2, INBOX €1 (34167669003) 0:12 Voice Message Maas J 12/372001 B16 PM @
I 1= Netscape Webmail = (94164422647) 2:20 Voice Message MARK WEARE 12672001 518 PM
I 1= CallPilot = (34164422647) 0:26 Vaice Message MARKWEARE  12/6/2001 541 PM =
> & Local Folders = (4167669003) 0:07 Vaice Message Maas J 12/2972001 417 P =

"= news

My Sidebar Tabs ¥

< Subject: (612049262126) 0:10 Voice Message
From: Unknown <YOICE=512049262126@tormactrial.ca.nort

A Date: 12/3/2001 1:31 PM

l To: Micola Yap 14165977240 ormactrial.ca.nortel. coms

Attachments: [[5,550102 bk

BH & A @F B | Document Done Unread: 0 Total
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Configuring Qualcomm Eudora E-mail

Introduction

This section describes how to configure Qualcomm Eudora E-mail for use
with Desktop Messaging.

To change any part of this configuration after it is complete, select
Tools>Options in Eudora.

Before you begin, ensure that you have all the information required to
configure an Internet mail client. For more information, see “ Requirements’
on page 52.

Note: The configuration instructions below assume that you have an
existing mail account in Eudora, and that you are setting up Desktop
Messaging as an additional mail account. If you do not have an existing mail
account defined in Eudora, the New Account Wizard appears when you start
Eudora.

To define your CallPilot mailbox settings

1 In Eudora, choose Tools>Personalities. The personalities list displays a
list of your mail accounts in the left pane.

2 Right-click in the personalities list, then choose New from the context
menu. The New Account Wizard appeatrs.

3 Click Next. On the Account Settings page, choose Create a brand new
e-mail account.

4 Click Next. On the Personal Information page, type your name in the Your
Name box.

5 Click Next. On the E-mail Address page, type your CallPilot address in
the E-mail Address box. Your address should be in the following form:

<SMTP/VPIM prefix><mailbox number>@-<local CallPilot server>
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6 Click Next. On the Login Name page, verify that the Logon Name box
contains your CallPilot user identifier.

7 Click Next. On the Incoming E-mail Server page, verify that the Incoming
Server box contains the FQDN of the CallPilot server.

8 Choose the IMAP server type.

9 Click Next. On the IMAP Location Prefix page, ensure that the Location
Prefix box is blank.

10 Click Next. On the Outgoing E-mail Server page, verify that the Outgoing
Server box contains the FQDN of the CallPilot server.

11 Click Next. On the Success page, click Finish. Eudora prompts you for
your CallPilot password.

12 Type your CallPilot password, and then click OK. Eudora connects to
your CallPilot mailbox. When the connection is made, Eudora opens.

&2 Eudora

Eile Edit Mailbox Message Transfer Special Tools Window Help

W3S sas -+ saod 7

—_—

[ Eudora
8 n

g Out

3 Trash

@ <Dominant=

B Inhnx

IS EE: QUALCOMM

For Help, press F1 ,—,— ’_’_W,_ y

13 Choose Tools>Options. The Options dialog box appears.
14 In the Category list, select Checking Mail.

15 In the Check for Mail every...minutes box, specify how often you want
Eudora to check for new messages. Eudora does not provide immediate
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notification of new messages, so specify a low value to provide more
frequent message checking. A value of 0 means the user will check for
new messages manually.

16 In the Category list, select Attachments.
17 In the Encoding method section, choose MIME.

18 Click OK to save your changes.

To configure text formatting

1 Choose Tools>Options. The Options dialog box appears.
2 In the Category list, select Styled Text.

3 Select Send plain text only.

4 Click OK.

To configure access to the CallPilot Address Book

1 Choose Tools>Directory Services. The Directory Services window

appears.
2 Directory Services [_ O] x]
Query I LI | Shart | -~ Protocol
Status: Ready ggm [
" Ph
Mame | Email Phone Database
I I I v LDaP
?,\_, Finger
Mew Database... I
i~ Database:
Configured Servers | Protocol |
(] ¢ Qualcamm Fh
O }}j Qualcomm Finger Server Finger
(1% Big Foot LO&P
b CallFilat 2 LD&P
C1 4 who whers LDAP
1 &¥BigFant Ph
& | e | i Ly | JREEY
" miess Aok BopDirectory Services | Fitrs | 04 Fier Reont | [@) Lk Hiskry |
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2 In the Protocols section, select LDAP, and then click New Database. The
Modify Database dialog box appears.
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3 On the Network tab, type a descriptive name for the CallPilot Address
Book in the first box.

4 In the Host Name box, type the LDAP server FQDN. Usually, this is the
same name as the CallPilot FQDN.

5 If the CallPilot Address Book requires you to log on, check the “This
server requires me to log on” box.

= Type your mailbox number and password in the Account name and
Password boxes (If you are using Outlook Express 6, click Next to fill
in these boxes). The User name for LDAP logon uses the following
format:

mail=<SMTP/VPIM prefix><mailbox number>@<local CallPilot
server>,<Search base>

Example: mail=16129372549@cpi0008.us.nortel.com,dc=nortel,dc=ca

Note: You must log on to the CallPilot Address Book to view distribution
list addresses.

6 Click the Search Options tab.
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7 Specify the required options.

Modify Database
Networkl Attributes  Search Dptians ILog |

Search timeaut:

Shot —)———— Long 1 minute

b asimurn number of matches to retum:

100 =1 T/ MaLimit

Search Base:

addresshook=hd| do=nortel de=c

‘word-wise Search Filter.

I[cn=""D*] [

“whole-query Search Filter:

o]

Cancel I

Appl

If your network is slow, increase the
time-out value.

Type the maximum number of entries
to return for a search.

Type the LDAP search base in the
appropriate format. For details, see
“Connecting to the CallPilot Address
Book” on page 54.

8 Click OK. The selected CallPilot directory service should now appear in

the Configured Servers list.

To test your Desktop Messaging account

1 Exit and restart your Internet mail client to ensure that your new settings

take effect.

2 Use your telephone to log on to your CallPilot mailbox.
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3 Compose a test voice message and send it to yourself. The message
appears in your CallPilot Inbox.

Eile Edit Mailbox Message Transfer Special Tools Window Help -ﬂ|_|

%36

@ﬁﬂﬁ

5 Eudora
‘% In
g Ot
-5 Trash
@ <Dominant= L
& Inbox IOKJOK [« | j
" . =
To: "Micola Yap" <14165977240@tormactrial ca.nortel.com=>
Subject: =?UTF-87B7?
KDc2MzUpl DEBMDMaYm8pY 2UgTWVZc2FnZQ=="7=
|v570102 vbk
| & [
@ el &% Inbox (<Domina... QUALCOMV\
For Help, press F1 T T LT R

Configuring SSL encryption

By default, Eudorais configured to use Secure Socket Layer (SSL)
encryption if it is supported by the server. However, Eudora does not
connect to the CallPilot server using SSL until you specify that the Call Pil ot
SSL certificate is trusted.

Notes:

m Touse SSL with CalPilot, SSL must be enabled in both Eudora and on
the CallPilot server.

m Beforeyou enable SSL for your CallPilot mailbox, follow the
instructions on pages 78 to 83 to properly configure and test your
CallPilot mailbox and ensure that it is working correctly.
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To enable SSL encryption

4 Right-click the personality for your CallPilot mailbox, and then choose
Properties. The Account Settings dialog box appears.

5 Click the Generic Properties tab.

Account Settings for <« Dominant> [ 2] x]

Generic Properties | Incoming M ail |

Personality Mame:  <Dominant>

Rieal Name: IAIyssa Walor

Retum Address: I'I 3335551234@lab92bsrv.ca.nortel.c
Login Name: |1 3336551234

SMTP Server. IIabHstlv.ca.norlel com
™ Authentication allowed

Default Domain: |\

Default Stationery: I <Mo Default:

Default Signature: |<No Default> ;I

Secure Sockets when Sending———————————
’7 Required, Altemate Portt |+ Last SSL Info

¥ Check Mai

oK I Cancel | Help |

6 Inthe Secure Sockets when Sending section, select Required, Alternate
Port.
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7 Click the Incoming Mail tab.

Account Settings for <Dominant> HE

Generic Properties  Incoming Mai |

Server: I\abHstw.ca.nmlel.com

Configuration: ¢~ EOFP & |MaP

1MAP ailbox Location Prefix:

| &8

For new mail, download:
' Mirimal headers only
' Full message except attachments over [0 K

when | delete a meszage:

& Mark it as deleted

i Move it to: Trash
Authentication style:
' Passwords ¢ Kerberos ¢ Cram4dD5
"Sacura Sockets when Receiving

Requied, Altemate Port x Last 551 Info |

aK I Cancel I Help I

8 In the Secure Sockets when Sending section, select Required, Alternate
Port.

9 Click OK.
10 Exit Eudora, and then restart Eudora.
11 Check for messages in your CallPilot mailbox.

Eudora fails to connect to the CallPilot server, but it obtains the SSL
certificate information for CallPilot server when it attempts to connect.
This process may take a few minutes.

12 In the Personalities list, right-click the personality for your CallPilot
mailbox, and then choose Properties.

13 Click the Incoming Mail tab.

14 In the Secure Sockets when Sending section, click Last SSL Info. The
Eudora SSL Certificate Information Manager dialog box appears.

In the Notes section, a message explains that the CallPilot server SSL
certificate is not trusted.
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15 Click Certificate Information Manager. The Certificate Information
Manager dialog box appears. A skull and crossbones icon appears next
to the CallPilot server certificate to show that it is currently not trusted.

Certificate Information Manager [ x]
() Server Cetificates - . o .
.5 ab%2bsry.ca nortel com :II Jﬁ Certificate is not trusted

Q) User Trusted Certificates
3 lab32bsrv.ca nortel.com
L) Eudora Provided Trusted Certificates
-3 US, "WeriSign, Inc.", Clazs 4 Public Primary Certification Autharity - G2, "(c vI
»

4]

i~ Certificat
Subject: |

¢ Certificate is trusted

lzsued By I

alid From: I

Yalid To: I

Serial #: I

Thurabgrin:

(e

i Certiicate Detas | Addiio Tiusted: I Bemuye Eomiistsd |

Import Certificate I Evport Certificate, I

16 In the Server Certificates list, select the certificate for the CallPilot server,
and then click Add to Trusted.

17 Click Done, and then close the remaining dialog boxes.
18 Exit Eudora, and then restart Eudora.

19 Check for messages in your CallPilot mailbox. Eudora should
successfully connect to your mailbox using SSL.

If you want to confirm that the CallPilot SSL certificate is trusted, open
the Certificate Information Manager dialog box and verify that the @ icon
appears next to the CallPilot server certificate.
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Configuration overview

Citrix Thin Client support allows users to access most of the features of the
CallPilot Desktop Messaging Client and My CallPilot in a Windows
Terminal Server environment running Citrix software. This environment
provides a single point of administration for all users in the network.

When the system administrator installs CallPilot on the Windows Terminal
Server, users only need to perform minor (if any) configuration changes to
use the application.

Once CallPilot Desktop Messaging has been configured, using CallFilotin a
Citrix Thin Client environment is nearly identical to using it in a Standard
Desktop Client environment. This includes the ability to change
configuration options such as the SMTP/VPIM prefix and CallPilot server
name.

One of the few limitations of the Citrix Thin Client environment is the
inability to adjust the client’s speaker volume and microphone level.
Adjusting these settings only affects the Windows Terminal Server.
Therefore, the speaker volume and microphone level controlsare disabled in
the CallPilot Audio Player, CallPilot Form, and CallPilot Configuration.

Configuration differences from the standard Desktop Client environment are
detailed in the following sections.
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Configuring Microsoft Outlook

Once the administrator had installed CallPilot Desktop Messaging on the

Windows Terminal Server (refer to the Desktop Messaging and MyCallPilot
Installation Guide), each Citrix Thin Client user must add CallPilot Desktop

Messaging to their client computer's mail profile.

Automatic Configuration

Users can automatically add CallPilot Desktop Messaging to their default
e-mail profile by choosing Start->Programs->Nortel Networks
CallPilot Desktop Messaging->Add CallPilot to Microsoft
Outlook. This method works for al releases of Microsoft Outlook.

Note however that the automatic Outlook configuration is only available
once the Windows Terminal Server administrator has published the

Window's desktop. Otherwise, all users must manually configure Outlook.

Manual Outlook XP Configuration

The user can manually add CallPilot Desktop Messaging to any e-mail
profile in Outlook XP.

To manually configure CallPilot Desktop Messaging for Outlook XP:
1 Right click on the Outlook icon and click Properties.

2 In the Mail Setup dialog box, click E-mail Accounts to add CallPilot to
the current e-mail profile, or click Show Profiles to choose another
profile.

If you click Show Profiles, then:
a. Select the profile you wish to use.
b. Click Properties.

c. Click E-mail Accounts.

Desktop Messaging and My CallPilot Administration Guide

89



Configuring Desktop Messaging Standard 2.0

3 In the E-mail Accounts dialog box, select Add a new e-mail account
and click Next.

E-mail Accounts EE
E-mail Accounts
You cen change the e-mail accounts and directories that Outloak uses.

" Wiew or change existng e-mail accourks

Directory
" Add a nes directary or address boak

" Miew or change sxisting direckaries or address boaks

I Heat » I Do I

4 Select Additional Server Types and click Next.

E-mail Accounts HE
Server Type
“ou cen choase the bype of server your new e-mail acaunt wil wark with,

" Microsoft Exchange Server
Connect bo an Exchange server to read e-mall, acoass public Folders, and
share documents,
i pOP3
Conneck ba & POP3 esmal server to download
vour e-mai.
" IMAP
Connect ba an IMAP e-mal server to download e-mal and synchraniza
maibax Falders.
" HTTP
Conneck ka an HTTP e-mal ssrvar such 2 Hatmal to download e-mai and
synchranize maibo folders,
o

<Bock [ Mews | Caren |
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5 Select CallPilot Desktop Messaging and click Next.
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6 Click Open in the Create/Open CallPilot Address Book File window.
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The default location in the Create/Open Address Book File window will
be set to the user's profile section on the Windows Terminal Server. This
prevents one user from inadvertently accessing or overwriting another
user's files.
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Nortel Networks does not recommend changing the default location of the
Address Book file. If the user changes the location of the Address Book file,
it may conflict with another user. This can inadvertently cause cached
messages downloaded by one user to be viewable or playable by another
user.

Initially, it may seem worthwhile to change the location of the Address
Book File to acommon location shared by all users. The system
administrator could then maintain one copy of the Address Book shared by
all users. However, a shared address book may contain entries (SDL's,
BDL's, or PDL's) not applicable to al users. While the CallPilot Server
prevents unauthorized use of Address Book entries, sharing the address
book file among multiple users may cause confusion.

Since the address book files for all users are stored on the same compuiter,
users need to be aware of how secure their datais. The level of security
depends upon how the Windows Terminal Server has been configured by the
system administrator. Refer to the “ Other Windows Terminal Server
considerations’ section on page 101 for more information.

7 Click Open in the Click Open in the Create/Open CallPilot Message
Store File window.
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Nortel Networks does not recommend changing the default location of the
Message Store file. If the user changes the location of the Message Store
file, it may conflict with another user. This can inadvertently cause cached
messages downloaded by one user to be viewable or playable by another
user.
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8 Enter your CallPilot Mailbox Number in the Mailbox field and click OK.

[Gomenal | tal | cirncs fack: | usic |
SEET I'-lL"'EH-l natal om j
SMTRAPIM el | 950597 =]
o b [.'J. W :J
Brerard |

™ Nemarger samand

Mu-—nl
[or ]| cwes | ey | B |

9 Logon to the CallPilot Server (if prompted).
10 Download the CallPilot Address Book (if prompted).

LalliP el Address Book Domiliosd

E’ The CalPiert adchetn bech hin rod beer déesripaded] afoukd
i s o rearicad d now?

If you choose to download the Address Book, click OK to when the
download is complete.

11 Close any remaining windows to complete the configuration.

Manual Outlook 2000 Configuration

The user can manually add CallPilot Desktop Messaging to any e-mail
profile in Outlook 2000.
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To manually configure CallPilot Desktop Messaging for Outlook 2000:
1 Right click on the Outlook icon and click Properties.

2 Click Add... to add CallPilot to the current e-mail profile, or click Show
Profiles... to choose another profile.

If you click Show Profiles..., then:
a. Select the profile you wish to use.
b. Click Properties.

c. Click Add.

3 Inthe Add Service to Profile dialog box, Select CallPilot Desktop
Messaging and click OK.
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4 Click Open in the Create/Open CallPilot Address Book File window.
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The default location in the Create/Open Address Book File window will
be set to the user's profile section on the Windows Terminal Server. This

prevents one user from inadvertently accessing or overwriting another
user's files.
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Nortel Networks does not recommend changing the default location of the
Address Book file. If the user changes the location of the Address Book file,
it may conflict with another user. This can inadvertently cause cached
messages downloaded by one user to be viewable or playable by another
user.

Since the address book files for all users are stored on the same compuiter,
users need to be aware of how secure their datais. The level of security
depends upon how the Windows Terminal Server has been configured by the
system administrator. Refer to “ Other Windows Terminal Server
considerations’ section on page 101 for more information.

5 Click Open in the Click Open in the Create/Open CallPilot Message
Store File window.
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Nortel Networks does not recommend changing the default location of the
Message Storefile. If the user changes the location of the Message Store
file, it may conflict with another user. This can inadvertently cause cached
messages downloaded by one user to be viewable or playable by another
user.
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6 Enter your CallPilot Mailbox Number in the Mailbox field and click OK.

7 Close any remaining windows to complete the configuration.
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Configuring Lotus Notes

The administrator must install CallPilot Desktop Messaging on the
Windows Terminal Server and update the mail databases on the Domino
server (refer to the Desktop Messaging and MyCallPilot I nstallation Guide).
Oncethisisdone, Citrix Thin Client users can run the Call Pil ot-enabled
Lotus Notes client.

When Lotus Notes Client startsfor the first time after server configurationis
completed, CallPilot Desktop Messaging detects the updated mail database,
makes all required modificationsin Lotus Notes client initialization file
(NOTES.INI) and prompts the user to finalize the configuration by
restarting the Lotus Notes client.
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Configuring Novell GroupWise

The administrator must first install CallPilot Desktop Messaging on the
Windows Terminal Server (refer to the Desktop Messaging and MyCallPilot
Installation Guide). Once thisis done, each Citrix Thin Client user must add
CallPilot Desktop Messaging to their client computer's Novell Default
Settings mail profile.

Automatic Configuration

Users can automatically add CallPilot Desktop Messaging to their Novell
Default Settings mail profile by choosing Start->Programs->Nortel
Networks CallPilot Desktop Messaging->Add CallPilot to Novell
GroupWise.

Note however that the automatic Novell GroupWise configuration is only
available when the Windows Terminal Server administrator has published
the Window's desktop. Otherwise, al users must manually configure Novell
GroupWise.

Manual Configuration

Users can manually add CallPilot Desktop Messaging to their Novell
Default Settings mail profile.

To manually configure CallPilot:
1 Log on to Novell GroupWise.
2 Open the address book.
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3 Choose File->Services.
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4 Once the Novell Default Settings Properties window appears, follow the
steps in the section Manual Outlook 2000 Configuration on page 93 to
configure the CallPilot Desktop Messaging service, even if Outlook XP is
installed on the computer.
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5 Once configuration is complete, close and restart GroupWise.
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Configuring Internet Mail Clients
and My CallPilot Users

Configuring Internet Mail Clients

The administrator must install CallPilot Desktop Messaging on the
Windows Terminal Server (refer to the Desktop Messaging and MyCallPilot
Installation Guide). Oncethisis done, Internet Mail Clients can follow the
same instructions for using CallPilot as standard Windows environment
users.

Configuring My CallPilot Users

The administrator must install CallPilot Desktop Messaging on the
Windows Terminal Server (refer to the Desktop Messaging and MyCallPilot
Installation Guide). Oncethisis done, My CallPilot users can follow the
same instructions for using CallPilot as standard Windows environment
users.

Note: Macintosh users of My CallPilot are not supported.

100 CallPilot



April 2004 Configuring Desktop Messaging

Other Windows Terminal Server
considerations

Security

In a Windows Terminal Server environment, all software and support files
are stored on the Windows Termina Server. Files that store user specific
information are stored in the user profile section of the Windows Terminal
Server.

Unlike the standard desktop environment, the user cannot control file-level
access privileges to these support files. Ideally, the Windows Terminal
Server system administrator sets the appropriate privileges to prevent
unauthorized access. However, users who wish to have a higher level of
security can take additional steps.

Note that Novell GroupWise and Lotus Notes users do not need to be
concerned with these additional steps. The design of the Novell GroupWise
and Lotus Notes clients prevents unauthorized access to user specific
information. These additional steps only pertain to Microsoft Outlook users.

Password Protect CST Files

CST filesare used by CallPilot Desktop Messaging for Microsoft Outlook to
store CallPilot message headers and downloaded messages. |f another user
opens the CST filein offline mode, they can access all messages that have
been previously played or viewed.

To prevent unauthorized access, users can password protect their CST files.
This ensures no one (including the system administrator) can access
previously played or viewed messages without first entering the user-
defined password.
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To password protect a CST file:
1 Open CallPilot Configuration and select the Mail tab.
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3 Enter the old password (if necessary) and new password.
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To ensure the highest level of security, do not select the Save this
password in your password list option.

This solution protects voice, fax, and text messages from unauthorized
access on the Windows Terminal Server.

Playing messages via the telephone

To improve network performance, CallPilot Desktop Messaging caches
voice messages played via the computer. However, other users can play
these cached messages if they have accessto your CST file. Users can
prevent voice messages from being cached by playing them viatheir
telephone. When messages are played via telephone, voice datais not
downloaded or saved on the Windows Terminal Server.

This solution will protect voice messages from unauthorized access on the
Windows Terminal Server. Text and fax messages are still downloaded and
saved on the Windows Terminal Server.
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Additional server configuration

In this chapter
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My CallPilot Administration Utility 112
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Accessing a 3rd party Address Book from
a separate server

Overview

CdllPilot 2.5 enables you to access athird-party LDAP server for message
addressing.

Consult your LDAP server documentation for details about enabling and
disabling LDAP service and configuring security options.

Note: Users can only access third-party LDAP servers with Desktop
Messaging if they use Desktop Messaging groupware client (Outlook,
GroupWise, or Lotus Notes).

You must specify the LDAP server name, port number, and search base in
the Desktop Messaging client. For details about setting LDAP optionsin
Desktop Messaging, see the Desktop Messaging online Help.
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My CallPilot web server security

Overview

My CallPilot operates using Internet protocols and may have limitations
imposed on it by your company’s network security policies. It does not
attempt to circumvent any firewall or other network security software
installed on top of TCP/IP,

You should consider the following security measures for My CallPFilot:

= secure network configuration
= authenticated access to the My CallPilot web server
= port hiding

You should discuss these security measures with your |S administrator.

CAUTION
& Risk of incorrect operation

Use caution when installing and configuring e-mail or file
filtering software on the My CallPilot web server. Filtering
software must allow IMAP and HT TP uploads and downloads
of the MIME types alowed by the external e-mail servers that
you make accessible to My CallPilot. The .exe file extension
must also be allowed for HT TP downloads, so that the
CdllPilot Player installer can be downloaded.

Recommended configuration for external Internet access

Thefollowing diagram shows the recommended configuration of the various
servers used by My CallPilot in a network with an Internet firewall. Discuss
the configuration requirements with your 1S administrator.
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CAUTION

Risk of system corruption or data loss

Nortel Networks strongly recommends that you obtain an
independent security audit before you provide external access
to your system based on the recommended configuration.

Other CallPilot
~

Client ~

CallPilot web server

Customer WAN/LAN Internal web browser
(TCP/IP) Client ~\|

‘T’g

Customer firewall

Proxy web server

SSL

External ]

web ~

browser m SSL

Client \-
§| enabled

6101647

Notes on the recommended configuration
The recommended sol ution requires

m aseparate web server to act as an external proxy server. Typically,
organi zations place a computer outside the firewall (for DNS and SMTP)
which can function as the web server proxy.

m SSL isenabled to secure communications
= onthe My CdlPilot web server

= oneach My CallPilot web client. SSL is available to both internal
clients and external clients outside the firewall

= 0on the external web server proxy and on the server with the firewall
(if the firewall isinstalled on a separate server)
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For details about enabling SSL, see “ Securing communication with the
web server” on page 1009.

m  SSL isonly used for communication between the My CallPilot web
server and the web clients. All communication between the My CallPilot
web server and the CallPilot server is unencrypted. Note that the LDAP,
IMAP and STMP connections can also use SSL, if those servers support
it.

m configuration of the firewall to allow HTTP connections between the
internal CallPilot web server and the external web server proxy

Securing communication with the web server

My CallPilot supports Secure Socket Layer (SSL) over HTTP for either the
logon only, or for the entire My CallPilot session. SSL is a security protocol
that provides

= encryption of all information passed between the My CallPilot web
server and My CallPilot web clients (browsers)

m authentication of the web server identity
m authentication of the web client identity

SSL must be enabled both on the web server and in the client web browser
to secure communications.

Enabling SSL
To enable SSL on the My CallPilot web server, you must purchase and
install an IS authentication certificate on the server.

For information about obtaining an I1S authentication certificate, contact a
vendor of authentication certificates, such as Verisign or Entrust. Consult
your IS administrator about the best certificate for your organization. Ask
your 1S administrator to follow the certificate installation instructionsin the
I1S documentation. Popular vendors of authentication certificates a so
provide certificate installation instructions on their web sites.
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Onceyou haveinstalled a certificate, use the My CallPilot Server
Administration Utility to enable SSL on the web server. For more
information about this tool, see “My CallPilot Administration Utility” on
page 112.

Once SSL is enabled on the web server, the user can choose to log on to My
CallPilot with SSL enabled. If the user chooses a secure logon, My CallPilot
uses the HTTPS protocol to secure communications.

Note: When awhen a user logs into MyCallPilot with SSL, the online PDF
documentation will not be accessible. ThisisaMicrosoft Security issue. In
Internet Explorer, click the Tools\Internet Options\Advanced tab. In the
Security section, select the "Do not save encrypted pagesto disk" checkbox.

Port hiding

If you do not have an SSL certificate and make My CallPilot available over
the Internet, you may want to change the port number for connectionsto the
web server. My CallPilot automatically detects and uses the configured port.
This provides additional security becauseit hides the service from malicious
attempts to scan well-known ports. Ask your IS administrator whether
changing the port number for HTTP connections is appropriate for your
system. The default HTTP port number is 80.

LDAP SSL Support

If the SSL checkbox is selected in the LDAP settings in the My CallPilot
Administration utility, My CallPilot will automatically download an SSL
certificate from the CallPilot server and install it. My CallPilot will then use
SSL whenever communicating with LDAP protocol to that server.

This certificate is separate and different from the IS (HTTP) SSL
certificate.
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Using My CallPilot with a firewall

In order to accessthe My CallPilot server through afirewall, the ports used
by My CallPilot must be opened. The following ports are used by My

CdlPilot:

PROTOCOL NORMAL SSL
IMAP 143 993
SMTP 25 465
LDAP 389 636
HTTP 80 443
FTP 21

If the firewall is between My CallPilot and the user's browser, then the
following ports must be open: HTTP, FTP and IMAP (for audio player
tel set)

If the firewall is between the CallPilot server and the My CallPilot server,
then these ports need to be open: FTP, IMAP, SMTP and LDAP.
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My CallPilot Administration Utility

Overview

The My CalPilot Administration Utility is atool for updating CallPilot
server settings and for enabling and disabling SSL encryption for
communication with the My CallPilot web server. All entries are stored
within the system registry.

The My CallPilot web server cannot automatically detect changes to
CallPilot server settings. If you use CallPilot Manager to change CallPilot
server settings that impact My CallPilot, you must use this administration
tool to update the settings on the My CallPilot server. These settingsinclude:

» the CallPilot server FQDN
n the SMTP/VPIM prefix

m the LDAP search base

n the LDAP port number

To start the My CallPilot Administration Utility

From the Windows Start menu, choose Program Files>Nortel
Networks>CallPilot Web Messaging>My CallPilot setup. The My CallPilot
Administration Utility dialog box appears.
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For details about the any of the available options, click the Help button.

My CallPilot Voice Block

One of the new featuresin CalPilot 2.5 isthe My CallPilot Voice Block.
This feature provides the ability for the system administrator to control the
distribution of CallPilot voice messages outside of the organization. It is
intended for use only by the system administrator. The end user will not be
able to enable or disable this feature.
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To enable My CallPilot Voice Blocking:

1 Click on the Security settings tab in the My CallPilot Administration Utility
to access the control for this feature.

2 Select the Block saving or forwarding voice messages to non-CallPilot
recipients checkbox.

3 Once the system administrator saves the changes, the Setup utility will
prompt to restart the Internet Information Services (lIS).
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Doing so enables voice blocking immediately, otherwise the feature will
take effect the next time a user logs on to My CallPilot. The system
administrator can restart 1S using either the Restart IIS dialog box
(above) or from the 1IS Manager screen.

If thisfeatureis enabled, the My CallPilot users will not be ableto save a
voice message to their local computer, which prevents distribution as an
e-mail attachment. They will also not be able to forward voice messages to
non-CallPilot addresses. However, the user will still be able to forward voice
message to addresses in CallPilot format.

This setting appliesto all My CallPilot users and CallPilot servers, including
CallPilot servers configured in the users' accounts as an externa e-mail
server. |t does not apply to non-CallPRilot servers.

Note also that this feature does not block the user from forwarding voice
messages to an external e-mail account if they are using Internet IMAP
clients (Outlook Express, Eudora, or Netscape Messenger).

For information how to block voice messages in integrated Desktop
Messaging clients (Outlook\Exchange, GroupWise or Lotus Notes) refer to
the Using the IniSetup Wizard section in the Desktop Messaging and My
CallPilot Installation Guide.
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Troubleshooting overview

Introduction

This chapter identifies problems that users can experience with Desktop
Messaging and My CallPilot. It describes symptoms of the problem that the
user is facing, and suggests steps you can follow to fix the problem.

This chapter focuses on problems that may require the assistance of an
administrator. Basic troubleshooting information for usersis available in the
Desktop Messaging online Help. Troubleshooting information for Internet
mail client users appears in the CallPilot Player online Help.

Based on the user’s expertise, you may prefer to guide the user in
performing the steps. Where the solution requires action on the CallPilot
server or in CallPilot Manager, the text indicates this requirement.

If the suggested action does not correct the problem, contact your Nortel
Networks representative.
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Section A: Desktop Messaging
Issues

In this section

Overview 118
General issues 119
Microsoft Outlook issues 129
Lotus Notes issues 131
Novell GroupWise issues 135
Internet mail client issues 136
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Overview

Introduction

This section provides information about troubleshooting Desktop
Messaging problems. It is divided into five areas. The General issues area
describes problems that can occur with any Desktop Messaging client. The
other areas focus on problems specific to a Desktop Messaging client.

Desktop Messaging also includes several tools to assist you with
troubleshooting. For more information, see “ Desktop Messaging tools” on
page 141.

Messaging server compatibility

CdlPilot 2.5 Desktop Messaging clients work with CallPilot 2.0 and
CdllPilot 2.5 servers. The availability of some features depends on the
messaging server you use. For more information, see “Messaging server
compatibility” on page 19.
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General issues

Before you install
Before you install Desktop Messaging, you require the following
information:
» the CallPilot mailbox number
n the SMTP/VPIM prefix of the CallPilot server
n thefully qualified domain name of the CallPilot server
» the search base for LDAP address searches in the CallPilot server

You should aso ensure that the e-mail client that the user requiresis
installed on the user’s computer and is working properly.

For afull description of Desktop Messaging requirements and procedures,
you should refer to the Desktop Messaging and My CallPilot Installation
Guide.

To help you to troubleshoot problems, you should obtain the version number
of the Desktop Messaging client.

To obtain the version number

1 If the user cannot log on, but you require the CallPilot version number,
navigate to the following file:

nmplayer.exe

2 Right-click the file, and then select Properties. The Properties page
appears.

3 Select the Version tab. Version information for Desktop Messaging
appears.
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Installing the Fax Printer driver - Windows 2000 SP4 issue

If auser attemptsto install the Fax Printer driver and/or Fax Batch driver,
the fax driver installation may fail after the user is prompted for the
administrator name and password. This failure can occur for the folowing
reasons:

1 The Client PC is running Windows 2000 with SP4 or later
2 The user performing the installation des not have administrator
privileges.

Solution

To resolve the problem, the system adminstrator must alter the security
policy of the user performing the installation to include the user right
“Impersonate a client after authentication”. Refer to Microsoft Knowledge
Base article Q821546 for more information.
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General logon issues

Symptom: Error message about invalid credentials

The user gets amessage similar to “Invalid credentials. Please retry...” or
“The server could not be located. Please Retry... ."

Solution
(from the user’s computer)

1 Verify that Desktop Messaging is configured with the correct information,
including the following settings:

= mailbox number

= fully qualified domain name (FQDN) of the CallPilot server

= the SMTP/VPIM prefix of the CallPilot server

m the search base for address searches in the CallPilot directory

2 Verify that you can log on successfully from the telephone using the
same mailbox humber and password.

3 Verify that you have network connectivity to the CallPilot server.

For example, issue a network command to the CallPilot server exactly as
it appears in your Desktop Messaging configuration—try to ping using
the DOS prompt—and ensure that you receive a valid response from the
CallPilot server.

From the Start menu on your Windows desktop, select the Command
Prompt (typically found under the Programs/Accessories submenu). A
new window appears with the DOS prompt “C:\". From the DOS prompt,
issue a ping command to the fully qualified domain name of the CallPilot
server as follows:

ping <CallPilot FQDN>

If the response is “request timed out,” you do not have network
connectivity to the CallPilot server. You will not be able to access
Desktop Messaging.
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Solution
(administrator only)

1 In CallPilot Manager, check the following:

m  The user’s mailbox is enabled. View the user’s settings on the User
Detail page, and check the mailbox status in the Security section.

» |IMAP is enabled on the CallPilot server, and there are no alarms
referring to the IMAP service.

m Desktop and Web Messaging capability is enabled for the mailbox.

2 The CallPilot server name may not be on the DNS server.

From the Start menu on your Windows desktop, select the Command
Prompt (typically found under the Programs/Accessories submenu). A
new window appears with the DOS prompt “C:\". From the DOS prompt,
issue a ping command to the CallPilot server IP address as follows:

ping <CallPilot server IP address>

If the response is “request timed out,” then issue a ping command to the
fully qualified domain name of the CallPilot server. Type

ping <CallPilot FQDN>

If you receive a ping response from the IP address but not the server
name, then check the following:

If you have a DNS server

m  Ensure that DNS is configured on the CallPilot server computer.
Under TCP/IP properties, select the DNS tab. Ensure that a DNS
server is listed. Verify the IP address for the DNS server.

m  Check with the DNS administrator whether the server name is on the
DNS server. Verify that the correct host name has been configured on
the DNS server.

If you do not have a DNS server

= |f you do not have a DNS server, you must set up domain name
resolution using a HOSTS file, or configure CallPilot and Desktop
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Messaging using the CLAN IP address only. For details about setting
up a HOSTS file, see the CallPilot Manager online Help.

Note: Nortel Networks recommends that you set up DNS properly
instead of asking Desktop Messaging users to update a host file.

3 If the problem continues, try to stop and restart IMAP service on the
CallPilot server.

Symptom: Error message about no Desktop Messaging capability

When the user attempts to log on, a message states that “ You do not have
Desktop Messaging capability.”

Solution
Asthe CdlPilot administrator, do the following:

1 Verify that Desktop Messaging is configured with the correct Mailbox
number.

2 Verify that this mailbox is assigned to a mailbox class with Desktop
capability enabled. For information about mailbox class capabilities, see
the CallPilot Manager online Help.

Symptom: No entries in CallPilot address book

The CallPilot Address Book has been downloaded and a dialog box appears
stating that O entries are found.

Solution
As the administrator, do the following:

1 Check the CallPilot Address Book search base. Open the Desktop

Messaging options dialog box, and then click the Address Book tab to
view the search base.

2 Verify that the search base exactly matches the search base configured
in CallPilot Manager.
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Other issues

Symptom: The user has message access problems

The user modified Desktop M essaging settings so that they are now correct,
but the user still cannot access CallPilot messages.

Solution

If you modified the settings while your Desktop M essaging was running,
close and restart Desktop Messaging so that the settings take effect. If the
user still cannot access messages, do the following:

» Verify the mailbox class.

m  Check the alarm monitor to ensure that there are no darmsrelating to the
IMAP service.

» Verify network connectivity to CallPilot.

Symptom: Cannot send messages

The user cannot send messages to telephone, fax, AMIS users, or
networking users.

Solution

1 Ensure the user is addressing messages correctly. See the online Help
for information about supported address formats.

2 Verify the capabilities enabled for the user’'s mailbox. Restrictions for
unauthenticated SMTP users may have been defined by the CallPilot
administrator. Such restrictions can prevent a user from sending
messages to other types of users.

= Verify that the user has the capability to send messages to the
required recipient (telephone, fax, AMIS users, or Networking users).

m Ensure that 'Security Modes for SMTP Sessions' in CallPilot
Manager/Messaging/Message Delivery Configuration have
authentication options other than just 'Unauthenticated' selected.
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3

= Also ensure the user provides SMTP authentication from their client.
If the user connects from one of the Nortel Networks provided clients
such as Outlook, Lotus Notes, GroupWise or My CallPilot, then client-
side SMTP authentication will automatically be used as long as the
server-side 'Security Modes for SMTP Sessions' mentioned in the
previous bullet have been set.

= Verify that the restriction permission list (RPL) in the CallPilot system
is configured to allow DTT and DTF network messages.

For DTT and DTF messages, ensure that you can dial the required
number from a phone connected to the same switch as CallPilot.

For Networking, verify that networking is currently configured in CallPilot
administration. For more information on networking, refer to the
appropriate Networking Implementation and Administration Guide.

Symptom: Cannot send a CallPilot message

The user cannot send a Call Pilot message. When the user clicks Send, an
error dialog box appears: “Error. Failed to send message.”

Solution
Check the following on the user’'s computer:

1

Verify that the CallPilot mailbox or the e-mail mailbox are not full. A user
cannot send a CallPilot message if either of the mailboxes is full.

Check the format of the message address. The FQDN on the right side
of the @ symbol must match the FQDN configured on the CallPilot
server.

Delete any empty attachments. An empty attachment causes the entire
message to be rejected.

Verify that you can ping the CallPilot server. From the Start menu on your
Windows desktop, select the Command Prompt (typically found under
the Programs/Accessories submenu). A new window appears with the
DOS prompt “C:\". At the DOS prompt, type

ping <CallPilot FQDN>
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If the responseis “request timed out,” then type

ping <CallPilot server IP address>

If there is a reply to this ping command, then the CallPilot server FQDN
has not been properly configured in your Domain Name System (DNS).
Contact your DNS administrator for assistance.

If you do not have a DNS server, then you may require a hosts file entry.
For more information, see the CallPilot Manager online Help.

If the response is No Reply, verify that the CallPilot server is reachable
on your LAN. Contact your IS administrator for help.

Verify that the CallPilot server is up and running.

If there is no response, verify that the Internet Message Agent (IMA),
Message Transfer Agent (MTA), and IMAP services are running. You
may need to restore them.

Symptom: Cannot send faxes

Solution

1

If the error message states that the message cannot be sent because
part of the media cannot be converted, or because the media is not
supported at the recipient’s system, ensure that in messages you send
with Desktop Messaging, you only send attachments that are TIFF-F
WAV, VBK, or text files.

Ensure that you, as the sender, and the recipients have the capability to
send and receive fax messages. Ensure that all TIFF files are TIFF class
F (TIFF-F) files created using the Nortel Fax Printer. Not all TIFF files are
class F.

Ensure that your mailbox is not full. If you receive an error message that
your mailbox is full when you log on, delete messages to create space in
your mailbox.

If messages are not returned with a Non Delivery Notification (NDN),
then check the CallPilot server processor usage. If it is at or near 100
percent for a long time, then contact your Nortel Networks Customer
Technical Support.
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Symptom: Problems receiving faxes

People do not receive faxes sent by the user, or the user does not receive
faxes that others are sending to him or her.

Solution

» Verify that the mailbox class to which the user is assigned has the
capability to send and receive faxes.

»  Make sure that those to whom you send faxes have the capability to
receive faxes.

Symptom: Problems receiving replies

Recipients receive Call Pilot messages from the user, but the user does not
receive any repliesto his or her messages.

Solution

1 Open the Desktop Messaging options dialog box.
2 Ensure that the SMTP/VPIM prefix is correct.

Ensure that if people are sending you faxes (TIFF-F files) in their replies,
you have the fax capability enabled for your CallPilot mailbox.

Symptom: Cannot print text messages

Users can see text messages in their Desktop M essaging mailbox, but when
they try to print them to afax machine from the telephone, they receive the
message, “ Your command cannot be completed at thistime.”

Solution

Users must have fax capability for their mailbox to print text messages from
the telephone. A user who has Desktop Messaging capability but does not
have fax capability cannot print text messages from the telephone.

For more information about assigning access rights in amailbox class, see
the CallPilot Manager online Help.
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Symptom: Voice message does not play on telephone

The user tries to play a voice message from the telephone in Desktop
Messaging. The user answers the telephone when it rings but the message
does not play.

Solution

1 When you answer the telephone, say something, such as “Hello,” to
initiate message playback.

2 Check the CallPilot player status bar. If it states Open Pending, then
hang up the telephone. Click Computer on the player, and then click
telset playback. The phone rings again.

3 If the Status bar still says Open Pending, then click on Release telset
button. Alternatively, you can hang up again, wait 3 to 5 minutes and
attempt to play again. If this problem persists, contact your Nortel
Networks Customer Technical Support.

128 CallPilot



April 2004 Troubleshooting

Microsoft Outlook issues

Outlook 2002 issues

To ensure that Desktop Messaging works correctly with Microsoft Outlook,
you should install the latest Outlook 2002 service pack. For information
about the latest Office X P service pack, go to the Microsoft web site and
search for article Q307841 in the Microsoft Knowledge Base. Also refer to
article Q319820 for additional fixesto Outlook 2002.

Symptom: CallPilot messages stuck in Outbox

M essages that you send from the Nortel Fax printer driver, or using the Start
menu command “Nortel Networks CallPilot Desktop Messaging > Send
CallPilot Message” get stuck in the Outbox. Your Outlook profileis
configured to deliver new messages to your Exchange Server mailbox rather
than to apersonal folder.

This problem can occur in Outlook when multiple accounts, including an
Exchange Server account, are configured in an Outlook profile. It only
occursif the profile is configured to deliver new messages to the Exchange
server account rather than to a personal folder.

Solution

Mircosoft has provided a solution that requires a change to the Windows
registry. For details, go to the Microsoft web site and search for article
Q319820 in the Microsoft Knowledge Base.
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Using Outlook

Symptom: Microsoft Outlook messages stuck in Outbox

In Microsoft Outlook, messages remain in the e-mail outbox (not the
CdllPilot Message Store outbox). This problem may be caused by the
migration from one server to another while maintaining the same Outlook
client.

Solution
Remove the Exchange server, and then re-add it to the user’s profile.

Symptom: You open amessage that contains an embedded message by using

Microsoft Outlook Web Access (OWA) over a Secure Sockets Layer (SSL)
connection. If you try to save the embedded message to the local hard disk,
you receive the following error message:

Internet Explorer cannot download {filename} from {server name}.

For example, if you right-click the link to the embedded message, and then
click Save, you receive the error message stated above.

Thisissue occurs if the message that you open was composed by using a
Microsoft Outlook client or by using an OWA S/MIME client.

Solution
Turn on the “ Do not save encrypted pages to disk” option in Internet
Explorer. To do so:

1 Start Internet Explorer.
2 On the Tools menu, click Internet Options.

3 Click the Advanced tab, and then under Security, click to select the “Do
not save encrypted pages to disk” check box.

4 Click Apply, and then click OK.
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Lotus Notes issues

Installation issues

Symptom: Authorization error message in Lotus Notes

Error message: “No authorization to perform this operation.”

Solution

A Lotus 5.x user must have Manager or Designer access control of the mail
database to install Desktop Messaging for Lotus Notes. The Lotus Notes
administrator sets this control on the server for each user. The default is
Manager access. For Lotus 6.0, the user must have Manager rights.

If the user does not have Manager or Designer access, you have two options:

m  Temporarily assign Manager or Designer access to the user.

= Manually update the Mail database from the server for each user who
requires CallPilot access. This update creates a new folder, CallPilot
Desktop Messaging, in Lotus Notes. For details about manual updates,
see “Updating the Mail database design” on page 45.

To determine the level of access control for a user

1 From the user’s Lotus Notes Mail database, choose
File>Database>Access Control... .

2 Click the user’s name in the displayed list. The user’s access control level
appears in the Access box.

Symptom: Lotus Notes option unavailable during Desktop Messaging
installation

The Desktop Messaging installation program tries to detect L otus Notes by
searching for the notes.ini file on the hard drive. If the file is not found, the
L otus Notes option is disabled during installation.
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Solution

If your notes.ini file is located on a server, you can disable L otus Notes
detection to install Desktop Messaging for Lotus Notes.

To disable Lotus Notes detection, run setup.exe from the command line
using the following command:

setup.exe /Id

Other issues

Symptom: Cannot see CallPilot Desktop Messaging folder in Lotus Notes

When the user logs on to Lotus Notes, the CallPilot Desktop Messaging
folder isnot visible.

If CallPilot has been properly installed, then the user sees CallPilot Desktop
Messaging under Folders and Views. In the Personal Name and Address
Book on Local database, the user sees two new views:

= Groups (CallPilot)
n People (CallFilot)

Notes:

» InLotusNotesversions5.x and 6.0, these views are accessible only from
the View menu.

m Lotus Notes 5.x and 6.0 users must log on to CallPilot before they can
download the address book.
Solution

1 Verify that you are in Folders and Views>CallPilot Desktop Messaging.

2 If you do not see CallPilot Desktop Messaging and you are in Folders
and Views, uninstall the current version of Desktop Messaging, and then
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reinstall it. During reinstallation, ensure that Update Lotus Notes
databases is checked in the Ready to Install! window.

Note: Update Lotus Notes mail database and Update Loyus Notes
Personal Address Book options are checked by default. If you uncheck
these options, the Lotus Notes admininstrator has to update your mail
database on the server to enable Desktop messaging and you will not be
able to use your Personal Address Book for storing/accessing CallPilot
address information. You also have an option (not recommended) to
replace the Mail database design manually. A manual update should only
be performed under special circumstances. For more information, see
“Updating the Mail database design” on page 45.

Symptom: No entries in CallPilot Personal Name and Address Book in Lotus
Notes

While in the Personal Name and Address Book window, the user selects
People (CallPilot). There are no entries in the CallPilot Address Book.

Solution
You must download the CallPilot Address Book manually.
To manually download the CallPilot Address Book

1 Make sure that your Address Book—People (CallPilot) window is the
active window.

2 Choose Actions>Download CallPilot Address Book.

Symptom: DLL error message in Lotus Notes

Error message: “ The dynamic link library nnotes.dll could not be found in
the specified path.”
Solution

1 On the Windows desktop, right-click the Lotus Notes icon, select
Properties, and then click the Shortcut tab.

2 Examine the properties of your Lotus Notes shortcut.
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3 Verify the path in the “Start in” box.

Note: Usually, when Lotus Notes creates a shortcut, it puts a working
directory in this box.

4 Add or update the path.
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Novell GroupWise issues

Installation issues

Symptom: GroupWise option unavailable during Desktop Messaging installation

GroupWise 6.x requires Windows Messaging on your computer. Normally,
Windows Messaging is installed with Windows.

Solution

The GroupWise installation program checks for Windows Messaging. If itis
not detected, the installation program provides the following options:

1. Install the complete Windows Messaging system.
2. Leave Windows Messaging asis.

You should choose option 1, even if Windows Messaging isinstalled. This
ensures that the GroupWise option is available during Desktop Messaging
installation.

Other issues

Symptom: Cannot find the Compose New CallPilot Message icon on the toolbar

When the user opens Groupwise, the button on the toolbar to compose a new
message in CallPilot is not visible.

Solution

Groupwise does not resize buttons automatically based on the window size
and there may be occasions when the buttons on the toolbar may not show
up. This can be solved by setting your screen resol ution appropriately so that
the Compose New Message button appears on the toolbar. For example, set
your screen resolution to 1280x1024.
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Internet mail client issues

Introduction

This section only includes issues that require administrator assistance. For
troubleshooting information for users, see the CallPilot Player online Help.

General issues

Symptom: Reply to message sent from Eudora is rejected on AMIS network

A reply to a message cannot be sent over an AMIS network. Thisis caused
by autotext placed at the start of the message.

Solution
(administrator only)

1 Open the Eudora.ini file using a text editor, such as Notepad.

2 Under the [Settings] statement, add these lines:

ReplyAllAttribution=
ReplyAttribution=

3 Click File>Save to save the settings.

Desktop Messaging error codes

Desktop Messaging Internet mail clients display error codes when a
problem occurs. The table below describes Desktop Messaging error codes.

Code Error message

6 Your message did not reach some or all of the intended recipients.
16 The message was not delivered because an undefined problem
occurred.
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Code Error message

17 There is a problem with the specified address. Please verify the
address.

18 The external telephone number used in addressing the message could
not be dialed. Please verify the telephone number.

19 The mailbox or telephone number is invalid. Please confirm the
address.

20 The address is invalid. Please verify the destination system.

22 The mailbox address was at one time valid, but mail is no longer being
accepted. Please confirm the address.

23 The mailbox exists, but something at the destination mailbox caused
your message not to be received. Please try sending the message
again later.

24 The recipient did not receive the message because the recipient did not
instruct the service to play the message (by pressing the appropriate
telephone key).

25 The mailbox exists, but is not accepting messages at this time because
it may be temporarily disabled. Please try sending this message again
later.

26 The recipient’s mailbox is full. Please try sending this message again
later.

27 The message length exceeds the administrative limit for the sender’s
mailbox.

28 The address is a mailing list and could not be expanded.

29 The message was not delivered because a system problem occurred.

30 The system storage has been exceeded. Please try sending this

message again later.
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Code Error message

31 The recipient’s system is not accepting messages. Please try sending
this message again later.

32 Some features in the message are not supported. For example, you
may not be able to send a message with this media.

33 Recipients are not able to receive messages with a private tag. Please
try sending the message again without the private tag.

35 The system does not allow messages that are this large.

36 A problem occurred in the network. Please try sending the message
again later.

37 An outgoing connection could not be made with the destination. Please
try sending the message later.

38 A problem occurred during the transmission of your message.

39 A directory server was unavailable. Please try again later or contact
your Administrator.

40 The network was congested or the telephone line was busy. Please try
sending the message later.

41 The number of attempts to deliver the message has exceeded the
system maximum. Please try sending the message again later.

42 An error occurred during the transmission of your message.

43 This message was addressed to too many recipients. Please reduce
the number of recipients and try sending the message again.

44 There was a problem with the content of your message. Please
recreate the message and send it again.

45 The message contains media that cannot be delivered. The recipient

may not be able to receive a message with this media.
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Code Error message

46 The voice portion of the mixed media message was delivered. The
recipient can only receive this part of the message.

47 The fax portion of the mixed media message was delivered. The
recipient can only receive this part of the message.

48 Some media contained in your message was not converted
successfully. Some of the recipients did not receive the message.

49 A security measure or policy prevented the delivery of the message.
Please contact your Administrator.

50 The recipient(s) could not be reached. Please consult with your
Administrator for assistance.

51 Legislative policy restricts the delivery of messages at this time. Consult
with your Administrator on the best time to send the message.

52 The recipient(s) could not be reached. Please consult with your
Administrator for assistance.

92 Invalid mailbox number/password.

94 User does not have desktop capability. Please contact your
administrator.

95 Invalid mailbox number/password. Please contact your administrator.

97 Invalid mailbox number/password. Maximum number of invalid login
attempts occurred. Please contact your administrator.

98 Invalid mailbox number/password. Maximum number of invalid login
attempts in this session occurred. Please restart your login session.

100 Invalid login. Cannot access system resources. Try again later.

101 Too many login failures.

102 Too many authentication failures.
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Code Error message

105 Autologout; your session has been idle for too long. You are no longer
connected to the server. Please log in again to send and receive new
messages.

107 Mailbox error.

108 Your mailbox is almost full.
110 Your password has expired. Please change your password.
111 The temporary password assigned to you by the administrator must be

changed. Please change your password.

123 The “Login” authentication method is disabled. Please contact your
administrator.

124 The “Challenge-Response” authentication method is disabled. Please
contact your administrator.

125 Your mailbox is full. Delete messages you no longer require.

133 Remote Notification was turned off by the person who answered the
notification call. It has now been turned back on.

134 Remote Notification was turned off. It has now been turned back on.

135 Remote Notification has been turned off. Please ensure that the
number is correct, and review your notification setup before turning
notification back on.

136 Your password will expire in n day(s)
[where n is the number of days]
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Section B: Desktop Messaging tools

In this section

Resetting the CallPilot message store 142
Replacing the mail database design in Lotus Notes 143
CPTrace 145
MTest utility 148
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Resetting the CallPilot message store

You can reset the CallPilot message store to remove invalid or corrupt
messages from the inbox.

In Microsoft Outlook, this feature is used by system administrators and
CallPilot product support. Lotus Notes and GroupWise users can reset their
mailboxes by choosing the Refresh CallPilot Message List command.

To reset the CallPilot message store

1
2

Press and hold Ctrl+Shift.
Choose the appropriate command.

= Microsoft Outlook 98, 2000—Choose
Tools>Send/Receive>CallPilot Transport.

m  Microsoft Outlook 2002—Choose Tools>Send/Receive>CallPilot
Desktop Messaging.

Continue to hold Ctrl+Shift until the CallPilot Reset Mailbox dialog box
appears.

CallFilot Reset Mailbox

Feset mailbox removes the local copy of CallPilot mezzage headers
and attachments that are normally maintained in the inbox folder.
This allows a fresh set of headers to be downloaded from CallPilot.

Dion't rezet mailbox

Click Reset mailbox.

The system purges all CallPilot messages from the CallPilot inbox, and
the CallPilot message headers currently stored on the CallPilot server for
that user are downloaded again. The user sees all messages disappear
and then reappear one by one. All message caching is lost.

Note: The messages are not deleted from the CallPilot server; they are
removed from the computer cache. Messages are downloaded again
from the CallPilot server to the user's computer.
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Replacing the mail database design in
Lotus Notes

An administrator or user should only replace the mail database design if:

» the user wants CallPilot messages stored in the same Inbox as his or her
L otus Notes e-mail messages

» theuser's database design has not been customized, and the user does not
intend to customize the database design in the future

m theadministrator or user is familiar with modifying Notes database
design

ATTENTION
Risk of data loss

Replacement of the database design removes any
customization in the current database design. If the mail
database is customized, you should update the database
instead of replacing it.

You can replace the mail database from the user’s workstation or from the
Notes server.

To replace the database design from the user’s computer
1 Log on to Lotus Notes on the user’s workstation.

2 Make a note of the version of Lotus Notes. Choose Help>About Notes
Desktop.

Select the mail database icon.

4 Choose File>Database>Replace Design. The Replace Database Design
dialog box appears.

5 Select Local from Template Server list, and then click OK.

6 Check the Show advanced templates box.
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7 Select CallPilot Mail (R5.0) or CallPilot Mail (R6.0) from the list. Your
selection depends on which version of the Lotus Notes client you are
running.

8 Make sure that
= |nherit future design changes is checked
m Hide formulas and LotusScript is not checked

9 Click Replace.

10 Notes asks you to confirm that you want to change the database’s view.
Click Yes.

To replace the database design (Notes server)

1 Install Desktop Messaging on the Lotus Notes server computer by
running LNSERVER.EXE from the Desktop Messaging CD.

2 Start Lotus Notes.
3 Choose File>Database>Open.
4 Select the mail database icon.

5 Choose File>Database>Replace design. The Replace Database Design
dialog box appears.

(o2}

Check the Show advanced templates box.
Select CallPilot Mail (R5.0) or CallPilot Mail (R6.0), as required.
8 Make sure that

~

= |nherit future design changes is checked
= Hide formulas and LotusScript is not checked
9 Click Replace.
10 Repeat steps 3 to 9 for each database that you must update.

11 Press F9 to refresh the window and display the names.
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CPTrace

CadllPilot users, developers, and support personnel can activate CPTrace to
collect information about problems with one of the Desktop Messaging
clients on which CallPilot runs. You save thisinformation to alog file to be
analyzed to determine the cause of the problem.

Problems can include

= trouble connecting to the CallPilot server

n CallPilot player problems

m address book problems

= message compose, reply, forward, delete, notification

The CPTracetool isintended for Nortel Networks designers and support
personnel.

Users of thistool must have an understanding of Desktop Messaging client
functionality and the corresponding components on the Server (IMAP).

CAUTION
& Risk of impact to CallPilot

CPTrace affects the way Desktop Messaging works. In rare
instances, you may not be able to reproduce problems while
CPTraceis running.
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To set CPTrace options

1 Double-click the CPTrace.exe file in the \Program Files\Nortel
Networks\CallPilot directory. The CPTrace window appears.

i CPTrace M= E
’rCDmpDnems ‘

M IMAP/SMTP ¥ Deskiop client ¥ Audio player

— ¥ File
Ic \cptrace ' cplog b Erase

— M Window

Save Clear

¥ Always on tap

2 Specify the required options. The options you select are stored in the
Windows registry for the next time that you run CPTrace.

Option Description
IMAP/SMTP Log all IMAP/SMTP traffic.
Desktop client Logs internal Outlook, Lotus Notes and

GroupWise traffic.

Audio Player Logs CallPilot Player traffic.
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Option

Description

File

Writes log information to a file. Check this
option and type a file name and extension.
You can include a path in the file name,
such as c:\cptrace.

When you close CPTrace with the File
option checked, a dialog box appears
prompting you to confirm that you want to
continue file tracing. If you choose Yes, the
Desktop Messaging client continues to write
information to the specified file. This slows
down the Desktop Messaging operation
slightly.

The log file never gets larger than 1 Mbyte.
When the file size reaches 1 Mbyte, 10
percent of the file is purged, starting with the
oldest data.

Window

Writes log information to the display
window.

Erase

Deletes the log file from the specified
directory.

Clear

Clears the display window.

Save

Saves the trace to a text file. The default file
name is CPTrace.txt, and is stored in a
temporary directory.

Always on top

Check this box to keep the CPTrace tool on
top of other windows.
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MTest utility

MTest isatool that you can use on any Windows computer to verify that a
network connection (such as modem or LAN connection) can access a
CallPilot mailbox. After the CallPilot server isinstalled, the system
administrator or CallPilot installation technician can use M Test to verify that
auser’'s computer can connect to the CallPilot server before installing
Desktop Messaging.

You can also use MTest to debug Desktop Messaging problems. For
example, if a Desktop Messaging user cannot log on to the mailbox, the
administrator can use M Test to determine if the problem iswith the Desktop
M essaging software or with the network connection to the CallPilot server.
MTest allows you to verify the following:

m  Theuser's computer can locate the CallPilot IMAP server using the host
name or | P address provided by the CallPilot administrator.

m  Theuser’'smailbox isaccessible using the mailbox number and password
provided by the CallPilot administrator.

To use MTest

1 Run Mtest from the client computer or from a network location accessible
from the client computer. The Mtest file should be in the \Program
Files\Nortel Networks\CallPilot directory. If not, you can find it on the
Desktop Messaging CD. A new DOS window opens and Mtest starts.

2 Atthe Personal nane: prompt, press Enter.
3 Atthe Debug protocol (y/n)? prompt, typen.

4 Atthe Mai | box (*?" for hel p): prompt, type {hostname}, where
hostname is the FQDN or IP address of the CallPilot server.

If the connection is successful, the following message appears:

[ host name server ready]
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5 Atthe {host nane} usernanme: prompt, type the user's SMTP/VPIM
prefix and mailbox number as a single string of digits.

6 Atthe Passwor d: prompt, type the user's mailbox password.

If MTest successfully logs on to the user’s mailbox, it displays information
about the number of messages in the mailbox. The image below shows
an example of an Mtest session.

7 Close the DOS window when you are done.
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Section C: My CallPilot issues

In this section
Troubleshooting My CallPilot issues 152
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Troubleshooting My CallPilot issues

Introduction

Severe My CallPilot errors are logged in the web server’'s Event Log. You
can view them using Event Viewer. If you are unfamiliar with the Microsoft
IS server and its operation, contact your IS administrator to assist you in
troubleshooting My CallPilot problems.

Symptom: Web browser “times out”, or an error message appears when you

browse to the My CallPilot URL

The web browser times out, or one of the following error messages appears
where the My CallPilot log on screen should appear:

“Document contains no data.”

“Cannot find server.”

“The page cannot be displayed. The page you are looking for is currently
unavailable.”

“Session (...) object required.”

Solution:
(administrator only)

Theweb server (Internet Information Services) may have crashed or become
unstable. Try restarting the 11S server. This can be easily accomplished as
follows:

1 Launch the “My CallPilot Setup” tool (located in the Start Menu, under
“Nortel Networks My CallPilot”).

2 Type a space character at the end of the Server field, and then delete it.
(This causes the “My CallPilot Setup” tool to interpret this as a
configuration change even though no modification to the information has
been made.)

3 Press “OK”. Another dialog box appears.
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4 Press “Restart 11S” in this box.

If this does not fix the problem, try restarting the computer. If thisis still not
successful, then run the Web Trace tool (see below) to determine if My
CallPilot is attempting to run. If it does not appear to run, then the problem
may be one of the following:

» The“CadlPilot” virtual directory was not created inside I1S (this can be
checked by using the Microsoft Management Console or Internet
Services Manager).

= The My CdlPilot DLLswere not properly registered into the Windows
environment. To reinstall these DLLSs, find and launch the
“registerDLLs.bat” file (typically located in the c:\Program Files\Nortel
Networks\My CallPilot\bin\ directory). Note any errors that occur while
the registration takes place.

Symptom: If the above does not resolve the symptom nor does restarting the
computer.

Solution:
(administrator only)

Run the “Web Trace” logging utility to troubleshoot internal My CallPilot
problems. This program is useful for displaying debugging information that
Nortel technical support personnel can usein determining what the problem
may be. It can be found in the “bin” subdirectory of the “website” directory
where My CallPilot isinstalled (typically c:\Program Files\Nortel
Networks\My CallPilot\bin\webtrace.exe).

Note: If no data appears after the “Ready to go!” line when logging on to
My CallPilot, then you must add the “IUSR_servername” user account to
the “administrators’ group. This can be done using the Windows NT 4
“User Manager”, or the Windows 2000 “ Users and Passwords’ control
panel. Thisprovides My CallPilot with the necessary Windows privileges
to communicate with the “Web Trace” utility.

Use of this utility should be self-explanatory.
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Note that you can enter afilename (eg. c:\mycallpilot.log) and check the
File”box to enable logging to atext file. Thisfile can then be sent to

technical support personnel for analysis.

The Web Trace utility impacts My CallPilot by causing it to run somewhat
slower. Therefore, do not leave the tool running unless you are debugging a

problem.

The image below is an example of the Web Trace utility.

i Web Mezsaging Trace

=10l ]

—What activities should be logged?

V¥ IM&P/SHTP ¥ LD&P ¥ &5P Fequests

— ¥ File

Ic:'xmycallpilot.lod Eraze |

I window

123:25:04:440 - CallPilot 2.01.01.17, Copyright 1333-2001 Martel Metworks
17:16:48:803 - Initialized Statel

17:19:19:089 - CCPwMSeszion: “CCPwWh S egzion(]

17:19:19:099 - CCPwW S ezzion:: Cleanupl]:: start

17:13:19:109 - Mailb aw: Logoutall)

17:19.19:113 - CCPwWk S ezzion:: Cleanup(]: end

17:29:42:015 - Created a new State object,

17.29:42:025 - Loaded Statel

1729 42:035 - CCPWwWRCHI) Starting!

1725942045 - CCPwMSeszion: Upload directon iz C:ACPWMD e CPwWh Sa'ebSitebuploadhhilesh
17:29: 42068 - CCPwWMSeszion; audio Player vergion number ig; 2.01.26.02
17:29:42:065 - MCEprrnl)serloginD ata::MCE proald serloginD atal)

.|
Save | Clear |

=

wil

[ &lways on top
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Symptom: Installation problems

The user sees ablank screen if My CallPilot virtual directory isnot set up as
an application virtual directory.

Solution
(administrator only)

1 Open the Microsoft Management Console or Internet Services Manager
and select the Properties section of the virtual directory. Click Make
Application.

2 Ensure that you can ping CallPilot server from the web server by using
either the IP address or the fully qualified domain name of the CallPilot
server (whichever is used as the IMAP server registry entry).

3 Ensure that the COM control is registered. Search the registry for
CPWMCTRL.

During installation, setup attempts to register the file CPWMCTRL.DLL,
which is found in the My CallPilot directory specified during installation.

a. Verify that Norte. CPWMCTtrl.001 has been inserted into the registry
and is associated with the CPWMCTRL.DLL file in the correct
directory. Use a registry search tool to verify this.

b. If the file is not properly registered, you can register it manually using
regsvr32.exe, which is found in the Windows system directory.

The host name of the CallPilot IMAP server is installed at the
following location in the WInNT registry:

HKEY_LOCAL_MACHINE\SOFTWARE\Nortel\CallPilot\WebClient\
IMAPServer

c. Ensure that this attribute is set correctly to the host name of the
CallPilot IMAP server. The host name must be fully qualified if it is on
another domain.

Symptom: Web server problems recorded in the Error Log

The IS server reports serious problems in the WinNT Error Log.
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Solution
(administrator only)

1

2

On the Windows menu of the IS server, choose Start>Administrative
Tools>Error & Event Log.

Check both the System and Application logs.

Symptom: Logon problems

Error message: “Error. Login failed.” Failureto log on can result from either
My CallPilot problems or CallPilot problems.

Solution
(administrator only)

1
2
3

Verify that IMAP is enabled in CallPilot Manager.
Verify all items under Symptom: “Installation problems” on page 155.

Ensure that Desktop Messaging capability is enabled in the user’s
CallPilot mailbox.

Check the Event Log on the web server.

Verify that the My CallPilot configuration is correct. This can be done
using the My CallPilot Setup utility (located in the Start Menu, under
Nortel Networks My CallPilot).

If logon problems are intermittent, and you are using Windows Advanced
Server network load balancing, see Symptom: “Intermittent problems
with logging on to My CallPilot” on page 157.

Isolate the possible source of the problem.

= Try to log on using a Desktop Messaging client. If the Desktop
Messaging client fails, then the problem is with CallPilot. If it
succeeds, the problem is with My CallPilot.
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= |f you cannot log on from a Desktop Messaging client, try to log on
from the telephone. If logon from the telephone is successful, the
problem may be related to the CallPilot IMAP server.

In this case, follow CallPilot troubleshooting procedures for
IMAP/Desktop Messaging. For example, you may need to stop and
restart the IMAP server on the CallPilot system using the Windows
NT Service Control Panel.

Make sure that Desktop Messaging is not in use by any CallPilot
users. When you stop the IMAP service, it ends all Desktop
Messaging sessions and requires users to log on again.

8 If the CallPilot IMAP service is down and users try to log on, they do not
receive a message telling them that the server is down. Instead, they
receive the following message:

Login failed, please try again.

Symptom: Intermittent problems with logging on to My CallPilot

If you are using Windows Advanced Server network load balancing to
manage My CallPilot traffic, and your users have intermittent problemswith
logging onto My CallPilot, you may need to adjust the client affinity setting
for load balancing.
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Solution

1  From the Windows Start menu, choose Settings>Network and Dial-
up Connections.

2  Right-click Local Area Connection, and then click Properties.

3 Inthe Local Connection Properties dialog box, click Network Load
Balancing, and then click Properties. The Network Load Balancing
Properties dialog box appears.

4  Click the Port Rules tab.

Click the rule within the list of rules to display the rule’s parameters
in the configuration area above the list of rules.

6 In the Affinity list, choose Single. The default value is None.

7  Click Modify.

8 Click OK. Network Load Balancing stops (if it is running), reloads

the parameters, and then restarts cluster operations.

Note: All host serversin the cluster you are using for load balancing
must use the same port rules.

Symptom: Web browser problems

The web browser does not work properly.

My CallPilot checks to see whether the user’s browser has JavaScript and
cookies enabled. The user can experience problems if an unsupported plug-
in attempts to play the WAV voice files or view the TIFF-F fax messages.
During run time, My CallPilot checks for known unsupported plug-ins. You
must disable unsupported plug-ins.

The Quicktime and LiveAudio plug-ins are supported only in Netscape.

Netscape is often installed with its own plug-ins. My CallPilot may not be
able to play voice messages or display fax messages if some of these plug-
insare installed.
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Solution
If you encounter problems, verify which plug-ins areinstalled. In Netscape,
choose Help>About Plug-ins to view plug-in information.

Remove the plug-in that is causing the problem.

Symptom: Playing and viewing messages (MIME-type applications)
There are problems with playing or viewing messages.

Applications that are associated with aMIME type are those used to play or
view data of the MIME type. Ensure that the application the user wantsto
useto play or view the data is the application that is associated with that
data’'s MIME type.

Data MIME type
CalPilot VBK audio/x-nortel-vbk
CalPilot TIFF image/tiff

WAV audio/x-wav

Note: Internet Explorer uses the Windows file associations.

Solution

1 To view and edit these associations, open Windows Explorer, and then
choose View>Folder Options... . Click the File Types tab.

2 Netscape first checks its own associations. To view these associations,
open Netscape, and then click Edit>Preferences...>Applications.

Note: Users require version 6.01 or later of the Microsoft Media Player if
they want to play voice messages in WAV format.

Symptom: Playing and viewing messages (Plug-ins)

There are problems with playing or viewing messages.
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Some users may have plug-insinstalled that attempt to play or view data of
MIME type audio/x-wav and imaging/tiff. You may need to disable these
plug-ins.

Solution

1 To view and edit these associations, open Windows Explorer, and then
choose View>Folder Options... . Click the File Types tab.

2 Netscape first checks its own associations. To view these associations,
open Netscape, and then select Edit>Preferences...>Applications.

Note: Users require version 6.01 or later of the Microsoft Media Player or
CallPilot Player to play messages in WAV format.

Symptom: Access permissions

All browsers must be able to access My CallPilot files and directories on the
web server. Theweb server runs each client connection asif itisalocal user.
The particular local user that the web server usesis configured in [1S admin.

Solution
You must ensure that al files and directories have the appropriate access
privileges for this user.

To determine the 1S user for access control purposes, see the instructions
for your version of I1S.
1 Start IS admin.

2 Select the web site that contains the My CallPilot virtual directory from
the IIS tree view.

Note: The default is Default web site.
Right-click the site, and then choose Properties>Directory security tab.
Under Anonymous Access and Authentication Control, click Edit.

Ensure that the Allow Anonymous Access check box is selected.

o o1 B~ W

Select Edit to view the UserID.
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In addition to the files in the My CallPilot directory, certain system files
must be accessible from the application. A standard My CallPilot install on
aclean NT Server platform has all the necessary permissions set up

properly.

If you suspect that there may be additional file permission problems, a
procedure for checking thisis described in the Microsoft Knowledge Base,
article Q16133.
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