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Course Objective

> After completing the course, the student will be able to:
e Identify CallPilot hardware platforms supported with Release 5.0.
e List new installation features introduced with CallPilot Release 5.0.
o List supported upgrade paths for CallPilot Release 5.0.

» Describe upgrade procedures required to upgrade legacy CallPilot
servers to Release 5.0.

» Describe procedure used to implement the new High Availability
feature introduced with CallPilot Release 5.0.

» Describe the security enhancements introduced with CallPilot
Release 5.0.
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Course Lessons

Lesson 1 - CallPilot Release 5.0 Supported Hardware
Platforms

Lesson 2 - CallPilot Release 5.0 Installation and Upgrade
Enhancements

Lesson 3 - CallPilot Release 5.0 High Availability

Lesson 4 - CallPilot Release 5.0 Security Enhancements
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CallPilot Release 5.0
Supported Hardware Platforms

>Lesson 1

NCQRTEL
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Lesson Objectives

> After this lesson, you will be able to:
o List CallPilot Servers supported at Release 5.0.

* Identify features and capacities on new hardware platforms
introduced with CallPilot Release 5.0 .
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Supported Hardware Platforms
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CallPilot Release 5.0
Supported Hardware Platforms

> | egacy Hardware Platforms:
e 201,
* 703t
« 1002rp

> New Hardware Platforms:
e 600r
e 1005r
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CallPilot Release 5.0
Supported Hardware Platforms

> European Union RoHS Directive:

* Bans placing new electrical and electronic equipment containing
more than agreed levels of certain hazardous materials on the
European Union market including:

e Lead

o Cadmium

* Mercury

» Hexavalent chromium

» Polybrominated biphenyl (PBB)

» Polybrominated diphenyl ether (PBDE) flame retardants

> Both the 600r and the 1005r hardware platforms are ROHS
compliant.
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The CallPilot 600r Server
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CallPilot Release 5.0

Supported Hardware Platforms
600r: Simple and Compact Low End Server

> Platform Description:
« A hardened long life Carrier Grade NEBS server
* Industry standard 1U rack mount
» Cost effective alternative to the aging 201.i
« Simplified installation and serviceability
e Supported on CS 1000 / M1 PBX only

e Clearance and weight:
e Front: 2 in
* Rear: 3.6 in
e Sides: 1in
» Dimensions (DxWxH): 20x17x1.75 inches
» Weight 23 pounds or 10.43 KG
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CallPilot Release 5.0

Supported Hardware Platforms
600r: Simple and Compact Low End Server

> Platform Components:
e Based on Intel's “Chesnee” carrier grade NEBS compliant server
e 1U Rack Mounted Chassis
 Single P4 3.0 GHz/800MHz FSB w/ HT
« 512MB DDR 400MHz RAM
 Single 3.5” Ultra 320 10K 73GB SCSI HD

e One U320 embedded with external VHDCI Wide SCSI for optional
external Tandberg SLR 75 tape drive

e Built in DVD-ROM/CDRW drive
 Embedded Dual 10/100/1000Mbps

 Single Full Length Full Height PCI-X 3.3V or 5V card slot
 Single 250W auto sensing 110/220V AC power supply

« Six variable speed fans directly dependant
on server load

» Dual redundant processor fans
* DIMM fan
* PCI-X card fan
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CallPilot Release 5.0 |
Supported Hardware Platforms
600r: Simple and Compact Low End Server e

>Keycode Capacities: .~ W

» 1200 Storage hours AWV
* 96 Channels
* 96 MPUs

* 50,000 Mailboxes

* 5000 Remote user/directory
entry references

« 15,500 voice mail users

« 20,000 voice mail & desktop users
» Six Voice prompt languages

* Three Speech Rec. Languages
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CallPilot Release 5.0
Supported Hardware Platforms
600r: Simple and Compact Low End Server

600r / 201i Hardware Comparison

Platform 600r (Intel) 201i
Features

Form Factor Rack 1U M1 “inskins” Proprietary
Memory 512MB DDR 400MHz 256MB PC66 (66MHZz)
Processor P4 3.0GHz/800MHz FSB w/ HT  Celeron 300A/66MHz FSB

Storage One U320 embedded with Parallel ATA66
Protocol external VHDCI Wide SCSI

DVD-ROM/CDRW Built-in External DVD-ROM

Tape Drive Optional External Tandberg Optional External SLR5
SLR75 (read compatible down
to SLR4)

Floppy Drive
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CallPilot Release 5.0
Supported Hardware Platforms
600r: Simple and Compact Low End Server

600r / 201i Hardware Comparison

Platform 600r (Intel) 201i
Features

Hard Drive Single 3.5” Ultra 320 10K 73GB  Ultra ATA 2.5” 7200 60GB
SCSIHD Laptop Drive

Ethernet Embedded Dual Embedded Dual
10/100/1000Mbps 10/100Mbps

Slots Single Full Length Full Height N/A

PCI-X 3.3V or 5V Slot

Power Single 250W auto sensing 40 Watts Total — 8
supply 110/220V AC Embedded

System fans 6 fans (dual redundant (4) for None
processor, DIMM fan and PCI-X
Card Fan)

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration Issue 1.0 — March 15, 2007 Page 15 of 244
© Copyright 2007 Nortel. All rights reserved.



CallPilot Release 5.0
Supported Hardware Platforms
600r: Simple and Compact Low End Server

600r / 201i Hardware Comparison

Platform 600r (Intel) 201i
Features

Embedded N/A 1 (8 channels)
CP DSP
Channels

Maximum 96 40
CP DSP
Channels

Video, Mouse, Keyboard, Video, Mouse, Keyboard,
VHDCI SCSI, USB, NIC, COM, Narrow SCSI, Dual NIC,COM
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The CallPilot 1005r Server
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CallPilot Release 5.0
Supported Hardware Platforms

> Platform Description:
* A hardened long life Carrier Grade NEBS server
e Industry standard 2U rack mount

 ROHS compliant but also addresses the North American CS 1000 /
Meridian 1 1002rp market

» Also addresses the existing 703t Market due to its low cost and high
demand for rack mount servers

e Supported on CS 1000/ M1 PBX only

» Clearance and weight:
 Front: 2 in k
« Rear: 3.5in
e Sides: 1in
* Dimensions (DxWxH):
20x17x3.45 inches
* Weight: 37.5 Ibs or 17 KG (min config)
48.5 Ibs or 22 KG (maX|mum conflg)
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CallPilot Release 5.0

Supported Hardware Platforms
1005r Rack-mount Server

> Platform Components:

« Based on Intel's Langley/Irwindale carrier
grade NEBS compliant server

« 2U Rack Mounted Chassis

e Dual Xeon Processor 3.2Ghz @800MHz FSB

e Chipset E7520 with 800MHz FSB | —

 Six DIMM slots — DDR2-400 SDRAM | N8 e
memory - four modules populated for a ol .., o ——
total of 2GB organized as 1GB redundant

e Integrated dual channel U320 SCSI

with external bus connection for SLR75
tape drive

e 2x 10/100/1000 embedded NICs on
system board
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CallPilot Release 5.0

Supported Hardware Platforms
1005r Rack-mount Server

> Platform Components (Continued):

» Six PCI slots (3xFullSize 3xLowProfile):

» 3 X Low Profile accommodating 1 RAID card ‘
and two double NIC cards

» 3 X Full Size accommodating up to 3
MPB96 cards

 PCI RAID card LSI320-1 as standard

e Dual 147GB U320 SCSI 15k rpm hot swap
hard drives

* “No Tool Removable” Slim DVD/CDRW combo bay

e Dual redundant hot swappable 500W power supplies

» Serviceable system and processor fans v

 Remote H/W monitoring option /
Local hardware monitoring standard
via embedded Intel ISM
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CallPilot Release 5.0

Supported Hardware Platforms
1005r Rack-mount Server

> Keycode Capacities:
» 2400 Storage hours
e 96 or 192 Channels*
» 96 or 288 MPUS*
* 50,000 Mailboxes
* 5000 Remote user/directory
entry references
« 15,500 voice mail users*
« 20,000 voice mail & desktop users*
» Six Voice prompt languages
* Three Speech Rec. Languages
e Supported on CS 1000 / M1 PBX only %8

* Engineering maximum for High Capacity Feature
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CallPilot Release 5.0
Supported Hardware Platforms
1005r Rack-mount Server

p

Platform
Features

Form Factor

Processor

SCSI Adapter

1005r / 1002rp / 703t Hardware Comparison

1005r (Intel based) 1002rp (Radisys/ 703t (Intel based)
Trenton Tech)

Rack 4U

1GB Redundant 512MB PC133 512MB 266DDR
DDR-2 400

Dual Xeon Dual Pentium Il Single (Dual
3.2GHz/800MHz 866MHz capable) Intel Xeon
FSB 2.0GHz with Hyper
treading technology

One U320 1 On board one One Adaptec U320
embedded with Ultra SCSI
external connection

Standard Add-On Standard Add-On Standard Add-On
LSI320-1 LSI320-2 or LSI320-2 or
LSI1600 LSI1600
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CallPilot Release 5.0
Supported Hardware Platforms
1005r Rack-mount Server

1005r / 1002rp / 703t Hardware Comparison

Platform 1005r (Intel based) 1002rp (Radisys/ 703t (Intel based)
Features Trenton Tech)

DVD/CDRW IDE Standard IDE standard IDE standard

Tape Drive Optional External Standard Internal Standard Internal
Tandberg SLR75 Tandberg SLR75 Tandberg SLR75

(backward read (backward read (backward read

compatible down to compatible down to compatible down to
SLR4) SLR4) SLR4)

Floppy Drive Standard Standard

Hard Drive 2 x 15Krpm 147GB 6 x 36/73GB Ultra 2 x 36GB Ultra 320
Ultra320 SCSI 160 SCSI SCSI
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CallPilot Release 5.0
Supported Hardware Platforms
1005r Rack-mount Server

1005r / 1002rp / 703t Hardware Comparison

Platform 1005r (Intel based) 1002rp (Radisys/ 703t (Intel based)
Features Trenton Tech)

Ethernet Embedded Dual Embedded Dual ELAN 10/100Mbps
10/100/1000Mbps 10/100Mbps CLAN 10/100/1000
Mbps
Both embedded

3 Full Size PCI-X 12 PCI 32/33 (9 2 PCIl 32/33

3 Small Profile usable) 4 PCIX 64/100
PCI-X 71SA and 1
PICMG

Power supply AC only Dual AC/DC 500W hot AC 450W(M1) auto
redundant hot swap swap auto sensing sensing 110/220V
500W auto sensing 110/220V

110/220V
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CallPilot Release 5.0

Supported Hardware Platforms
1005r Rack-mount Server

1005r / 1002rp / 703t Hardware Comparison A

Platform 1005r (Intel based) 1002rp (Radisys/ 703t (Intel based)
Features Trenton Tech)

System fans 4 FRU system fans  Two hot swap plus  Four plus one for
also servicing one for each the processor, all
processors processor. FRU
Processor fans are
not replaceable.

VGA, 1 Serial VGA, 2 Serial one VGA, 4 USB, 2
3USB, 2IDE Parallel, 2 IDE Serial, 1 Parallel,

embedded, 1 Ext embedded 2IDE embedded
SCSI

Alarm and Through SEL Through SEL
error

reporting
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The High Capacity Feature
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CallPilot Overview
1005r Rack-mount Server — High Capacity

> High Capacity Feature:
» Three MPB96 cards installed in the full sized PCI card slots
» 192 Voice Channels
* 96 Fax Channels

» 48 Speech Rec
Channels

 In any combination
with a maximum of
288 MPUs

* Up to 15,500
Voice Mail users

» Up to 20,000
Voice & Desktop
Messaging users
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CallPilot Release 5.0
Supported Hardware Platforms

> High Capacity Feature:
» Six MGate cards installed in the switch

Each MGate card
adds up to 32 more
channels if required.

MGate #1

MGate #2

MGate #3

MGate #4

DB-44 DS30X-1

MGate #5

MGate #6

DS30X-2 ]

DS30X-3

NTRH2014 RS

|

DS30X-5

-

DS30X-6
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The High Avallability Feature
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CallPilot Release 5.0
Supported Hardware Platforms

> High Avalilability Feature — Introduction

 Pair of CallPilot 1005r servers provisioned to look to the customer
as a single server.

e Servers run in an Active / Standby configuration. If the active server
has a problem, the standby server takes over.

e Servers are co-located and are connected to the same switch.

e Each server has its own dedicated connection to the switch (that is,
MGate cards and DS30 cables).
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CallPilot Release 5.0
Supported Hardware Platforms

> High Availability Feature — Limitations

» Load balancing is not supported. Only one of the servers in the pair
IS active at any one time.

« Geographic redundancy is not supported. The servers must be co-
located and be connected to the same switch.

 Failover is not instantaneous. As the secondary server is brought
Into service, there can be up to 15 minutes of down time depending
on the server configuration.
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CallPilot Release 5.0
Supported Hardware Platforms

> High Availability Feature — Software

 Third party software, EMC AutoStart Agent and Console software is
installed and configured on both CallPilot servers.

* Provides managed IP services that lets a pair of servers look like one
server on the ELAN subnet and Nortel Server subnet.

» Uses additional dedicated LAN connections to provide heart beat and
mirroring connections between the servers.

» Keeps the hard drives on both servers synchronized by mirroring data
from the active server to the standby server so that no data is lost in the
event of a failover.

» Monitors the status of both servers in the High Availability pair.

» Performs an automatic failover to the standby server in the event that a
failure condition is detected on the active server.

* Provides a mechanism for administrator-initiated (manual) failovers.
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CallPilot Release 5.0
Supported Hardware Platforms

> High Avalilability Feature — Failover

« Automatic failover from the active server to standby server is
supported for a limited number of cases:
* A reboot or shut down of the active server
e Loss of connection on the ELAN at the TCP/IP level
 Failure of one, or more, of the critical CallPilot services

 After an automatic failover, the new standby server must be
checked to investigate the cause of the failover and ensure that the
server Is ready to resume service.

o At any time the system administrator can initiate a manual failover
thought the EMC AutoStart Console software.
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CallPilot Release 5.0
Supported Hardware Platforms
1005r Rack-mount Server — High Availability

Q

> High Availability Feature — Services [iControliedby/AutoStartid

. _

e The services shown in the chart

are monitored by the EMC

_ 1[e] ervice

AutoStart software.

-

* It a service stops and cannot

be restarted, it triggers an

automatic failover to the

Standby server.

Note: Services that are managed by the EMC

AutoStart software are no longer

- :

managed by the CallPilot Service
manager.
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CallPilot Release 5.0
Supported Hardware Platforms
1005r Rack-mount Server — High Availability

> High Availability Feature — Failover Time
e Failovers are not instantaneous.

e Time is required for:

e Services to shutdown on the Active server

« DSP Diagnostics to be run on the Standby server

» Services to start on the Standby server

» Switch resources to be acquired
 Failover time can be reduced by disabling DSP diagnostics.
Failover Time

DSP Diagnostics  DSP Diagnostics
Enabled Disabled

1 MPB96 Board 10 Minutes 7 Minutes

(96 Channel — 96 MPU)

3 MPB96 Boards 15 Minutes 7 Minutes
(192 Channel — 288 MPU
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Knowledge Check

Question 1

Which two CallPilot server platforms can be purchased for
new system installations with CallPilot Release 5.07?

a) 2011
b) 600r
c) 703t
d) 1005r
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Knowledge Check

Question 1

Which two CallPilot server platforms can be purchased for
new system installations with CallPilot Release 5.07?

a) 2011

c) 703t
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Knowledge Check

Question 2

Which CallPilot servers meet the requirements of the
European Union RoHS Directive?

a) 2011
b) 600r
c) 703t
d) 1005r
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Knowledge Check

Question 2

Which CallPilot servers meet the requirements of the
European Union RoHS Directive?

a) 2011
b)
c) 703t
d)
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Knowledge Check

Question 3

True or False
The High Capacity feature is available on both the 600r
server and the 1005r server.

a) True
b) False
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Knowledge Check

Question 3

True or False
The High Capacity feature is available on both the 600r
server and the 1005r server.

a) True
b)

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration Issue 1.0 — March 15, 2007 Page 41 of 244
© Copyright 2007 Nortel. All rights reserved.



Knowledge Check

Question 4

When the High Availability feature is implemented, can the
two CallPilot 1005r servers be located in separate
geographic locations?

a) Yes
b) No
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Knowledge Check

Question 4

When the High Availability feature is implemented, can the
two CallPilot 1005r servers be located in separate
geographic locations?

a) Yes
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CallPilot Release 5.0
Installation and Upgrade Enhancements

>Lesson 2

NCQRTEL
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Lesson 2 Objective

> After this lesson, you will be able to:
* List new Installation features introduced with CallPilot Release 5.0.
* Identify the supported upgrade paths to CallPilot Release 5.0.
» Describe the CallPilot Release 5.0 upgrade process.
» Describe the CallPilot Release 5.0 installation process.
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New Installation Features
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CallPilot Release 5.0
Installation and Upgrade Enhancements

> New language prompts were created for CallPilot Release

5.0.

e Language
Installation must
be performed.

Configuration Wizard: Language Source Directory
Eiack| Ne:d| Cancel | Help|

Language Source Directony:
You rmust have a CallPilot language CD to install or upgrade prompt languages.

If you are using the CD-ROM drive on the CallPilot server, enter £ as the Language CD location (Z: is the default drive letter for the CD-
RO drive on the CallPilot sereer; if this does not wark, check the CD-ROM drive |etter).
If the language CO is located or copied on & mapped netwark drive, enter the exact path to the root directory of the CD.

If you do naot want to make any changes to the languages installed on the server, select Skip Language installation, and click Mext to
continue.

* |nstall Language

Language CD Location z

" Skip Language installation

YWARNIMG: You must have at least one prompt language an your server before CallFilat will be able to function. The configuration
wizard can be re-run to add the language at a later point in time.

Elack| Ne:d| Cancel | Help|
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CallPilot Release 5.0
Installation and Upgrade Enhancements

> Enhancement to previous limit of 60 NMS locations
> Can define up to 1000 NMS locations per CallPilot server

> Location ID ranges from 0 to 999:

« System always sets Prime Location ID value to O.
 Satellite Locations range from 1 — 999.

>When the network tree is expanded, all location names are
displayed.
» Location names are sorted alphabetically.

> Maintained under:
Messaging -> Message Network Configuration
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CallPilot Release 5.0

Installation and Upgrade Enhancements

>The Message Network Configuration page scrolls down to
display all location names.

Home  User ¥ System ¥  Maintenance ¥  Messaging ¥ Tools v

Location ™ Messaging = Message Network Configuration

Message Network Configuration

Shiow Details | Mew Server | ey Lacation | Deletel

Frint Eroadcast Addresses | Print Selected | Print All Sersers

Help «

| Help |

Please click on a server or location and then press Show Details
button to see the properties.

|[Q:| Local Server Maintenance

B‘B‘Belleville—Sewer

|@|ABERF0YLE

|@P\CHILL

|@|ACT|NOL|TE

|@|ADD|SON

|@lADELAIDE

|@P\G|NCOURT

|@|AHM|C HARBOUR

|@|A|LSA CRAIG

|@P\|RL|E

(=l

I
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CallPilot Release 5.0
Installation and Upgrade Enhancements

>When adding or modifying users, the Location Name drop-
down list displays up to 1000 locations.

3. Enter the user's mailbox number and location.

Mailbox MumberExtension |

*.
DN [For the Remate Uzer Template, Prefix MailboxiDM with the Metvwork

Locati

ABERFOYLE

Lacation Mamg: | Belleville \ j

4. Add the user to a sHared
Shared DistributionfList;

8. Click Add.

ACHILL
ACTINOLITE
ADDIS0M
ADELAIDE
AGINCOLIET
AHMIC HARBOUR
AlLSA CRAIG
AlRLIE
AulAx
RAEWESASMNE
Sy, -~

-

Add| cancel | p— | Help |
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CallPilot Release 5.0
Installation and Upgrade Enhancements

> Location ID drop-down list on Message Network
Configuration page displays 1-999.

Home  User » System ¥  Maintenance ¥ Messaging * Tools ¥ Help -

Location ™ Messaging ™ Meszage Metwork Configuration = Satellite Location Properties

Server: CP Richardson Satellite Location Properties: Opt 11 Irving

Savel Cancel | Printl Helpl

General

Mame: [Opt 17 Irving
Description: |=]

Location 1D

Spokenflame Recorded:

Dialing and Addressing

ESN Dialing Planffar this Location:

COP Dialing Planffar this Location:

: : L B EEERA
hWlailbox Addressing Folljws Dialing Plan: 5=
ailbox Prefixes: I
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CallPilot Release 5.0
Installation and Upgrade Enhancements

> Networking with older systems does not fully support 1000
locations.

« Administrator at older systems cannot configure 1000 locations on
the older systems.

» Users on the older systems cannot send to locations with IDs higher
than 59.

e Users on older systems can receive from locations with IDs greater
than 59, but the envelope for those locations are identified as
deleted sites because location numbers not in the networking list
are assumed to have been deleted.

* Recipients at locations with IDs greater than 59 are tagged as
belonging to deleted locations.
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CallPilot Release 5.0
Installation and Upgrade Enhancements

> Minimum drive size requirements:
e 201i, 1 x 20 GB (new)
« 600r, 1 x 70 GB
« 703t (RAID), 2 x 36 GB
e 1002rp (RAID), 6 x 36 GB (new)
« 1005r (RAID), 2 x 140 GB

> New disk volume allocation:
« C: OS + page file + CP Mgr
e D: CallPilot server
e E: Database
* F: MMFS/Appbuilder Apps

Note: The new disk volume allocation requirements apply to all supported
CallPilot servers except the 201..
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CallPilot Release 5.0

Installation and Upgrade Enhancements

New Hard Disk Drive Requirements

> Hard disk drive replacement is required when the Upgrade
wizard warns that the drive is too small.

 Complete Upgrade wizard to create a database backup.

) F O r 2 O 1 I " “*Jpgrade Wizard - Unsupported Hard Drive Size Warning -0l x|

« Before imaging, replace drive.
* Install new image.

o Complete the Setup Wizard »cauLpLoT
and restore the database.

e For 1002rp:
» Before imaging, replace drive.
» Reconfigure RAID.
* Install CP5.0 S/W image.

o Complete the Setup Wizard
and restore the database.

WIZARD

WARNING: UNSUPPORTED HARD DRIVE SIZE

The wizard has detected that vour sever is currently running with an unsupported
logical{physical Hard Drive size.

If you are migating to a new server, vou do not have to make any changes.

If you are upgrading the server to CallPilot 5.0 then vou have to replace one or more
physical hard drives andfor reconfigure the logical drive sizes.

Detailed instructions on these processes can be Found in the CallFilok 5.0 Upgrade Guide.

Please refer to the Upgradewizard log file for Further drive details.
iew Log |
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CallPilot Release 5.0
Installation and Upgrade Enhancements

> CallPilot Release 5.0 introduces two new keycode
controlled features:

e Voice Forms:

o CallPilot Voice Forms feature is based on the Meridian Mail VVoice Forms
feature.

» A Voice Form provides an electronic equivalent of a paper form.

» A Voice Form can be a standalone application or can be integrated with
other CallPilot applications.

» Voice Forms can be used to collect information from external sources
such as customers or potential clients or from internal sources such as
employees.

« High Availability:
» 1005r server
* CS 1000 / Meridian 1 PBX connectivity only
» Not supported with Contact Center integration
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CallPilot Release 5.0
Installation and Upgrade Enhancements

Configuration Wizard: Feature Verification

Back |MI Cancel | Help |
Feature Verification:
The following table containg the configuration information from your keycode. Ensure that the details match your
expectations. If a feature is missing or a value is not what you expected, contact your distributor to obtain a new
keycode.
Serial number.  TRAINING
Keycode: A1A1B2B2 C3C3 D4D4 ESES FEFB G757 HEHE
Status Feature Current Keyoods Previous Keyoode Mumber Used
Hardware Platform IPE 2011 IPE 2011
Switch Type Meridian 1 Meridian 1
Switch Connectivity Proprietary CTI Proprietary CTI
hax “oice Channels 12 12
hax Fax Channels 2 2
Wax Automated Speech Recognition Channels 2 2
AppBuilder Fax Yes Yes
Metwarking Yes Yes
Metwork Message Systemn Yes Yes
Max Yoice Message Seats 100 100 14
Max Fax Message Seats 100 100 12
Wax Desktop Message Seats 100 100 12
Wax Automated Speech Recognition Message Seats|100 100 12
bax E-rnail by phone Message Seats 100 100 12
hax Prompt Languages B B
Max Automated Speech Recognition Languages 3 3
Storage Hours 350 350
Directory Synchronization Yes Yes
Voice Farms Yes Yes
High Awailability Mone Mone
Back |m| Cancel | Help |
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Installation and Upgrade Enhancements

> The database was upgraded to Sybase 9.0.2 from 7.0.2
to:

e Maintain support for the product.
e Take advantage of better error recovery.

> The upgrade is integrated into the CallPilot 5.0 installation
and will be transparent to all users.
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CallPilot Release 5.0
Installation and Upgrade Enhancements

> |n previous releases, the Computer Name had to match
the server name in the database.

 Names were checked in the Installation and Configuration process
to verify.

o If Computer Name was changed in Windows functionality, the
database would not be accessible.

> \W,Iith Release 5.0, the server name in the database iIs
decoupled from the Computer name.

 All access to the database is now done through the database name
only.

« Change implemented to accommodate the High Availability feature.
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CallPilot Release 5.0
Installation and Upgrade Enhancements

>\When upgrading to a new release of CallPilot, the number
of reserved seats can now be reduced.

> A new keycode can reduce the number of reserved seats
to a minimum of the number of currently used seats.

>\When running the Upgrade wizard or the Configuration
wizard, the number of currently used seats is compared to
the number of seats allowed by the keycode.

> Reduction applies to voice, desktop, fax, email by phone
and speech activated messaging.
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CallPilot Release 5.0

Installation and Upgrade Enhancements

> 0On the Server Settings page,
select Resources from the
View Server Settings for a
drop-down list to view
keycode values installed in
the server and the number of
resources currently used by
the system.

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration

Home  User v System v  Maintenance ¥  Messaging ¥ Tools ¥  Hs

Location ™ Systern = Sener Settings

Help |

The following options describe your systems configuration.

Wiew Senver Settings for | Resources j
Resources
REsource ﬁscripﬂon Mumbier Lz \
Mumber of Channels 40
Mumber of “oice Channels 12
Mumber of Fax Channels 2
Murmber of Speech Recognition Channels 2
Murnber of DSP Ports 4
Murmber of Mailboxes 100 14
Mumber of Fax Messaging Mailboxes 100 12
Murmber of Desktop Messaging Mailboxes 100 12
Murnber of Speech Recognition Mailboxes 100 12
Hours of Starage 350
Murnber of Prompt Languages B 2
Mumber of Speech Recognition Languages 3 2
Mumber of Netwarking Sites =00 4
Mumber of NMS Locations (including prime location) 1000 2
Mumber of temparary remote users 5000 0
Mumber of TTS users 100 12
Murmber of TTS languages 10 1
Mumber of TTS channels 20
“foice Service provided by ACCESS 1
Oiperating system 1
/

Help |
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

> Minimum supported software upgrade/migration paths to
CallPilot Release 5.0:

 CallPilot Release 2.02 — 02.01.27.05 with SU4
 CallPilot Release 2.5 — 02.50.06.14 with SU2
 CallPilot Release 3.0 — 03.03.06.02 (GA) or greater
» CallPilot Release 4.0 — 04.04.04.00 (GA) or greater
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CallPilot Release 5.0
Supported Upgrade/Migration Paths
Supported Server Platforms — CS 1000 / Meridian 1

> CallPilot CS 1000 / Meridian 1 server platforms supported for upgrade

/ migration to Release 5.0.
@ D

Destination
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CallPilot Release 5.0
Supported Upgrade/Migration Paths
Supported Server Platforms — T1/SMDI

> CallPilot T1/SMDI server platforms supported for upgrade / migration
to Release 5.0.

Destination
T1/SMDI

Source

1002rp
1005r
— Installation and Configuration |
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Knowledge Check

Question 1

How many NMS locations are supported with CallPilot
Release 5.07

a) 50

b) 100
c) 750
d) 1000
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Knowledge Check

Question 1

How many NMS locations are supported with CallPilot
Release 5.07

a) 50
b) 100
c) 750
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Knowledge Check

Question 2

When upgrading a 201i server to CallPilot Release 5.0,
what is the required hard drive size?

a) 1x20 GB
b) 1x70GB
c) 2 x 36 GB
d) 2 x 140 GB
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Knowledge Check

Question 2

When upgrading a 201i server to CallPilot Release 5.0,
what is the required hard drive size?

b) 1x70GB
c) 2 x 36 GB
d) 2 x 140 GB
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Knowledge Check

Question 3

You are planning an upgrade to CallPilot Release 5.0 on a
1002rp server connected to a CS 1000 system. Which
hardware platform(s) support this upgrade?

a) 600r
b) 703t
c) 1002rp
d) 1005r
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Knowledge Check

Question 3

You are planning an upgrade to CallPilot Release 5.0 on a
1002rp server connected to a CS 1000 system. Which
hardware platform(s) support this upgrade?

a) 600r
b) 703t
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The CallPilot Release 5.0 Upgrade Wizard
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

> Download the latest version of the CallPilot 5.0 Upgrade
Wizard from Nortel in the Enterprise Solutions PEP Library
(ESPL) at http://www.nortel.com/espl.

> Download and unzip the CallPilot 5.0 Upgrade Wizard
PEP to the D:\temp\UpgradeWizard directory.

> |f Web access is not available, a version of the CallPilot
5.0 Upgrade Wizard is available on the SU/PEP CD.

Note: You can download and run the CallPilot 5.0 Upgrade Wizard
remotely without a technician on-site.
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

> The CallPilot 5.0 Upgrade Wizard checks to verify that
your CallPilot system is ready for an upgrade; it does not
make any changes to your system.

> The CallPilot 5.0 Upgrade Wizard performs the following
tasks:
 Platform validation (software and hardware)
 Data validation
« Keycode validation
» System backup
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

> The CallPilot 5.0 Upgrade Wizard has several optional exit
points that you can use to perform the upgrade
preparation tasks in three phases:

* Phase 1 — Check for platform and software validity in advance of
the actual upgrade.

 Phase 2 — Validate your existing data prior to the upgrade.
* Phase 3 — Complete the wizard to fully prepare for upgrade.
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

> Do not launch or run programs or utilities during the
upgrade.

> Do not use Windows Explorer to copy files or to scan disk

drives during an upgrade as this can cause the upgrade to
fail.

>You can run the CallPilot 5.0 Upgrade Wizard while the
CallPilot 2.02 (2.01.27.05), 2.5, 3.0, or 4.0 system is fully
operational.

>You can exit the wizard at any point, make the necessary
changes to CallPilot, and rerun the CallPilot 5.0 Upgrade
Wizard without harming your system.
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

1. Download and unzip the CallPilot 5.0 Upgrade Wizard
PEP to the D:\temp\UpgradeWizard directory.

2. Navigate to the D:\temp\UpgradeWizardInstaller folder
and double-click the UpgradeWizardInstaller.exe file.

3. The Welcome screen appears.
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CallPilot Release 5

.0

Supported Upgrade/Migration Paths
Upgrade Wizard Installation (Continued)

4. Read the information

on the Welcome
screen and exit any
open Windows
programs.

5. Click Next to continue.

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration

42 welcome

Setup program. Thiz program will install the
CalFilot 5.0 Upgrade *izard werzsion 05.00.41.20
an YouUr computer.

% Wielcame ta the CallFilat 5.0 Uparade *wizard
2=

It iz strongly recommended that you exit all Windows programs
before running thiz Setup Program.

Click Cancel ta quit Setup and close any programs vou have
running. Click Mext bo continue with the Setup progran .

WARMIMG: Thiz program iz protected by copyright law and
international treaties.

|Inauthaorized reproduction or diztribution of this program, or any
portion of it, may result in zevere civil and criminal penaltiez,
and will be progecuted ta the marxirnum extent possible under
[,

Cancel |

Issue 1.0 — March 15, 2007
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Upgrade Wizard Installation (Continued)

6.

8. Click Next to continue.

The Choose

Destination Location

window appears.

If the suggested
destination folder iIs

suitable, click Browse
and choose a different

location for the
CallPilot 5.0 Upgrad
Wizard installation.

6407F — What's New With CallPilot 5.0 — Installation and Configuration

not

e

42 Choose Destination Location x|

Setup will inztall CallPilat 5.0 Upgrade Yizard in the following
folder.

To inztall inta a different folder, click Browse, and select
another folder.

'ou can chooge not ta inztall CallPilat 5.0 Upgrade “Wizard by
clicking Cancel to exit Setup.

Destination Faolder

’V O:hMortel poradeiizard Browse. . |

Cancel |

Issue 1.0 — March 15, 2007
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CallPilot Release 5.0
Supported Upgrade/Migration Paths
Upgrade Wizard Installation (Continued)

9. The Start Installation
screen appears.

10. Click Next to continue.

43, Start Installation x|

Y'ou are now ready ta install CallPilat 5.0 Uparade *Wizard.

Fresz the Mext button to begin the installation or the Back
button ko reenter the inztallation infarmation.

»THIS IS METRTEL

Cancel |
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Upgrade Wizard Installation (Continued)

11. The system installs the
CallPilot 5.0 Upgrade
Wizard on the CallPilot
server.

<@ 2 %

— Current File

Copying file;
A AU pgradetizardi U pgradetyfizard. exe

— Al Files

Time Remaining O minutes 0 zeconds

. | ENEEENEEENEEENEEEEEE

< Back | et = |
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Upgrade Wizard Installation (Continued)

12.When the installation is
complete, the
Installation Complete
window appears.

13.Click Finish.

3, Installation Complete X|

CallPilat 5.0 Upgrade ‘wizard has been successfully installed.

Prezs the Finizh button toexit this ingtallation,

*THIS IS METRTEL

Cancel |
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

Proceed / Next

Normal Screen

Warning Error Screen

® Blocking Error Screen
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CallPilot Release 5.0

Supported Upgrade/Migration Paths

(New) (New) (New)
1% i j Invalid RAID 1St Wrong IMAP SMTP
vialic / / ;
1 (Changed) i M @ Hargii)enve CRAM-MD5 CRAM-MD5
Introduction Platform T T ) X X 7Y
Validation v v v
< A\ 4
Reboot
Not enough
available Software
2 22 Upgrade (Continued)
v v Prepare for
1 g ) data ;@
A 4 o .
ot enough s
Free Disk Server
Space
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

| (Changed) |
(Continued) Data Platform Keycode Keycode
Validation R and Data R Entry ,| Validation s
Validation
Complete
< A 4
Keycode —
same Image
platform type Validation -
v (NeW) NO (Continued)
> » Language >
Confirm Media | (New) OK » B
» Platform > idati >
Keycode Migration Vgggsggln g Lal\r/llgggge
different YES ledia
p|atform type Validation
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

vali
I
re
(Continued) P Tape R (New)
Backup "I Perform 7
» Medium Backu R >
B > _ _ P "| ‘Hard Drive -
Section R List chkup R Size
Disk Devices
A 4
Finished
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

> Launch the CallPilot 5.0 Upgrade Wizard by clicking
Start > Programs > CallPilot > Upgrade Wizard.

>\While the CallPilot 5.0 Upgrade Wizard runs, all screen
iInformation is written to the log file at
D:\Nortel\Data\UpgradeWizard.log.
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard

> Upgrade Wizard -
Welcome screen

« Click Next to
determine if your
hardware and
software can be
upgraded to
CallPilot 5.0.

Upgrade Wizard - ¥Yersion 05.00.41.20 -0l x|

CJ

> CALLPILOT

UPGRADE
WIZARD

CallPilot Upgrade Wizard

The Upgrade Wizard determines if your current system (both hardware and software) meets
requirements for upgrade ko the new CallFilat release,

The wizard will walk vou through running a set of check tools in sequence. It checks your system,
suggests what needs to be changed or upgraded, if any.

The wWizard may block wou From proceeding Further if it detects a hardware, or a software Feature
that does nok meet the upgrade requirements, You then need ko replace or upgrade the hardware
or software, and run the Wizard again.

To ensure that your system meets all upgrade requirements, it is mandatary that the Wizard needs
to be stepped through from beginning to the end.

For more information about the upgrade and platform migration process, please refer b CallPilat 5.0
Upgrade and Flatfarm Migration guide (555-7101-207),

Please dlick the Mext button ko continue.

Cancel = Back Mext = Eirish
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard

> The Platform
Validity Check
screen lists the
software and ‘ Performing Platform Validity Check
hardware currently
on the system and

The Following table contains information about your platform, It determines if the platform meets
hardware and software requirements For upgrade ko the latest release of CallPilot,

> CALLPILOT Platform:  TRP 1002RF Flatform Migration required: Mo
eval u ates th e %IPS:;EE Status | Tkerm Marne | Current Yalue | Required Yalue ;l
. o Logical Disk 0 (ME) 36000 36000
status of each item. 7 iogcapsk1 vy
o Logical Disk 2 (ME) 36000 36000
@ Mumber of Physical Drives 5 6
' (/2] Pheys Disk Chi ID0 (ME) 34330 50000
> Changes include O I momaoiot oo
= = = (7] Phys Disk Chi 1DZ (MB) 34330 50000
h I d 7] hys Disk Ch1 D0 (ME])
pnysical drive size T s
C h e C kl n g fo r th e - Platfhormk\p'alidity l@l Phys Disk Chi D2 (ME) 34330 50000 | =
Ched 4 3

7 O 3t ] 1 O O 2 rp an d Resulk: One or more issues have been detected. Click Next for more information.
1005r.
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Upgrade Wizard Changes for Release 5.0

> New Upgrade

Wizard CallPilot 4.0 New for CallPilot 5.0 |

*“#Upgrade Wizard - CP4.0 Enhanced Security PEP Warni

==l

Enhanced Security
PEP - Blocking
Error screen

! WARNING: CP4.0 ENHANCED SECURITY PEP LOADED

» CALLPILOT The wizard has detected that the Enhanced Security PEP (CP404301R05S) is installed on the
UPGRADE Sy

WIZARD

Upgrades For systems with the Enhanced Security PEP ko CPS.0 are not supparked,

Cancel < Back exk = Firish
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CallPilot Release 5.0

Supported Upgrade/Migration Paths

Running the CallPilot Release 5.0 Upgrade Wizard
> Upgrade Wizard
Unsupported RAID  _____ __

Subsystem

Configuration —
Warning screen
(after Platform catewor
Validation screen)

WIZARD

The wizard has detected that the RAID subsystem on the CallPilot server does not meet
the minimum requirements in order ta run CaliPilot 5.0, You must update the RAID
subsystem so that it mests the minimum requirements before you can complete the
upgrade to CallPilot 5.0, The components that do not mest the minimum requirsments
are:

= RATD driver: 4.10

In order to update the RATD subsystem, follow the procedures outlined in the RAID
update package that is available for download from the Enterprise Solutions PEP Library
(ESPL) web site (htkp: [fwwew. rortel. comyespl) and on the CallPlot SUSFEP CD.

‘You can chck on Next bo continue and run the wizard to validabe your data but you will
not be able to generate the required bacdwp of the server and complete the wizard until
tthe RAID subsystem has been updsted to meet the minimum requirements.,

oo | <o [
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard

> New Upgrade

Wizard 1st Hard | New for CallPilot 5.0

Tt Upgrade Wizard - Unsupported Hard Drive Size Warning

==l

Drive Size —

Warning screen

(afte r P I atfo r m The wizard has detected that vour sever is currently running with an unsupported
. . logical/physical Hard Drive size,

Val I d atl O n SC re e n) . &:E;TII:;:T If wou are migating to a new server, vou do nat have to make any changes.

WIZARD

‘ WARNING: UNSUPPORTED HARD DRIVE SIZE

If wou are upgrading the server to CallFilot 5.0 then you have ko replace one or mare
phrysical hard drives andfor reconfigure the logical drive sizes.

Detailed instructions on these processes can be found in the CallPilot 5.0 Upgrade Guide.

Please refer ko the Upgradewizard log file for Further drive details.

Vieww Log |

Cancel < Back

Firish |
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

>New Unsupported
IMAP

“ Upgrade Wizard - IMAP Challenge Response Auth Method Warning

AUth e ntl Catl O n N . WARNING: UNSUPPORTED IMAP AUTHENTICATION

OPTION

S C re e n . The CallPilot server currently has the ChallenoeResponze authertication methad selected for

IMAF zessions. This authertication method is no longer suppaotted in CallPilot 5.0.

° T h I M A P C RA M If you leave the setting as t i, after the upgrade is complete messages may not be able to be
e - delivered using IMAP urtil a2 new IMAP authenticstion method is selected. | is recommended that

you select ancther authenticstion method prior to upgrading to svoid & potential service

MD5 Challenge e - .
RESPONSe Option is R ——
selected and is no
longer supported on

CP5.0.

Cancel = Back ezt =
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

>New Unsupported
SMTP

“Z Upgrade Wizard - SMTP Challenge Response Auth Method Waitning

AUthentlcatlon N WARNING: UNSUPPORTED SMTP AUTHENTICATION

OPTION

The CallRilat server currently has the ChallengeResponse suthertication method selected for
S C re e n . SMTP zessions. This authentication method is no longer supported in CallPilot 5.0.
If you leave the setting as it is, after the upgrade is complete messages may not be able to be
° T h e S M T P C R A M _ delivered using SMTP urtl 2 new SMTP authentication method i selected. It is recommended that
you select ancther authertication method prior to upgrading to avoid & potential service
MD5 Challenge o
supported on CP5.0.

The SMTP authentication options can be found in CallPilct Manager under Messaging-=Message
Delivery Configuration-=Security Modes for SMTP sessions.

Cancel = Back Mext =
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard

> Optional Exit Point:
 When the platform

an d SOftware Val Id Ity *“4Upgrade Wizard - Platform VYalidity Check (=S
Ch eCk 1S (Z:O m p I ete ! Performing Platform Validity Check
the CallPilot 5.0  J
U pg rad e WI Z ard The Following table contains i!'ufnrmation about your platforn. It determines if tl_'ue platFarm meets
CO nf| rm S th at yo u r hardware and software requirements for upgrade to the latest release of CallPilak,
h ardware an d s CALLPILOT FlatFarm:  IFE 201 Platform Migration required:  No
SOftware m eet th e wrg:l:'n?s \.S}?tus | IteFm Marmne | Curr(ent Walue ; | Rquired ‘alue ) |
- : Software Yersion 4.0104,04,04,00 4.0 {04.00.00.00
requirements for an 7 S Verso
v Mumber of CPU 1 1
u pg rad e - YO u Can d O v CPU Speed (MHZ) 300 300
one of the following: /| Serve BiCs Vesion e 03
1 . EXIt the leard by v NLII'I-'IhEI’ ?F Lagical Drives 1 1
. . v Logical Disk 0 {MB) 39260 20000
clicking Cancel.
2 ) CI ICk N eXt tO Hun Bl atform Walidic
g?enbtl n u e to th e n eXt Result: The platform validity check is complete. Click Next to continue.
Cancel < Back Mext = Eirish
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard

> Prepare for Data

Validation screen:

* You can run this next
step while the
CallPilot server is
processing calls, but
the validation check
uses considerable
CPU resources.
Nortel recommends
that you validate
your data when the
call processing load
IS low.

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration

**Upgrade Wizard - Data Validation - Ready to Yalidate Data 5 -0l x|

! Prepare for Data Validation
The next skep is to ensure that the data stored on your CallPilok server is ready to migrate to
CallPilok 5.0,

» CALLPILOT
UPGRADE

WIZARD

This step can be run while the CallPilot server is processing calls but the process is
CPU and disk intensive, so it should be run when the call processing load is low.

Click Mexk bo start the data walidation

Cancel < Back

e
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard

> The data validity
check ensures that

IS consistent with the

database

requirements of the

latest CallPilot

release.

* In case of
|ncon3|stency, you
have a chance to

Investigate and
correct the problem.

* You can click the
Retry button to re-run
the tool.

CJ

> CALLPILOT

UPGRADE
WIZARD

“Upgrade Wizard - Data Validity Check o =] 3

the current database [®

Performing Data Validity Check

The data walidity check will ensure that the current database is consistent to the database an the
latest release of CallPilat. In case of inconsistency, you have a chance to investigate and correct it,
then click the Retry button ko rerun the taol,

When the check completes successFully, click Mext to continue,

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration

Resulk: Data Yalidity Check successfully completed.
Please click Mext to continue.
Cancel = Back Mext = Eirish
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard

> Optional Exit Point:
« The wizard confirms

th at yo u r d ata Can be *“Upgrade Wizard - Data Yalidation Complete 1ol x]
upgraded.

* In the next step, you
must insert the
Image CD/DVD in ’3‘;“5'&?";27 IF you are ready to upgrade the server, click Next to validate your new CalFilat 5.0 serial

the drive. If you are WIZARD e ndiereess

running the wizard
remotely, you must
exit at this point.

1. Exit the wizard by
clicking Cancel.

2. Click Next to
continue to the next
step.

! Data Validation Successful

The data on vour CallPilot server is ready to upgrade to CallRilok 5.0

IF wou were only checking the server in advance of an upgrade vou can exit From the wizard
nows, by clicking the Cancel button,

Cancel = Back
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CallPilot Release 5.0
Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard

> Serial Number and
Key Code screen:

*“Upgrade Wizard - Serial Number & Key Code (=S

[ ]

Enter yOUf Serlal Serial Number and Key Code

number and new c J

Cal I P I IO'[ 5 O Enter your new CallPilat 5.0 serial number and key code,

keyCO d e . 3 CALLPILOT Serial number From software Feature key: TRAIMIMNG

: WIZARD.

o Cl I Ck N eXt to Serial Number: TRAIMIMNG

continue.

Key Code: A1AT IEIEEIQ Icaca |D4D4 |E5E5 IFBFB IG?G?‘ IHBHEE
Cancel Mexk > Fimish
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CallPilot Release 5.0
Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard ~——bul

> Keycode
Verification screen: Changed for CallPilot 5.0

Upgrade Wizard - Serial Number & Key Code - ||_||_|
N Used colum —
ew se colu n Feature VYerification
The Following kable contains the configuration information from your keyoode, Ensure that the
details match wour expectations. If a Feature is missing or a walue is not what vou expected,
contact wour distributor to obtain a new key code.
Serial number:  TRAINING PlatFarm Migration: Mo
» CALLPILOT
UPGRADE Key code: Alal BZBZ2 C3C3 D4D4 ESES F6F6 GZG2 HBHS
WIZARD Status | Feature | Current Kevcode | Mew Keycode | Used -~
+ ! Hardware Platform 201 201
v Switch Type M1 M1
,_,!—" Switch Connectiviky Proprietary CTI Proprigtary CTI
W Yoice Channels 12 12
v Fax Channels 2 2
W ASR. Channels z z
W 175 Channels 20 20
..,{' Conference Channels i} i}
,,{' Direckary Sync Yes Yes
W AppEuilder Yes Yes
V{ Metwiorking Yes Yes
o MMS Yes Yes -
1]
Result: Keycode ¥alidation is complete. Click Next to continue.
Cancel < Back Mext = Eirish
Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration Issue 1.0 — March 15, 2007 Page 99 of 244

© Copyright 2007 Nortel. All rights reserved.



CallPilot Release 5.0

Supported Upgrade/Migration Paths

Running the CallPilot Release 5.0 Upgrade Wizard

> Keycode
Verification screen:

Changed for CallPilot 5.0

e Added new Voice
Forms and High
Avalilability

“*Uipgrade Wizard - Serial Number & Key Code ) e |

Feature VYerification

The Following kable contains the configuration information from your keyoode, Ensure that the
details match wour expectations. If a Feature is missing or a walue is not what vou expected,
contact wour distributor to obtain a new key code.

Serial number:  TRAINING PlatFarm Migration: Mo
> CALLPILOT
UPGRADE Key code: AlAl BZBZ2 C3C3 D4D4 ESES F6F6 G7G7 HBHE
WIZARD e — T ————————— | | ]
v Yoice Forms Mo Yes
v HAJGR Mone Mone
v Fax Seats 100 100 10
o Deskbop Seats 100 100 10
v" ASR Seaks 100 100 10
v" TT5 Seaks 100 100 10
v TT5 Languages 10 10
v Prompt Langquages £ £
v A5R Languages 3 3
v" Storage Hours 350 350

Y

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration

Result: Keycode ¥alidation is complete. Click Next to continue.
Cancel < Back Mext = Eirish
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CallPilot Release 5.0
Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard

> High Availability
and Contact New for CallPilot 5.0 |

7 Upgrade Wizard - KeyCode - High Availability and Call Center inco

 Blocking Error
screen
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

Running the CallPilot Release 5.0 Upgrade Wizard

> Maximum Number
of Seats Is Too Low New for CallPilot 5.0

“ Upgeade Wizard = [
 Blocking error screen

Error: Maximum Number of Seats is Too Low

The new keyocode must have a maximum number of seats that is at
least equal to, or greater than, the number of seats that are currently
configurad on the server. This rule applies to the following resources:

voice messaging, fax messaging, deskiop messaging, speech
CallPilot activated messaging and email by phone {text to speech) seats.

Upgrade Wizard

The keycode entered has a lower maximum number of seats than the
nurnber of seats that are cumently configured on the server for one, or
mare of the rescurces listed above.

In order to continue with the upgrade you either need to reduce the
nurnber of seats that are cumently configured on the server so that the
number used is less than or equal to the maximum allowed in the new
keycode, or, you have to obtain a new keyvcode with a greater number
of seats.

concl | <o [Cms ] oo |
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard

> Validate Image
Media screen:

* Insert the CallPilot
5.0 Image CD or
DVD into the CD or
DVD drive, and enter
Z:\ as the drive letter.

e Click Next and wait
while the wizard
checks that the
Inserted CD or DVD
Is valid for your
platform.

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration

Validate Image Media

CJ

Please insert disk 1 of the CallPilot software image inko the CDJDYD-ROM drive, and then enter the
drive letker in the text box below,
The wizard will ensure that the inserted disk is correct For the current CallPilot plakForm,

> CALLPILOT

UPGRADE
WIZARD

Enter the CDJDVD-ROM Drive ( in Format  <Drive letker =14 )
Y

Cancel < Back Mext = Eirish

Issue 1.0 — March 15, 2007
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CallPilot Release 5.0
Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard

> |[ncorrect CallPilot
Image Media

**Uipgrade Wizard - Image Media Yalidation - Incorrect CallPilot Image Media -0l x|

Detected

 Blocking Error
screen

! Incorrect CallPilot Image Media Detected

Based on the new Callpilot kevcode the disk currently inserted in the COYDYD-ROM drive is nok
correct,
The wizard has detected the Following:

» CALLPILOT

UPGRADE - Unable ko read the disk or the disk is not disk 1 of the CallPilot software image.

WIZARD

Click the Back button to retry,

Cancel < Back exk = Eirish
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CallPilot Release 5.0 o/
Supported Upgrade/Migration Paths

Running the CallPilot R

> Optional Language
CD Validation

elease 5.0 Upgrade Wizard =

New for CallPilot 5.0

screen

Upgrade Wizard - Optional Language CD validation - ||_||_|

! Optional Language CD validation

‘With the release of CallPilok 5.0, new language prompts have been introduced. In order ko
successfully configure a CallPilat 5.0 server, a CallPilok 5.0 Language CD is required during the
language installation portion of the Config Wizard. The Config Wizard will nat allow languages to
be installedjreinstalled From a pre-CallPilot 5.0 Language CD.

In order to avoid installation delavs, in nok having to the correct language CD, it is strongly

» CALLPILOT

UPGRADE
WIZARD recommend that the language CO is verified,

* Validate Language D

™ Skip Languange D Walidation

Cancel

Mext = Eirish
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CallPilot Release 5.0
Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard ~——bul

>Language CD
Validation screen New for CallPilot 5.0

=Xl

Language CD validation

Wwith the release of CallPilok 5.0, new language prompts hawve been introduced. In order ko
successfully configure a CallPilok 5.0 server, a CallPilok .0 Language 0 is reguired during the
> CALLPILOT language installation portion of the Config Wizard, The Config Wizard will not allow languages to
UPGRADE b installedsreinstalled from a pre-CallPilok 5.0 Language <D0,
WIZARD In order to avoid installation delaws, in nok having to the correct language C0, it is strongly
recommend that the language CC is werified.
Please insert the language D for werification,

Enter the CDJDVYD-ROM Drive { in format  <Drive letker =Y )

2

Cancel < Back

Fimish |
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CallPilot Release 5.0
Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard

> [nvalid Language
CD:

i BIOCklng Error Invalid Language CD
screen &

The wizard has detected that the Following issues with the Language CD:

0L

“*Upgrade Wizard - Invalid Language CD e ) e |

> CALLPILOT
UPGRADE

WIZARD

- The language prompt version of 5.00,41.02 is not walid For CallPilak 5.0,

Click the Back button to retry,

Cancel < Back exk = Eirish
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

Running the CallPilot R

> Select Backup
Medium screen

elease 5.0 Upgrade Wizard

> Optional Exit Point:

e Do not proceed to
the next step until
you are ready to take
the system offline
and complete the
upgrade.

» To exit, click
Cancel.

» To continue, select
the type of backup

medium and click
Next.

“*Upgrade Wizard - Full System Backup

_1O] x|
Select Backup Medium

CJ

Select the backup medium: backup to a tape or backup to a shared remote disk,

» CALLPILOT
UPGRADE

WIZARD

Select the following Options:

" Backup ko Tape

™ Backup ko Remote Disk

Backup Initialization succeeded., Please select an option For Backup Mediurm, then click Mext to conkinue,

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

CAUTION

ANY MESSAGES RECEIVED AFTER BACKUP BEGINS
ARE LOST DURING THE SYSTEM UPGRADE

The backup takes from 1 to 3 hours to complete and consumes
considerable CPU resources. Any messages that come in while
the backup is running are not included in the backup. To avoid
losing any user messages, Nortel recommends that you courtesy
down the system prior to starting the backup.
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard
> Select Backup

Medium screen.

> Backup to Remote
Disk:

* WARNING: Ensure
that the network > CALLPILOT

*“#Upgrade Wizard - Full System Backup -0l x|

! Select Backup Medium

Select the backup medium: backup to a tape or backup to a shared remote disk,

UPGRADE

connections to WIZARD
remote disk are
configured.

Select the following Options:

" Backup ko Tape

Make sure that vour backup device was already added ko a list of backup devices,

If not, please log in ko the CP Manager, then select 'Add Backup Device' to add wour backup device,
Click. Mesxt to conkinue.

WARNING: Ensure that network connections to remote disk are configured.

Cancel < Back Mext = Eirish
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CallPilot Release 5

0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard

> L I St B aC ku p *“#Upgrade Wizard - Full System Backup

Devices screen:

1. Click the List
Devices button.

2. Select backup
device and click
Next to continue.

3. When the Perform
System Backup
screen appears,
click Start
Backup.

! List Backup Devices

Click the bukbon "List Device".
A list of backup devices is displaved in the box Below,

‘ou need to seleck one of backup devices to be backed up, then click Next ko continue

> CALLPILOT
UPGRADE
WIZARD
Prog
List Devices Operation Mame:  Backup ko remoke Disk

Operation Status: Success

Result:  Operation succeeded. Click Next to continue

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration
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CallPilot Release 5.0

Supported Upgrad

e/Migration Paths

Running the CallPilot Release 5.0 Upgrade Wizard

> Select Backup

“*Upgrade Wizard - Full System Backup

. =10l x|
M ed I u m SC ree n . ¢ Select Backup Medium
> Backup to Tape:
. Select the backup medium: backup to a tape or backup to a shared remote disk,
* Insert the tape into
the tape drive and * GPGRAGE
. WIZARD
CI IC k N eXt to Sta‘rt th e Select the following Options:
backup. B e
¢ War n i n g : Th e ™ Backup ko Remote Disk
backup overwrites
al | d at a O n t h e tap e . Please insert wour tape inko tape drive and click Next ko start the backup,
Warning: The backup will overwrite all data on the tape.
Cancel < Back Mext = Eirish
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard

> Perform System
Backup screen:

1. Click the Start
Backup button.

When the backup
completes, click
Next to continue.

Warning: The
backup operation

IS disk and CPU
Intensive.

2.

“*Upgrade Wizard - Full System Backup

» CALLPILOT

UPGRADE
WIZARD

=10l x|

Perform System Backup

CJ

Please click the "start Backup” button to initiake a Full system backup,
The operation takes about 20 minutes ta Few hours ko complete, depending on the platform bvpe.
‘when the backup completes, click Mext to continue.

WARNING: The backup operation is disk and CPU intensive. It can be run while the
CallPilot server is processing calls, however, it should be run when the call processing
load on the server is low.

Progress:

Start Backup

Operation Name:
Operation Stakus:

Percent Done: Murnber of Errars:

Wigw Summar: w Backup Log | Wiews Detailed Backup Log

Cancel < Back exk = Eirish |
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CallPilot Release 5.0
Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard ~——bul

> Perform System
Backup screen:

e Tape is being
retensioned.

Upgrade Wizard - Full System Backup - |EI|5|

! Perform System Backup

Please click the "start Backup” button to initiake a Full system backup,
The operation takes about 20 minutes ta Few hours ko complete, depending on the platform bvpe.
‘when the backup completes, click Mext to continue.

» CALLPILOT WARNIMG: The backup operation is disk and CPU intensive. It can be run while the
UPGRADE CallPilot server is processing calls, however, it should be run when the call processing
WIZARD load on the server is low.

Progress:
Start Backup | I

Operation Name:

Operation Stakus:

Percent Done: Murnber of Errars:

Result:  Tape is being retensioned. Please wait...

Cancel = Back exk = Eirish
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard

> Perform System
Backup screen:

“*Upgrade Wizard - Full System Backup -0l x|

* Progress:, Operation
Status:, Percent
Done:, and Number
of Errors are

d IS p | ayed » CALLPILOT WARNIMG: The backup operation is disk and CPU intensive. It can be run while the

! Perform System Backup

Please click the "start Backup” button to initiake a Full system backup,
The operation takes about 20 minutes ta Few hours ko complete, depending on the platform bvpe.
‘when the backup completes, click Mext to continue.

UPGRADE CallPilot server is processing calls, however, it should be run when the call processing
WIZARD load on the server is low.

Progress:
!a“ |

Ciperation Mame:  IPESystemBackup 070201 1201
Operation Status:  Running.
Percent Done: 83% Mumnber of Errars: O

Result:  Backup in progress. Please wait...

Cancel = Back exk = Eirish
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

Running the CallPilot R

> Perform System
Backup screen:

elease 5.0 Upgrade Wizard

* Eject tape message

“*Upgrade Wizard - Full System Backup

=10l x|

Perform System Backup

CJ

Please click the "start Backup” button to initiake a Full system backup,
The operation takes about 20 minutes ta Few hours ko complete, depending on the platform bvpe.
‘when the backup completes, click Mext to continue.

UpgradeWizard

N

Please eject the tape to avoid possible long delays when listing the backups on the tape
during the Setup Wizard,

FETLETIC O, oJ50 TIOTOET Or Crrorsy o
Result:  Backup in progress. Please wait...
Cancel = Back exk = Eirish
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard

> Perform System
Backup screen:

* Result: Backup
successfully
completed.

e Click Next to
continue.

Upgrade Wizard - Full System Backup

» CALLPILOT

UPGRADE
WIZARD

=10l x|

Perform System Backup

CJ

Please click the "start Backup” button to initiake a Full system backup,
The operation takes about 20 minutes ta Few hours ko complete, depending on the platform bvpe.
‘when the backup completes, click Mext to continue.

WARNING: The backup operation is disk and CPU intensive. It can be run while the
CallPilot server is processing calls, however, it should be run when the call processing
load on the server is low.

Start Backup |

Progress:

.

IPESystemBackup 070201 1201
Successfully completed
100%%

Operation Name:
Operation Stakus:
Percent Done:

Mumnber of Errars: O

Result:  Backup successfully completed. Click Next to continue

Wigw Summary Backup Log | Wiews Detailed Backup Log

Cancel = Back Mext = Eirish |
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CallPilot Release 5.0
Supported Upgrade/Mi

gration Paths

Running the CallPilot Release 5.0 Upgrade Wizard

> Upgrade Wizard
Second Hard Drive
Size — Warning
screen
(after backup and
before Finish
screen)

"* Upgrade Wiz

» CALLRILOT
UPGRADE
WIZARD

ard - Unsupported Hard Drive Size Warning

New for CallPilot 5.0

¢ WARNING: UNSUPPORTED HARD DRIVE SIZE

Hard Drive size, You have to replace one or more physical hard drives andjor reconfigure the
lngical drive sizes. Detailed instructions on these processes can be found in the CallRilot 5.0
Upgrade Guide,

The Following is a list of issue(s) detected:

- Mumber of physical disks (5 is unsupported,

- Physical disk. ChO IDO has an unsupported size of 34330 ME.
- Physical disk ChO ID1 has an unsupported size of 34330 ME.
- Physical disk ChO IDZ has an unsupported size of 34330 ME.
- Physical disk Chl IDO has an unsupported size of 0 MB,

- Physical disk. Chl ID1 has an unsupported size of 34330 ME.
- Physical disk Chl IDZ has an unsupported size of 34330 ME.

Please refer to the Upgradewizard log file for Further drive details,

View Log |

Zancel = Back Einisty

The wizard has detected that wour sever is currently running with an unsupported logicalf/physical

==
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Upgrade Wizard

> Upgrade Wizard
Finished screen:

**ipgrade Wizard - Finshed -0l x|

e Final screen in the
upgrade wizard.

e Click Finish to close
the CallPilot 5.0 > CALLPILOT

! Phase 1 of the Upgrade to CallPilot 5.0 is complete

Based on the information gathered by the wizard wou are upgrading to CallPilot 5.0 on the same
server platform.,

IF wour platform is a 703k, 1002rp or 1005r you have the option of breaking RAID sync in order to
provide a guick Fallback. path,

UPGRADE

Upgrade Wizard_ WIZARD

. Break RaID sync - 703k, 1002rp, 100Sr

Please ensure that the First CallPilot Image CDvis in the CO-ROM drive and then reboot the server
to boot from the CO-ROM, Mate that when you reboat the server it may be necessary ko change
the BIOS option to enable booting fram CO-ROM.

Cancel = Back exk =
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Knowledge Check

Question 4

True or False
You must shut down the CallPilot server to run the
Upgrade Wizard.

a) True
b) False
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Knowledge Check

Question 4

True or False
You must shut down the CallPilot server to run the
Upgrade Wizard.

a) True
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Knowledge Check

Question 5

The CallPilot 5.0 Upgrade Wizard has several optional exit
points that you can use to perform the upgrade preparation
tasks in three phases. During which phase does the
wizard validate your existing data prior to the upgrade?

a) Phase 1
b) Phase 2
c) Phase 3
d) The wizard does not perform this task

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration Issue 1.0 — March 15, 2007 Page 122 of 244
© Copyright 2007 Nortel. All rights reserved.



Knowledge Check

Question 5

The CallPilot 5.0 Upgrade Wizard has several optional exit
points that you can use to perform the upgrade preparation
tasks in three phases. During which phase does the
wizard validate your existing data prior to the upgrade?

a) Phase 1

c) Phase 3
d) The wizard does not perform this task
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Knowledge Check

Question 6

True or False
When running the Release 5.0 Upgrade Wizard, you must
validate the Release 5.0 Language Prompts CD.

a) True
b) False
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Knowledge Check

Question 6

True or False
When running the Release 5.0 Upgrade Wizard, you must
validate the Release 5.0 Language Prompts CD.

a) True
b)
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The CallPilot Release 5.0 Setup Wizard
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

>You can only run the CallPilot Release 5.0 Setup Wizard
on a system containing a Release 5.0 software image.

* An existing system where a CallPilot Release 5.0 image was
Installed as part of an upgrade.

* A new CallPilot Release 5.0 system received from Nortel for
platform migration.

> The Setup Wizard rechecks for platform and software
validity, and then upgrades and restores the database.
* The Setup Wizard first prompts you to install any outstanding PEPSs.

e The Setup Wizard checks the software and hardware components
of your system to ensure that data can be safely restored from the
backup onto the server.

 After a successful system check, the Setup Wizard restores your
backed up data from the backup made by the CallPilot 5.0 Upgrade
Wizard and then performs a database conversion.
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

CAUTION
Ensure you use the backup created from the CallPilot

5.0 Upgrade Wizard for the following reasons:
1. It provides the most current view of the system.

2. The CallPilot 5.0 Upgrade Wizard corrects the data
prior to the backup. This ensures a clean backup and a
smooth upgrade.

3. Using an earlier backup tape can result in issues
encountered during the restore and upgrade process
under CallPilot 5.0.

4. The backup from the CallPilot 5.0 Upgrade Wizard
includes the CallPilot 5.0 Upgrade Wizard logs so that
they are brought forward to CallPilot 5.0. These logs can
be used by NETS in the rare event of an upgrade failure.
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

> |If your backup is on a network drive or you are
downloading PEPs from the network, you must restore
your network settings:

1. Specify the IP address and subnet mask for the Nortel server
subnet. Do not change your computer name unless necessary.

2. Specify the gateway for the Nortel server subnet.

3. Restart the system (if prompted by Windows) and log on to the
CallPilot server.
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

> Proceed / Next

------------------ > Optional Proceed / Next

Normal Screen

If user quits Wizard at this point they have
<<check point>> option to restart Wizard at this point.
Prompted at Wizard start up.

Warning Error Screen
Allowed to Proceed

Blocking Error Screen
Not Allowed to Proceed
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CallPilot Release 5.0
Supported Upgrade/Migration Paths
Setup Wizard Flowchart

Start Setup

Wizard (Continued)
v | (Changed) |_
PEPs or SU g
Introduction > to be v, <<Check 0oinB> Pla_ltfor_m R
installed? P Validation
> Install >
PEP/SU
Reboot
\ 4

A

Q @ (Continued)

T Telephony
] — e ()

A

A 4

Not enough
Free Disk
Space
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

Upgrade from No Finished _
@—» Previous »| (on Install) , Launch CallPilot
Release? Manager
(Continued)
Yes
v Tape
Restore g List oot
Medium Add Backups Rer ;)rm >
Selection? | pisk Backup estore
» Device >
< v
Prepare for 1 F—— upgrade > (on Upgrade) | —» Reboot
A 4 A 4
S UL IMAP SMTP
CRAM-MD5 CRAM-MD5
(Continued)
(New) (New)
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

>To access the CallPilot 5.0 Setup Wizard:

* Log on to the CallPilot server when the Windows Server 2003 mini-
setup process is completed. The default password for the
Administrator account is Bvw250.

* If you log on to an unconfigured CallPilot server the Setup Wizard

launches automatically. A CallPilot server, freshly upgraded to CallPilot
5.0, is not configured.

* To manually launch the Setup Wizard:
Start > Programs > CallPilot > Setup Wizard

Jj ACCessOries 3 |
@ calPiot 3 ) System Utiities  »
7] Administrative Tools [T '

';u Programs

%
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CallPilot Release 5.0 o/
Supported Upgrade/Migration Paths

Running the CallPilot Release 5.0 Setup Wizard -

> Setup Wizard
Welcome screen:

e Click Next to
continue.

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration

allPilot Setup Wizard - Yersion 05.00.40.23 -0l x|

Welcome to the CallPilot Setup Wizard

The Setup Wizard addresses both new and existing customers wha gither installed new CallPilok
software or upgrade ko the latest CallPilat software, The wizard will walk vou through the setup
process,

Upon completing the Setup wizard, the CallPilok manager is launched For you ta login, so that you
can stark the Config Wizard, which then guides you to configure wour CallPilot svstenn that fits ko
your environmenk,

Please dlick the Mext button ko continue.

Cancel = Back Mext = Eirish
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Setup Wizard

> Setup Wizard
SU/PEP
Installation?
screen:

e If you have SUs or
PEPs to install:
» Select yes.
* |Install the SU/PEP
* Reboot the server
(if required)
» Restart the wizard
e If you do not have
SUs or PEPs to
Install:
» Select No.

* Click Next to
continue.

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration

*# CallPilot Setup Wizard - SU/PEP Installation?

Service Update (SU) / PEP Installation

If wou hawve any 3ls or PEPs that need to be installed on the server, wou should install them

before going any further in the setup process,

By installing the most recent updates you are setting up will have all of the enhancements and
improvements that have been made available since the software was released,

Service Updates and PEPs can be obtained from the Enterprise Solutions PEP Library (ESPL) at

htkp: /! fww . nortel.comyespl

=10l x|

Please select one of the Following options:

™ %es, I have updates that I want ko install now

Mo, I do not have updates that T want to inskall now,

Cancel < Back Mext = Eirish
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Setup Wizard

> Setup Wizard
Platform Validity Changed for CallPilot 5.0

C h e C k SC re e n . *CallPilot Setup Wizard - Platform Yalidity Check ) e |
n
Performing Platform Validity Checlk
e Ensure that all items
The table below conkains information about your server, This information is checked ko make sure
aSS that it meets the minimunm requirements in order to run the new release of CallPilok,
. Depending on the results of the check vou may need to update software before running the
upgrade or migrate vour data to a new CallPilok server platfarm as part of the upgrade.
L CIle Next to Platform:  IFE 2010
. Status | Item Mame | current value | Required value |
CO ntl n u e . W Software Yersion £.0(05.00,40,23) 5.0 {05.00.00,00)
v" SU Wersion
v Mumber of CPU 1 1
v CPU Speed (MHZ) 300 300
J Server BIOS Yersion 6.0.3 6.0.3
o RAM Size (ME) 258 256
v Mumber of Logical Drives 1 1
V" Logical Disk, O (MB) 39260 20000
Rlur Blatform Yalidity
Check
Result: The platform validity check is complete. Click Mext to continue.
Cancel = Back Mext = Eirish
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Setup Wizard

> Setup Wizard
Platform Validity Changed for CallPilot 5.0

C h e C k SC re e n With *# CallPilot Setup Wizard - Platform Yalidity Check ) |
Performing Platform Validity Check
L]
errors shown:
The table belaw contains information abouk your server, This information is checked to make sure
M that it meets the minimumn requirements in arder to run the new release of CallPilat,
L CO rre Ct al I ISS u eS Depending on the resulks of the check you may need ko update software before running the
. upgrade or migrate vour data ko a new CallPilat server platform as part of the upgrade.
and rerun the wizard.

Stakus | Item MName | Current Yalue | Required Yalue ;l
o Logical Disk 0 (MB) 36000 36000

i Logical Disk 1 (ME) 36000 36000

Vi Logical Disk 2 (ME) 36000 36000

X Mumber of Physical Drives 5 5]

A Phiys Disk ChO 100 (ME) 34330 50000

A Phiys Disk ChO 101 {ME) 34330 50000

A Phys Disk ChO IDZ (ME) 34330 0000

X Phyys Disk Ch1 10O {ME) o 0000

X Phys Disk Ch1 ID1 (ME} 34330 50000

X Phys Disk Ch1 ID2 (ME) 34330 50000

Fan Platform Yalidity v Dirive Lekter Assignment CH D EN R EN CH D EL L E =
Check
4| | v
Result: One or more issues have been detected. Click Mext for more information.
Cancel < Back Mexk = I Eirish
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Setup Wizard

> S etu p Wi Z ard D rive " CallPilot Setup Wizard - Platform ¥alidity Check N eW fo r Cal | PI | Ot 5 : O

Drive Letter Assignment Error

Letter Assignment
Error —Blocking

‘our drive letter assignment is incorrect and cannot be automatically carrected.
The required configuration is :

FO3E [ 1005 ¢

Error Screen C: DISK 0, PARTATION O
»CALLPILOT O DISK O, PARTATION 1
SETUP E: DISK 0, PARTATION 2
WIZARD F: DISK 0, PARTATION 3
1 CD-ROM Drive,

1002rp :
Ci DISK O, PARTATION O
D: DISK O, PARTATION 1
E: LCISK 1, PARTATION 2
Fi DISK 2, PARTATION 3
£ CO-ROM Drive.

Please go to Computer Management -- > Storage -- = Disk Management,
and MANUALLY change the drive letter assignments.

You cannok continue until drive letter is corrected.

Cancel < Back flext = Eimish
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CallPilot Release 5

0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Setup Wizard

> Setup Wizard
Telephony Board
Validation screen:
e 2011 server

e If all results are OK,
click Next to
continue.

allPilot Setup Wizard - Platform Yalidity Check -0l x|

Telephony Board VYalidation

In order ko ensure the stability of the server only certain configurations of kelephony boards are
supparted. The table below displays the kelephony boards that have been detected on the server, IF
the boards detected do not match & supported configuration, i.e. an unsupported board is detected, a
board is in the wrong location ar there is an unsupported mixture of boards, the affected boards will be
flagged with a red ¥ and one or mare errar messages will be displayed on the botkam of the page.
Depending on the results of the check vou may need to move or remove boards before being allowed ko
proceed.

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration

Status | Slak Murmber | PCI Eoard Tvpe | Farnil
N 201 Martel
Result; Telephony board validity check is complete. Click Next to continue.
Cancel < Back Mext = Eirish
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CallPilot Release 5.0
Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Setup Wizard

> S etu p Wi Z ard "* CallPilot Setup Wizard - Platform Yalidity Check -10] x|
Telephony Board Telephony Board Validation
. - In order to ensure the stability of the server only certain configurations of telephony boards are
V al | d at| on screen: supported. The table below displays the telephony boards that have been detected on the server. If
. the boards detected do not match a supported configuration, i.e. an unsupported board is detected, a
board is in the wrong location or there is an unsupported mixture of boards, the affected boards will be
. . flagged with a red X and one or more error messages will be displayed on the bottom of the page.
endi the results of the check d boards befal ing allowed
) Server‘ Wlth Slngle S CALLPROT [n)regceed.?gm resulks o cl you may need to move or remove boards re being allowed ko
SETUP
WIZARD Status | Slot Number | pc1Board Type | Family
M P896 Ca‘rd i 1 MPB96 Nortel
o If all results are OK,
click Next to
continue.
Result; Telephony board validity check is complete. Click Next to continue.
Cancel < Back Mext = Eiriish
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Setup Wizard

> S etu p WI Z ard " Callpilot Setup Wizard - Selecting Upgrade of CallPilok (=]
Selecting Upgrade
of CallPilot screen:

» Click to select:

 No, | do not have
data to restore.

* Yes, | do have data
to restore.

° CliCk Next to " Mo, Idonot have data to restare,
Contlnue. " ¥es, Idohave data ko restore.

Selecting Upgrade of CallPilot

Do vou have data to restore?

If wou are upgrading From a previous release of CallPilak or are performing a platform migration
wou had to run the CallPilat upgrade wizard on vour ariginal CallFilat server. In both cases the
data on your ariginal system was backed up to either tape or a netwark share.

Select one of two options below and click Mext bo continue.

—Please select the option below

Cancel < Back

Eimish |
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Setup Wizard

> Setup leard lIPilot Setup Wizard - Restore Medium Selection I ] 4
Restore Medium
Selection screen:

* Click to select:
* Restore from Tape.
* Restore from Disk.

* CI i Ck N eXt to Flease select the option below
CO nti n u e . {~ Restore from Tape

™ Restore from Disk

Restore Medium Selection

The backup that wou created when wou ran the upgrade wizard could have writken either on a
tape or a network share, In order to restore the data the wizard needs ko know the backup
medium,

If wou are restoring from tape, insert the tape into kape drive now.

If wou are restoring from a network share ensure that the share where the backup data was
stared is shared on the network. and accessible from this server, Depending on the configuration
of your network and Windows domain, you may need to connect ko the network share in order to
set the correct user ID and password before you can successfully restore from the share,

Please select the appropriate option from the list of options belaw, then click Mext to continue,

Restore Initialization succeeded. Please select an option for the Restore medium, then click Next to continue.

Cancel < Back

Eirish |
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Setup Wizard

>  Setup Wizard List
Backups screen:

1. Click the List
Backups button.

2. Select a backup
from the list.

3. Click Next to
continue.

*#CallPilot Setup Wizard - List Backups -0l x|

List Backups

‘ou need ta click the butkon "List Backups” to stark an operation which scans the tape or the shared
disk For available backups on tape or on disk, respectively.

The available backups are displayved on the list of backups shown below, You need to choose which
backup should be restored, by selecting one ikem From that list,

‘When vou are done, click Next to continue.

Progress

Operation Mame:
Operation Status:

Murnber of Errors:

List of Backups:

Backup ID | Date & Time | Result | Software Version |
IPESwshemBackun CPSERVE 07, MWednesday, January 10, 2007 14:56 Success 04,04,04, 00-00

Result:  ListBackup Operation successfully completed.
Please select one item from the backup list, then click Next button to continue.

r___________________________1

Cancel < Back Mext = Eirish
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Setup Wizard

> Setup Wizard RET
Restore Medium
Selection screen
with Restore from
Disk selected.

Restore Medium Selection

The backup that wou created when wou ran the upgrade wizard could have writken either on a
tape or a network share, In order to restore the data the wizard needs ko know the backup
medium,

If wou are restoring from tape, insert the tape into kape drive now.

If wou are restoring from a network share ensure that the share where the backup data was
stared is shared on the network. and accessible from this server, Depending on the configuration
of your network and Windows domain, you may need to connect ko the network share in order to
set the correct user ID and password before you can successfully restore from the share,

Please select the appropriate option from the list of options belaw, then click Mext to continue,

Please select the option below

i~ Restore From Tape

Warning: As the backup resides on the remote disk, please ensure that network
connections are configured correctly on this system, before proceeding to the next
sCreen.

Cancel < Back Mext = Eirish
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Setup Wizard

> Setup Wizard Add
Backup Device
screen.
 Enter the following
Information about the

remote drive
location:

e Device Name

» Device Directory
Path

e User ID
 Password

e Click Next to
continue.

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration

**# CallPilot Setup Wizard - Add Backup Device

=100 x]
Add Backup Device

In order to restare From a backup that was made to a netwaork share (remaote disk), the wizard
needs to know where yvour backup data is stored on the remote system,

Please enter the directary path on the remaote system where vour backup data is stared. The path
must be in UNC Farmat: 1] <remote computer name =\ <directary pathz=. For example
\icpswstem-13backupZz 0z,

‘fou must ensure that the share where the backup data was stored is shared on the network and
accessible Fram this server. Depending an the configuration of wour netwark and Windows domain,
wau may to specify the correct User ID and password before vou can successFully restare Fram the
share,

‘When vou are done, click Next to continue.

Enker Device Mame: Enter Device Directory Path:

IRemoteDisk \1172.16.52. 16 7\backup
User-I0: Iadministrator
Password: [r—.

Cancel < Back Mext = Eirish
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CallPilot Release 5.0
Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Setup Wizard

> Setup Wizard List
Backups screen:

*#CallPilot Setup Wizard - List Backups -0l x|

* Click the List
Backups button.

« Select a backup from
the list.

e Click Next to
continue.

List Backups

‘ou need ta click the butkon "List Backups” to stark an operation which scans the tape or the shared
disk For available backups on tape or on disk, respectively.

The available backups are displayved on the list of backups shown below, You need to choose which
backup should be restored, by selecting one ikem From that list,

‘When vou are done, click Next to continue.

List Backups | Progress

Operation Mame: RemoteDisk
Operation Status: Success.
Murnber of Errors: o
List of Backups:
Backup ID | Date & Time | Result | Software Version |
IPESwshemBackun CPSERVE 07, MWednesday, January 10, 2007 14:56 Aloeess 04.04.04.00-00

Result:  ListBackup Operation successfully completed.
Please select one item from the backup list, then click Next button to continue.

]

Cancel < Back Mext = Eirish
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Setup Wizard

> Setup Wizard
Performing Restore
screen:

e CallPilot services are
shut down.

e The wizard
automatically starts
the restore
operation.

* The progress bar
shows the percent
complete and the
number of errors.

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration

*** CallPilot Setup Wizard - Start Restore

_1O] x|
Performing Restore

‘When vou entered this page, the wizard attempted to autamatically start restoring your daka onto
the CallFilat server. Depending on the server and backup type, the restare operation can kake
Fram 30 minutes to bwo hours ko complete. As the restore progresses the progress bar will update
and any error messages o information messages will be displayved below,

In the event of a Failed restore, the "Start Restore” button will be enabled in order to allow wou to
restart the restare,

‘When the operation successfully completed, click Mext to continue.,

Stark: Restore |

Progress:

MNEIRTEL Ii
Ciperation Mame:  IPESystemBackup CPSERYE 070110 1456 070110 1754
Operation Status:  Running.

Percent Done: 2% Murnber of Errars: 0

Restore Result:

Restore in progress. Please wait...

Zancel = Back exk = Eirish
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CallPilot Release 5

0

Supported Upgrade/Migration Paths

Running the CallPilot R

> Setup Wizard
Performing Restore

elease 5.0 Setup Wizard

screen with
Operation Status
Successfully
completed:
 Click View Log

buttons to view
restore logs.

e Click Next to
continue.

*#CallPilot Setup Wizard - Start Restore -0l x|

Performing Restore

‘When vou entered this page, the wizard attempted to autamatically start restoring your daka onto
the CallFilat server. Depending on the server and backup type, the restare operation can kake
Fram 30 minutes to bwo hours ko complete. As the restore progresses the progress bar will update
and any error messages o information messages will be displayved below,

In the event of a Failed restore, the "Start Restore” button will be enabled in order to allow wou to
restart the restare,

‘When the operation successfully completed, click Mext to continue.,

Start Restore |

Progress:

.

Ciperation Mame:  IPESystemBackup CPSERYE 070110 1456 070110 1754

Operation Status:  Successfully completed

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration

Percent Done:  100%: Murnber of Errars: 0
Restare Result; Restore successfully completed. Please click Next to continue.
Yiew Summary Restare Log ‘ieww Detailed Restore Log
Cancel = Back Mext = Eirish
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CallPilot Release 5.0
Supported Upgrade/Migration Paths

Running the CallPilot R

> Setup Wizard
Prepare for

elease 5.0 Setup Wizard

Database Upgrade
screen:
 Click Next to start

the database
upgrade.

*** CallPilot Setup Wizard - Ready to upgrade Database

Prepare for Database Upgrade

of Config Wizard.

Click Mext to start the database upgrade.

Caricel “Back | Hexbs

=10l x|

The next skep is to upgrade the database stored on wour server, Ik also modifies the registry setting
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Setup Wizard

> Setup Wizard
Unsupported IMAP New for CallPilot 5.0
Authenti C at| on — " CallPilot Setup Wizard - IMAP Challenge Response Auth Me —
Warning screen:

e Click Next to
continue.

WARNING: UNSUPPORTED IMAP AUTHENTICATION
OPTION

The CallRilot server had the ChallengejResponse authentication method selected For IMAP
sessions, This authentication method is o longer supported in CallFilot 5.0,

The IMAP authentication option Plain Text Authentication will be aukomatically enabled during
the upgrade process (via Setup Wizard), This means passwords will be sent unencrypted over
the network unless 551 has been selected. To ensure security, we strongly recommend that
551 be enabled and required For IMAP,

Cancel < Back Mext = Eirish
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Setup Wizard

> Setup Wizard
UnSUpported SMTP e _ New for CallPilot 5.0
Authentication — 7 CallPilot Setup Wizard - SMITP Challenge Response Auth Mel
Warning screen:

e Click Next to
continue.

nod Warning

=Xl

WARNING: UNSUPPORTED SMTP AUTHENTICATION
OPTION

The Callrilot server currently has the Challenge/Response authentication method selected For
SMTF sessions. This authentication method is no longer supported in CallPilok 5.0,

If wou leave the setting as it is, after the upgrade is complete messages may not be able ko be
delivered using SMTP until 2 new SMTP authentication method is selecked, It is recommended
that wou select another authentication nethod prior ko upgrading to avoid a potential service
inkerruption.

The SMTP authentication options can be Found in CallPilot Manager under Messaging- =Message
Delivery Configuration- =Security Modes For SMTP sessions.

Cancel < Back Mext = Eirish
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CallPilot Release 5

0

Supported Upgrade/Migration Paths

Running the CallPilot R

> Setup Wizard
Upgrading Data

elease 5.0 Setup Wizard

screen.

* When the conversion
completes
successfully, click
Next to continue.

**# CallPilot Setup Wizard - Upgrading Data

_|o] ]
Upgrading Data

‘When vou entered this page, the wizard attempted to automatically start upgrading the restored
data onto the CallRilat server to the carrect Farmat For CallPilot 5.0. Depending an the server this
operation can kake 10 ko 30 minukes to complete. As the operation progresses, the progress bar will
update and any error messages andjor information messages will be displaved below,

IF an error occurs vou need to investigate the problem by looking inko the restore log File, carrect
the data, and retry the operation by clicking the "Upgrade Database” buttan,

‘When the conversion completes successfully, click Mext ko conkinue.

Upgrade Database

i

Progress:

Creating Temporary copy of Database

Upgrade Result:

Cancel = Back exk = Eirish
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Setup Wizard

> Setup Wizard

Upgrading Data
screen with
upgrade
successfully
completed:

e Click Next to
continue.

IPilot Setup Wizard - Upgrading Data - |EI|5|

Upgrading Data

‘When vou entered this page, the wizard attempted to automatically start upgrading the restored
data onto the CallRilat server to the carrect Farmat For CallPilot 5.0. Depending an the server this
operation can kake 10 ko 30 minukes to complete. As the operation progresses, the progress bar will
update and any error messages andjor information messages will be displaved below,

IF an error occurs vou need to investigate the problem by looking inko the restore log File, carrect
the data, and retry the operation by clicking the "Upgrade Database” buttan,

‘When the conversion completes successfully, click Mext ko conkinue.

Upgrade Database |

Progress:

Upgrade Result:  Database Upgrade successfully completed.
Please click Mext to continue.

Cancel = Back

Eirish |
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CallPilot Release 5.0
Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Setup Wizard = =

> Setup Wizard
Finished screen:

» Click Finish to exit
the wizard.

IPilot Setup Wizard - F =]

Finished!

Congratulations, vou have successfully completed the setup of wvour CallPilok server,
Before you can log in ko CallPilot Manager, the server must be re-booted,

after the server has re-booted, vour final task is to configure your CallPilat server by logging in to
CallPilok Manager and running the Configuration Wizard. The Configuration Wizard will prompt wau
for your CallPilot 5.0 keycode and serial number and then allow ywou to configure the server based
on the contents of the kevcode, After a successful logon to CallPilot Manager, click on the
Configuration Wizard link, or select Tools -3 Configuration Wizard,

Click Finish to exit the wizard and the CallPilat server will automatically re-boat,

Zancel = Back exk =
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CallPilot Release 5.0

Supported Upgrade/Migration Paths
Running the CallPilot Release 5.0 Setup Wizard

> Setup Wizard reboot required message:
 Click OK to reboot the server.

SetupWizard P

A reboot is required before wou can continue, Click O ko reboat the server,
If the server Fails to automatically reboat within 1 minute, please reboot the server
marially.

A
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Knowledge Check

Question 7

Why should you use the backup created from the CallPilot
5.0 Upgrade Wizard when restoring data with the Setup
Wizard?

a) It provides the most current view of the system.

b) The CallPilot 5.0 Upgrade Wizard corrects the data prior
to the backup.

c) Using an earlier backup tape can result in issues
encountered during the restore and upgrade process .

d) The backup from the CallPilot 5.0 Upgrade Wizard
mcludes the CaIIPrlot 5.0 Upgrade Wizard logs.
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Knowledge Check

Question 7

Why should you use the backup created from the CallPilot
5.0 Upgrade Wizard when restoring data with the Setup
Wizard?

a) It provides the most current view of the system.

b) The CallPilot 5.0 Upgrade Wizard corrects the data prior
to the backup.

c) Using an earlier backup tape can result in issues
encountered during the restore and upgrade process .

d) The backup from the CallPilot 5.0 Upgrade Wizard
Includes the CallPilot 5.0 Upgrade Wizard logs.
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Knowledge Check

Question 8

When running the Setup Wizard on a CallPilot 703t server
with the hard disk drive size, partitioning, and disk volume

allocation configured as:

C: DISK O, PARTITION O
D: DISK O, PARTITION 1
E: DISK 0, PARTITION 2
F: DISK O, PARTITION 3

Will the Drive Letter Assignment Error Blocking Error
screen be invoked?

a) Yes

b) No
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Knowledge Check

Question 8

When running the Setup Wizard on a CallPilot 703t server
with the hard disk drive size, partitioning, and disk volume

allocation configured as:

C: DISK O, PARTITION O
D: DISK O, PARTITION 1
E: DISK 0, PARTITION 2
F: DISK O, PARTITION 3

Will the Drive Letter Assignment Error Blocking Error
screen be invoked?
a) Yes
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Knowledge Check

Question 9

When restoring data from a backup that was made to a
network share (remote disk), what is the correct format for
the device directory path of the remote drive location that
you enter on the Add Backup Device screen?

a) \\<IP address>\< remote computer name >

b) \\<domain name>\< remote computer name >
c) \\<remote computer name>\<directory path>
d) \\<domain name>\<directory path>
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Knowledge Check

Question 9

When restoring data from a backup that was made to a
network share (remote disk), what is the correct format for
the device directory path of the remote drive location that
you enter on the Add Backup Device screen?

a) \\<IP address>\< remote computer name >
b) \\<domain name>\< remote computer name >

d) \\<domain name>\<directory path>
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Implementing the CallPilot Release 5.0
High Avalilability Feature

> Lesson 3

NCQRTEL
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Lesson 3 Objectives

> After this lesson, you will be able to describe the
procedure used to implement the new High Availability
feature introduced with CallPilot Release 5.0.
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CallPilot Release 5.0 High Avallability
Feature Overview
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Implementing the High Availability Feature

> Keycode enabled feature available only on the 1005r.

* When a keycode with the high availability feature is installed on a
server, the feature can be enabled or disabled, which lets a server
have the feature but run as a regular server until the second server
IS ready.

e Each high availability pair of servers shares the same serial number
and keycode.

 New dedicated LAN connections (HB1, HB2 and MIRROR) are
used. Connections are made with crossover LAN cables.

* Only one dongle is provided with a pair of servers, it is normally
Installed on the active server.

* In the event of a failure, the dongle must be moved from the failed
server to the new active server before administration (add / change
/ delete) operations can be performed.

» The standby server can come into full service before the dongle is
moved.
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Implementing the High Availability Feature’.
High Availability Switch Requirements

> Each server has a dedicated DS30 connection to its own
set of MGate cards in the PBX.

> Both servers share the same
CDN / SDN numbers.

DS30X-3

CallPilot Server 2
Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration Issue 1.0 — March 15, 2007 Page 166 of 244
© Copyright 2007 Nortel. All rights reserved.




Implementing the High Availability Feature

> Third party software, EMC AutoStart agent and console, is
used to manage the state of the servers and to mirror data
between the servers.
« AutoStart agent software is installed on the CallPilot servers.

o AutoStart console is installed on an administration PC with network
access to the servers.

* Provides managed IP services that lets a pair of servers look like
one server on the network.

* Makes use of additional dedicated LAN connections to provide
heart beat and mirroring connections between the servers.
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Implementing the High Availability Featur
High Availability and CallPilot Services

> |f the high availability feature is installed and enabled on a
server, the services managed by AutoStart are left in
manual state — not automatic.

> CallPilot System Ready Indicator still functions as the
service state and is still monitored by the CallPilot System
Manager.

Non High Active Standby
Service Availability |Server Server
Adaptive Server Anywhere - DB_SQLANY

CallPilot AOS Service Disabled
CallPilot HAL Monitor

CallPilot LDAP Service
CallPilot Multimedia Volume 1
CallPilot Multimedia Volume 102
CallPilot Multimedia Volume 103
CallPilot Multimedia Cache
CallPilot Resource Package 1
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Implementing the High Availability Featur
High Availability and CallPilot Services (Continued)

Non High Active
Service Availability |Server
CallPilot Resource Package 2
CallPilot Resource Package 3
CallPilot Blue Call Router
CallPilot Call Channel Router
CallPilot SLEE Service
CallPilot Notification Service
CallPilot MTA Service
CallPilot ACCESS Protocol Emulator
CallPilot Service Daemon

CallPilot Service Manager
CallPilot MWI Service
CallPilot Maintenance Service Provider
CallPilot IMAP Service
CallPilot IMA Service
CallPilot Time Service
Telephon
Remote Access Connection Manager

Remote Access Auto Connection Manager Disabled Disabled
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Standby
Server

Manual
Manual
Manual
Manual
Manual
\YETRIVEL
Manual
Manual
Manual
Manual
Manual
Manual
Manual

Manual
\YETRIVEL
Manual
Manual
Disabled
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Implementing the High Availability Featur
High Availability Disk Mirroring Requirements

> Location of data on servers changed to support data
mirroring between the two CallPilot servers:

* Database, MMFS, appbuilder applications, etc.
* New layout moves the customer data to the E:\ and F:\ drives

« Mirrored drives on the standby server can not be accessed while
the active server is running

Previous Drive Configuration Release 5.0 Drive Configurat5ion

vs1oz+Appbunder _

VS103 + Appbuilder VS1 + VS102 + VS103 + Appbuilder
+ Prompts
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Implementing the High Availability Feature

> Windows administrator account names and passwords
must be the same on both servers.

>The VPIM prefix and LDAP search base must be the
same on both servers.

>The FQDN on both servers must be set to the Managed
Host name.

> The computer names of the servers must contain only
alphanumeric characters.

>The same remote backup device must be defined on both
servers (through CallPilot Manager).

Note: Changes to any of the IP configuration (IP address or host name) is
difficult once the AutoStart software is installed.
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Implementing the High Availability Featur
Managed (Virtual) IP

> Client applications are not aware that there are two
CallPilot servers:
 Client applications connect to the managed IP address / host name.

« Each CallPilot server still has its own ELAN and CLAN IP
addresses and host names, but they are not used by the clients.

 The EMC AutoStart software routes requests made to the managed
IP / hostname to the currently active server in the pair.

CallPilot HA Pair CallPilot Server #1 CallPilot Server #2
Parameter Value Parameter Value Parameter |Value

Managed Host Name |CPHA CP1 CP2

Managed ELAN IP 47.0.10.3 |ELAN IP 47.0.10.1 |ELAN IP 47.0.10.2

Managed CLAN IP  |47.0.220.3 |CLAN IP 47.0.220.1 |CLANIP 47.0.220.2
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Implementing the High Availability Featur
Basic CallPilot Physical Connections

Reporter |

. CallPilot Server #1
CallPilot [Applicati My CallPilot
Manager / | ApoLIIIi?C? (talron Desktop

ELAN IP 47.0.10.1
| | | CLAN IP 47.0.220.1
CLAN

CallPilot Server 1

ELAN

DS30 —
TN 0.0.0.1

KeyO - 3800
Koyl - 3000 | CS 1000 PBX
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Implementing the High Availability Featur

High Availability Physical Connections

CallPilot e My CallPilot
Manager / Apéﬂ'ifc?é'f : Desktop

Reporter

CLAN

Heartbeat 1
Heartbeat 2
Mirror

CallPilot Server 1 CallPilot Server 2

|JI

CallPilot Server #1
Parameter Value
Host Name CP1
ELAN IP 47.0.10.1
CLAN IP 47.0.220.1
HB 1 IP 193.0.0.10
HB 2 IP 192.0.0.10
Mirror IP 194.0.0.10

= ELAN
DS30 DS30
TN 0.0.0.1 TN 0.0.0.2
KeyO - 3800 KeyO - 4800

Keyl - 3900 | CS 1000 PBX | Key1 - 4900
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CallPilot Server #2
Parameter Value
Host Name CP2
ELAN IP 47.0.10.2
CLAN IP 47.0.220.2

HB 1IP 193.0.0.11
HB 2 IP 192.0.0.11
Mirror IP 194.0.0.11
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Implementing the High Availability Featur

High Availability Logical Connections

CallPilot .

| Application
Manager / | ™ Builder
Reporter - _

My CallPilot
Desktop

CLAN |
AutoStart Managed IP

Heartbeat 1
Heartbeat 2
CallPilot Server 1 Mirror CallPilot Server 2

AutoStart Managed IP

CallPilot Server #1

CP1
47.0.10.1
47.0.220.1
193.0.0.10
192.0.0.10

Mirror IP 194.0.0.10

CallPilot Server #2

CP2
47.0.10.2
47.0.220.2
193.0.0.11
192.0.0.11

Mirror IP 194.0.0.11

|JI

CallPilot HA Pair

Parameter Value
Managed Host Name

= ELAN
DS30 DS30
TN 0.0.0.1 TN 0.0.0.2
KeyO - 3800 KeyO - 4800

Keyl - 3900 | CS 1000 PBX | Key1 - 4900
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Managed ELAN IP 47.0.10.3
Managed CLAN IP 47.0.220.3
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The EMC AutoStart Console
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Implementing the High Availability Feature

> The AutoStart
Console:

Management tool

Used to configure
and monitor the
AutoStart
software.

Installed on both
CallPilot servers.

Can also be
Installed on a
stand alone PC
for remote
management.
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kLegatu Availability Console - ¥ersion 5.1

File Action Yiew Help

o =

+ X b @p A

Darmain |

Seftings | LicensingiSecurity | Statistics Event Log | isolstion Settings

Datriaiti:
B a1
---Modules
E|° Resource Groups
-4 Calilat
i @@ Calilct_cplak260a
i -4 CallPilot_cplab261a
= Modes
-4 cplab2fi0a
- cplab261a
~-Processes
- Services
----- Process Praxies
(-4 Node Proxies
----- Mode Aliases
- Data Sources
4 drvE
-4Q) drvF
P Scldreszes
-4 470306
© b 471 220,206
=@ MICs
H-NIC Graups
---thil'rt'f Proceszses
H-Rules
---State hanitors
- Triggers

Type

| Time

I Message

6 Info
0 Infa
ﬂ Info
0 Infa
ﬂ Info
0 Infa
6 Info

1

103321 AW Jun .
10:33:21 AM Jun ..
103321 AW Jun .
10:33:21 AW Jun
103321 AW Jun .
10:33:20 A8 Jun .
103319 A8 Jun L.

Installed Exchange200011 jar
Installed Exchangessi jar

Installed oraclewindovws30 jar
Installed PrintServices11 jar

Installed sql200020 jar

Connection estahlizhed to cplab2E0a
Connecting to cplab260a

[~ Errars Only ¥ Live Update ™ Rule Tracing

+" Clear Events | H Save Events |

Zaply. | A Cancel | ¢l Help |

Issue 1.0 — March 15, 2007
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Implementing the High Availability Feature

> On the AutoStart
Console:

 Each CallPilot
High Availability
server pair on a
network must
have a unique
AutoStart domain
name.

 The AutoStart
domain name is
set when the
AutoStart software
IS installed.
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kLegatu Availability Console - ¥ersion 5.1

File Action Yiew Help

o =

+ X b @p A

Domain |

Seftings | LicensingiSecurity | Statistics Event Log | isolstion Settings

E|° Resource Groups
-4 Calilat
i @@ Calilct_cplak260a
i -4 CallPilot_cplab261a
= Modes
-4 cplab2fi0a
- cplab261a
~-Processes
- Services
----- Process Praxies
(-4 Node Proxies
----- Mode Aliases
- Data Sources
4 drvE
-4Q) drvF
P Scldreszes
-4 470306
© b 471 220,206
=@ MICs
H-NIC Graups
---thil'rt'f Proceszses
H-Rules
---State hanitors
- Triggers

Type

| Tirne: I Message

6 Info
0 Infa
ﬂ Info
0 Infa
ﬂ Info
0 Infa
6 Info

1

10:33:21 AM Jun ... Installed Exchange200011 jar
10:33:21 AM Jun ... Ihstalled Exchangesslq jar

10:33:21 AM Jun ... Installed oraclevwindows30 jar
10:33:21 AM Jun ... Ihstalled PrintServices11 jar
10:33:21 AM Jun ... Installed sgl200020 jar

10:33:20 AM Jun ... Connection established to cplab260a
10:33:19 AM Jun ... Connecting to cplab260a

| i

[~ Errars Only ¥ Live Update ™ Rule Tracing

+" Clear Events | H Save Events |

Zaply. | A Cancel | ¢l Help |

Issue 1.0 — March 15, 2007
© Copyright 2007 Nortel. All rights reserved.

Page 178 of 244




> On the AutoStart
Console:
e Resource Groups:

 CallPilot — Group
of services that
can only run on
one server at a
time.

» CallPilot_cplab26
Oa — Group of
services running
on node
cplab260a.

» CallPilot_cplab26
la — Group of
services running
on node
cplab261a.
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Implementing the High Availability Feature

kLegatu Availability Console - ¥ersion 5.1

File Action Yiew Help

o =

+ X b @p A

Darmain |

Seftings | LicensingiSecurity | Statistics Event Log | isolstion Settings

Datriaiti:
[Sarns1

[H-hodules

- Resource Groups

i E-Q CallPilot_cplah260a
- CallPilot_cplab2Ea

Modes

-4 cplab2fi0a
i cplabzBla
----- Processzes

- Services

----- Process Praxies
(-4 Node Proxies
----- Mode Aliases
-4 Data Sources

-4Q) drvF

P Scldreszes
-4 470306
© b 471 220,206
=@ MICs

H-NIC Graups

---thil'rt'f Proceszses
H-Rules

---State hanitors

- Triggers

Type

| Tirne: I Message

6 Info
0 Infa
ﬂ Info
0 Infa
ﬂ Info
0 Infa
6 Info

1

10:33:21 AM Jun ... Installed Exchange200011 jar
10:33:21 AM Jun ... Ihstalled Exchangesslq jar

10:33:21 AM Jun ... Installed oraclevwindows30 jar
10:33:21 AM Jun ... Ihstalled PrintServices11 jar
10:33:21 AM Jun ... Installed sgl200020 jar

10:33:20 AM Jun ... Connection established to cplab260a
10:33:19 AM Jun ... Connecting to cplab260a

[~ Errars Only ¥ Live Update ™ Rule Tracing

+" Clear Events | H Save Events |

Zaply. | A Cancel | ¢l Help |

Issue 1.0 — March 15, 2007
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Implementing the High Availability Feature
The EMC AutoStart Console (Continued)

> On the AutoStart
Console:

* Nodes:
» cplab260a
» Cplab261a

e Services:

* List of all the
services and
what node they
are currently
running on

EﬂLegatu Availability Console - ¥ersion 5.1 - |Elli|
File Action Yiew Help
+ X br@pP C
Camain | Seﬂingsl LicensingBecurﬂyI Ctatistics  Event Log | Isolstion Settings
Dottt Type | Titrie: I Message
= & into 10:33:21 &M Jun ... Installed Exchangs200011 jar
: ‘;d“'es & info 10:33:21 &M Jun ... Installed ExchangeSs11 jar
-8 RSS'MC? euns & Info 10:3321 AM Jur ... Installed oraclevindows30 jar
° el @ inio 10:33:21 AM Jun . Installed PrintServices11 jar
° CallPilot_cplab2Gla & Info 10:33:21 AM Juri .. Installed sgI200020 jar
-89 CallPilot_cplabizla @ inio 10:33:20 AM Jun .. Connection established to cplab260a
= “gdesl - & 1o 10:33:19 &M Jun ... Cannecting to cplah260a
' """ cplal =]
L) cplab261a
' FOCESSES
- Services
-4 Mode Proxies
Jl | i
State Manitors [~ Errars Only ¥ Live Update ™ Rule Tracing
- Triggers " Clear Events | & save Events |

Zaply. | A Cancel | ¢l Help |
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Implementing the High Availability Feature
The EMC AutoStart Console (Continued)

> On the AutoStart

Cconsole:
e Data Sources:

e drvE — Mirror for

drive E:

e drvF — Mirror for

drive F;
e |P Addresses:

* Managed (virtual)

ELAN

* Managed (virtual)

CLAN
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EﬂLegatu Availability Console - ¥ersion 5.1 - |Elli|
File Action Yiew Help
+ X b@®pP T
Dormain | Seﬂingsl LicensingBecurﬂyI Statistics  Event Log | |solation Settings
Dottt Type | Titrie: I Message
- @ nio 10:33:21 AM.Jun .. Installed Exchange200011 jar
T o & info 10:33:21 &M Jun ... Installed Exchangess11 jar
-4 RSS'MC? Sl € into 10:33:21 M Jun ... Installed oraclewindows30 jar
(-4 CailPilot @ inio 10:33:21 AM Jun . Installed PrintServices11 jar
& Info 103321 AM Jun .. Installed sqi200020 jar
0 Infa 10:33:20 AM Jun ... Connection established to cplab260a
6 Info 10:33:19 AM Jun ... Connecting to cplab260a
----- Processzes
- Services
----- Process Praxies
(-4 Node Proxies
----- Mode Alisses
H-NIC Graups
---thil'rt'f Processes 4 | | _,I
F-Rules
---State Monitars [~ Errars Only ¥ Live Update ™ Rule Tracing
- Triggers +" Clear Events | [& save Everts |

Zaply. | A Cancel | ¢l Help |

Issue 1.0 — March 15, 2007
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Implementing the High Availability Feature

> On the AutoStart
Console

 NICS:

* |P address and
status of each
NIC on both
nodes.

o Utility Processes:

* Custom utilities
used by
AutoStart during
failover.

* Rules:

e Custom rules
used by
AutoStart.
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i [=] P4
File Action Yiew Help
+ X b ®p [T
Dormain | Seﬂingsl LicensingBecurﬂyI Statistics  Event Log | |solation Settings
Dottt Type | Titrie: I Message
- @ info 10:33:21 AM Juri .. Installed Exchang=200011 jar
T o & info 10:33:21 &M Jun ... Installed Exchangess11 jar
-4 RSS'MC? Sl € into 10:33:21 M Jun ... Installed oraclewindows30 jar
(-4 CailPilot @ inio 10:33:21 AM Jun . Installed PrintServices11 jar
& info 10:33:21 AMJun ... Installed sgi200020 jar
0 Infa 10:33:20 AM Jun ... Connection established to cplab260a
6 Infa 10:33:19 AM Jun ... Connecting to cplab260a
----- Proceszes
- Services
----- Process Proxies
(-4 Node Proxies
----- Mode Alizses
-4 Data Sources
---NIC GroUps
---thil'rt'f Processes 4 | | _,I
F-Rules _ .
RS T [~ Errars Only ¥ Live Update ™ Rule Tracing
- Triggers +" Clear Events | [& save Everts |

Zaply. | A Cancel | ¢l Help |

Issue 1.0 — March 15, 2007
© Copyright 2007 Nortel. All rights reserved.

Page 182 of 244



Implementing the High Availability Feature
Checking High Availablility Status

> Onthe

g‘glegato Availability Console - ¥ersion 5.1 - |E||£|
A u tO Sta rt File Action ‘iew Help

+ X0@r®&H O

Console: |
O SO e- Domain | Settings | Options | Advanced | Avaiabitty Trackind| Stetus |

Donains Status of Resource Group
1 EX p a n d th e SR Preferred odes
. . Manitoring State: 0 Erahled Q cplah260a
d O m ai n Resource Groups Q cpleb251a
- CallPilot_cplab260a : '
- 5@ CalPiot_cplah261a Group State: © onine
>Resource o
- cplab260a Status of Resource Group Element
G ro u pS . @ Sl Marne: | Type State Mode
3 ?Seesri'iacses Q drE Data Source Aftached cplah261a =
- rocess Provies @ drvF Ciata Source Attached cplab261a
2 . S e I eCt Cal I P I I Ot . @ Node Provies Q aza, Service Runring cplab261a
ode Aliases Q470305 P Azsigned cplah261a
3 C I . k th St t Q Data Sources 8 4711 220206 IP Assighed cplab2Ba
CP-HAL-Manitar Service Runming cplab2Ela
- I C e a u S g g::i Enable40S Uity Process s
t b @ P Addresses LoadDN Uttty Process e
a. . 470306 Q Telephany Service Runming cplab261a 1
4711.270208 O CP-A0S-3ve Service Running cplah261a
@ NCs Q CP-LDAP-Svn Service Runititg cplab261a
I Groups Q CP-Svc-Daeman Service Runnifg cplab281a
ity Processss Q CP-Svc-hManager Service Runming cplab261a
les Q CP-Muttimedia-Valu... Service Runritig cplab2Ba
State Moritors Q CP-Muttimedia-alu... Service Runnifg cplab281a
Viggers 9 CP-Muttimedia-‘/olu... Service Runming cplahZB1a j
Lty | @A cancel | 2 Help
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Implementing the High Availability Feature

> On Status tab
under Status of
Resource Group

* Monitoring State:

 Enabled:
automatic failover
enabled

* Disabled:
automatic failover
disabled

 Unknown:
AutoStart is
unable to
determine the
status.

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration
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File Action ‘iew Help

=10l

+ Xx0@r®& 0

Domain |

Donains
E---a_amﬁ1
[#-Modules
Resource Groups

- CalPilot_cplab260a
. E-Q Caliot_cplah281a
E| @ Nodes

- cplakizZe0a

- cplakizela
rOCESSES

O Services

rocess Proxies

40 Node Proxies
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Status of Resource Group Elements
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Implementing the High Availability Feature

> On Status tab
under Status of
Resource Group

e Group State:

e Online: all
resources are up
and working.

o Offline: all
resources are
down.

* Online pending:
some resources
are up but some
services are
either starting or

stopping.
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File Action ‘iew Help
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Implementing the High Availability Feature

> On Status tab
under Status of
Resource Group:

* Preferred Nodes:

e Green light:
server isin
working state.

* Red light: server
IS in sleeping
state.

* Yellow light:
server is in either
starting or
stopping status.
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40 Node Proxies
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Seﬂingsl Optionsl Advancedl Aoailabilty Tracking Status |

Status of Resource Group
Preferred Nodes
Manitoring State: Q Erahled 0 cplah260a
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@ drvF Diata Source Attached cplab2B1a
Q asa Service Running cplab2Ela
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Implementing the High Availability Feature
Checking High Availablility Status (Continued)

> Check status of the HB1 / HB2 / Mirroring links:

e Click to select the Domain -> NICs.

« Status of HB1 / HB2 / Mirroring / ELAN / CLAN shown in right-hand
window.

j:aLEgatu Availability Console - ¥ersion 5.1 - |EI|5|
File Action Wiew Help
2wl wl wl .
Dormain | Metwark Interface | Base P Current State Uzage RIC Group
g dreF M 1 [*] cplab260sHE1 1920010 Alive Il=able 192000
=@ IP Addresses & cplab260aMRR.. 1930010 Alive Usakle 193000
- Q470308 @ cplab2B0sHEZ  194.0.010 Blive Usahle 194.0.0.0
i -4 47 11 220206 O cplab250xELAN  47.0.30.3 Alive |=ahle 470300
Q‘ m O cplab260xCLAN 47.11.220138 Alive |=ahle 4711 2200
---NIC Groups (& cplab261aHBE1  192.0.011 Alive |l=ahble 192000
---Lrtil'rty' Processes (& cplab261 aMRER... 193.0.0.11 Alive I=ahle 193.0.0.0
#-Rules O cplab261aHE2  194.0.0.11 Llive Lzahle 184.0.00
----- State Monitors Q cplab261 s ELAM 470305 Alive I=akle 47.0.30.0
---Triggers Q@ cplab261 s CLAM 47 11 220174 Alive =able 47112200
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Implementing the High Availability Feature

> Expand Domain ->Resource Groups, select CallPilot,

and open the Status tab

 To enable automatic failovers:
1. Right-click Resource Groups->CallPilot.
2. Click Monitor Resource Group.

« To disable automatic failovers:

1. Right-click Resource Groups->CallPilot.
2. Click Stop Monitoring.

ﬁLegatn Availability Console - ¥ersion 5.1 10l =]

File Action ‘Wiew Help

+ X0@r@E0

D | Sattings | [Cptions | Advanced)| Avaiabiiy Trackins| | Steius |

Domains o Status of Resource Group o

El-aams1 Preferred Modes
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- cplab260a | Apply | @ cancel || 2 Help
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Implementing the High Availability Feature

> Expand Domain ->Resource Groups, select CallPilot,

and open the Status tab:

 To implement a manual failover:
1. Right-click Resource Groups->CallPilot.
2. Click Relocate Resource Group.
3. Select the standby node.

f=Legato Availability Console - ¥ersion 5.1 =] ]
Fil=  Action ‘Wiew Help
+ X0d@»re&Gho
Dormin | Settings | Options | Advanced | Availsbiity Tracking  Status |
Comains o Status of Resource Group o
E-aams1 Preferred Modes
- Modules Monitoring State: Q) Enabled @ cplab2E0a
EIQ Resource Groups @ cpleh2Ela
: Q iCallPilot
- g g: 4+ Create Mew Resource Group ChritInsert |y stote: Q Online
EIQ Modes » Delete Current Resource Group  Crrl4+-Delete
B Manitor Resource Group Chrl+ tus of Resource Group Elsments
‘ Stop Monitaring Ckrl4+Shift+M Mame I Type I State I I
- Proceszes
g Sarvic Eting 2nline p |crvE Diata Source Attached] -
“-Process P (@ Take Offline Chrl-+Shift-+0 d::': Data.Source Attaclhed
-4 Mode F = - — Service Running LI
. Relocate Resource Group # cplabze0a
UL - abze sty | @ cancen | @2
oA Mate o ) Abort Resource Group Operation  Chrl4+a W pia 2 PR ancel | Help
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Implementing the High Availability Feature

>When an administrator initiates a manual failover, the
EMC AutoStart software performs the following tasks:

* On the active CallPilot server (cpl) :
» Stops the services in the CallPilot resource group.
» Detaches the Managed ELAN and CLAN IP addresses.
» Stops the database service.
» Detaches the mirrored drives (data source drvE and drvF).

* On the standby CallPilot server (cp2):
» Attaches the mirrored drives (data source drvE and drvF).
 Starts the database service.
» Attaches the Managed ELAN and CLAN IP addresses.
» Loads the server specific configuration (i.e. TN) into the database.
» Start the services in the CallPilot resource group
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Installing CallPilot Release 5.0 with the
High Avalilability Feature
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Implementing the High Availability Feature

> Factory installed:
 CallPilot 5.0 image
« Two additional dual port NIC cards
 Drives are partitioned as part of image installation

>The EMC AutoStart software is not factory installed.
* Must be installed by the customer.
 Located on the CallPilot Applications CD.
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Implementing the High Availability Feature

> CallPilot High Availability installation steps:
e Install MGate cards and configure the switch.
e Install CP1 and CP2 into a rack; dongle on CP1.
* Power on both CP1 and CP2 and run though the mini-setup.
* Run the setup wizard on both servers, install any PEPs if required.
e On CP1, run the config wizard.
 On CP2, run the config wizard.

 Connect the HB1, HB2 and MIRROR crossover LAN cables
between CP1 and CP2.

 Verify LAN connections.
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Implementing the High Availability Feature

> Continue the CallPilot High Availability installation:
« Connect and verify ELAN and CLAN connections on both servers.

 On CP1, run the High Availability Configuration Wizard (stage 1):
» Verify the configuration of the two servers in the High Availability pair.
e Install the AutoStart agent and console on CP1 and reboot CP1.

» On CP1, launch the AutoStart Console and enter the administrator
account and password into the Licensing/Security tab.

* Install the AutoStart agent and console on CP2 and reboot CP2.
« On CP1, run the High Availability Configuration Wizard (stage 2):

» Verify the AutoStart software installation.

» Generate the definition file that is used to provide configuration
information to the AutoStart Console.
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Implementing the High Availability Feature

> Complete the CallPilot High Availability installation:

 On CP1, launch AutoStart Console and configure AutoStart:
* Import AutoStart definition file.
» Configure utility processes with the administrator account and password.

 Attach the mirrored drives (drvE and drvF) to CP1. This will take about
45 minutes as the data from CP1 is mirrored onto CP2.

* Add the managed ELAN IP and managed host name into the
E:\Norte\HA\Autostart Configuration.ini file.

e Bring CP1 into service (in the AutoStart console):
» Bring resource group CallPilot into service.
 Bring resource group CallPilot_CP1 into service.
 Bring resource group CallPilot_CP2 into service.
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Implementing the High Availability Feature

> Verify the CallPilot High Availability installation:
* Ensure that CP1 comes into service and answers calls.
* Test CP1 to make sure all channels / DSPs are functioning.
» Use the AutoStart Console to initiate a manual failover to CP2.
 Verify that CP2 comes into service and answers calls.
* Move the dongle from CP1 to CP2.
e Test CP2 to make sure all channels / DSPs are functioning.

« Shutdown and restart CP1 to ensure that it is ready to take over Iin
the event of a failover.

e Use the AutoStart Console to enable monitoring to enable
automatic failovers.

Note: At this point, server CP2 is now the Active Server and CP1 is the Standby
Server.
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Implementing the High Availability Feature

> Perform the following steps to upgrade a CallPilot High
Avallability pair:
* Run the Upgrade Wizard on the Active Server to generate a fresh
backup.
* Install the new CallPilot image on the Active Server.
* Run the Setup Wizard and restore the data on the Active Server.
* Install the new CallPilot image on the Standby Server.
* Run the Setup Wizard and restore the data on the Standby Server.

 Follow the remainder of the installation procedures to re-install and
re-configure the AutoStart software.
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Implementing the High Availability Feature

> The Configuration Wizard and High Availabllity:

« AutoStart stores information from both servers including host names
and IP address.

 Information is used to support data mirroring and to administer the
High Availability pair.

« When using the Configuration Wizard to change a server’'s
configuration, additional steps are required to ensure that the High
Avallability pair continues to function.
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Day to Day Management of the CallPlilot
Release 5.0 High Avallability Feature
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Implementing the High Availability Feature

> General procedure for use of the Configuration Wizard
with a CallPilot High Availability pair:

» Use the AutoStart Console to stop monitoring / disable automatic
failovers.

* Run the CallPilot Configuration Wizard to change the CallPilot
server settings as required.

 Reboot the server and wait for the server to come into service.

» Use the AutoStart Console to start monitoring / enable automatic
failovers.
» Exceptions to this general procedure include:
» Changing the server Host Name

» Changing IP addresses for the ELAN, CLAN, HB1, HB2,and Mirror
network connections

« Changing Account passwords

» Refer to the CallPilot 5.0 High Availability: Installation and
Configuration guide for detailed instructions.
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Implementing the High Availability Feature

> Both CallPilot servers must have identical PEPs and
Service Updates installed.

> Mirrored drives on the standby server can not be accessed
while monitoring is enabled.

> Any PEP or SU that impacts the database or MMFS can
only be installed on an Active CallPilot server.
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Implementing the High Availability Feature

Note: Inthe PEP / SU installation procedure on the next several
slides, there are two servers, the Active Server that is identified as CP1
and the Standby Server that is identified as CP2. The two servers
change roles during the PEP installation process. This process
assumes that the AutoStart Console is only being run on the two
CallPilot servers. It could also be run on a standalone administration
PC. This process causes the Active Server to go out of service for the
time that it takes to perform a failover.

During the failover process, all CallPilot services are not available.
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Implementing the High Availability Feature

> Perform the following tasks on CP1 (Active Server):
« Launch the AutoStart Console.
« Stop monitoring to disable automatic failovers.

> Perform the following tasks on CP2 (Standby Server):
* Install the PEPs.
* Reboot the server as required.
e Log in to Windows.
e Launch the AutoStart Console.
* Enable monitoring to enable automatic failovers.
e Initiate a manual failover.
« Wait for the failover to complete and CP2 to come into service.

> CP2 I1s now the new Active Server and CP1 becomes the
new Standby Server.
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Implementing the High Availability Feature

> Perform the following tasks on CP1 (now the Standby
Server):

e Install the PEPs
* Reboot the server as required

> At this point, both servers are updated to the latest PEP.
CP2 is now running as the Active Server and CP1 is the
Standby Server.
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Implementing the High Availability Feature

> Perform the following tasks on CP1 (Active Server):
e Launch the AutoStart Console.
e Stop monitoring to disable automatic failovers.
» Take the resource group offline shutting down CallPilot.

 Attach the mirror drives (drive E and drive F) to CP1 so that the
disks can be accessed from CP1.

* Install the PEPs.
* Reboot the server as required.

> CP1 now has the new software, registry settings, and
database updates. Because the resource group is offline
and monitoring is disabled, CallPilot does not
automatically restart after the reboot.
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Implementing the High Availability Feature

> Perform the following tasks on CP2 (Standby Server):
e Launch the AutoStart Console.

e Attach the mirror drives, drive E and drive F to CP2 so the disks can
be accessed from CP2

e Install the PEPs
* Reboot the server as required

> CP2 now has the new software, registry settings, and
database updates. Because the resource group is offline
and monitoring is disabled, CallPilot does not
automatically restart after the reboot.
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Implementing the High Availability Feature

> Perform the following tasks on CP1 (Active Server):
e Launch the AutoStart Console.
« Start monitoring to enable automatic failovers.
 Bring the resource group online starting up CallPilot.

> Both servers are now updated with the PEPs and the High
Avallability pair are back online.
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Implementing the High Availability Feature

> Microsoft Hot Fixes generally affect only the base
operating system.

> Hot Fixes may or may not require a reboot.

« If the hot fix does not require a reboot, then the hot fix can be
Installed in parallel on the active and the standby CallPilot servers.

« If the hot fix does require a reboot, then the installation process
requires a failover which temporarily takes the CallPilot server out of
service. The installation process is the same as for non-database
PEPs.
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Implementing the High Availability Feature

> Backups must be run on the Active Server:
* The Standby Server can not access the mirrored drives.

> Backup scheduling functions are the same as on a normal
CallPilot server with the following limitations:

e If backing up to a mapped network drive, the drive location must be
configured on both servers.

« If backing up to a external SCSI Tape Drive, the drive must be
physically connected to which ever server is currently the Active
Server.
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Implementing the High Availability Feature

>The EMC AutoStart software supports both email

notification of events and SNMP:

« Email notification is configured by entering the SMTP server
iInformation in the AutoStart Console under the domain Settings tab.
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Implementing the High Availability Feature

> Enter email address for the Resource Groups on the
Options tab in User Notification settings.

ﬁLEgatu Availability Console - ¥ersion 5.1 - |EI|5|
File Ackion “iew Help
+ XO0@»r@&O
Domsin | Settings  ORtions | Advanced | Availabiity Tracking | Status |
Lornaits |~ Cptions
E-zams1 . . . . .
: [ fwto Mode Group Failowver [ fwto Failback to First Mode in Preferred Mode List
F-Modules
=@ Resource Groups User Matification Settings
E3RE 0 C il ot
#-49 CallFilat_cplab?60a [+ Matify on State Changes [V Metify on Mode Group Failover
- CallPilot_cplab2G1a Send Email to (space separated]): Igaubew@nur‘tel.mm
-4 Nodes
----- Processes Controls ]
-4 Services I— From: Domain aam51 [AAM]
. Delay After Dormain Startup |45 .
..... Process Proxies B Sent: Friday, June 16, 2006 10:10 AM
[#-4¢ Mode Proxies = Process Wil Be Restarted Up To |3_ To: Gau be’ Wilfred [BVW29M13ZEXCH]
""" hode Allases WWhen Shutdown Attempts Excesd |2 | Subject: Resource Group CallPilot is in the Online Pending
-4 Data Sources
#-40 IP Addresses state.

- MICs |

Cause - Resource Group relocated

Message sent: 06/16/06 10:08:25
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Knowledge Check

Question 1

When installing a CallPilot High Availability pair, how are
the HB1, HB2 and MIRROR dedicated LAN connections
completed?

a) They are connected to the ELAN subnet.
b) They are connected to the Nortel Server Subnet.
c) The connections are made with crossover LAN cables.

d) HB1, HB2 and MIRROR are not used with the High
Avalilability feature.
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Knowledge Check

Question 1

When installing a CallPilot High Availability pair, how are
the HB1, HB2 and MIRROR dedicated LAN connections
completed?

a) They are connected to the ELAN subnet.
b) They are connected to the Nortel Server Subnet.

d) HB1, HB2 and MIRROR are not used with the High
Avalilability feature.
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Knowledge Check

Question 2

True or False

When configuring the CallPilot High Availability pair, the
FQDN on both servers must be set to match the Managed
Host Name.

a) True
b) False
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Knowledge Check

Question 2

True or False
When configuring the CallPilot High Availability pair, the

FQDN on both servers must be set to match the Managed
Host Name.

b) False
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Knowledge Check

Question 3

When installing the CallPilot High Availability pair, where is
the EMC AutoStart Console software located?

a) EMC AutoStart Console software is downloaded from
Nortel website

b) EMC AutoStart Console software is provided separately
on its own CD

c) EMC AutoStart Console software is installed on the
1005r Factory Image

d) EMC AutoStart Console software is located on the
CallPilot Applications CD
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Knowledge Check

Question 3

When installing the CallPilot High Availability pair, where is
the EMC AutoStart Console software located?

a) EMC AutoStart Console software is downloaded from
Nortel website

b) EMC AutoStart Console software is provided separately
on its own CD

c) EMC AutoStart Console software is installed on the
1005r Factory Image
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CallPilot Release 5.0
Security Enhancements

> Lesson 4

NCQRTEL
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Lesson 4 Objectives

> After this lesson, you will be able to describe the security
enhancements introduced with CallPilot Release 5.0.
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CallPilot 5.0 Security Enhancements

> CallPilot Release 5.0 Security Enhancements:

» Upgrade and Set-up Wizard — Warning messages due to
Challenge/Response authentication removal

» Configuration Wizard — Removal of unnecessary Windows accounts

 CallPilot Manager — Authentication options reduced and master key
reset moved

» Reporter — New Administrator Action Report entries

* Event Log — New information messages

« My CallPilot — Last login and invalid login attempts

 CallPilot Desktop — Last login and invalid login attempts

e App Builder — SSL Default and removal of Userid/Password storage
e Database — Enhanced password encryption

e Operating System — Additional hardening
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CallPilot 5.0 Security Enhancements

Upgrade and Setup Wizards — Challenge/Response

> New warning messages for Challenge/Response

*Upgrade Wizard - IMAP Challenge Response Auth Method Warning - IEllll

WARNING: UNSUPPORTED IMAP AUTHENTICATION
OPTION

The CallFilot server currently has the Challenge/Response authentication method selected For
IMAP sessions. This authentication method is no longer suppaorted in CallPilat 5.0,

" CallPilot Setup Wizard - IMAP Challenge Response Auth Method Warning =] 3]

>CALLPILOT The IMAP authentication option Plain Text Authentication will be automatically enabled during the
UPGRADE upgrade process (via Setup Wizard), This means passwords will be sent unencrypted aver the
WIZARD network unless 551 has been selected. To ensure security, we strongly recommend that S50 be
enabled and required for IMAP.
“Upgrade Wizard - SMTP Challenge Response Auth Method Warning = IEIIiI

WARNING: UNSUPPORTED SMTP AUTHENTICATION
OPTION

The CallFilot server currently has the Challenge/Response authentication method selected For
SMTP sessions. This authentication method is na longer supported in CallPilot 5.0.

> CALLPILOT If you leave the setting as it is, after the upgrade is complete messages may not be able ko be
UPGRADE delivered using SMTP until  new SMTP authentication method is selected. Tt is recommended thak
WIZARD wou select another authentication method prior to upgrading ko avoid a potential service
inkerruption,

The SMTP authentication options can be Found in CallPilat Manager under Messaging- =Message
Delivery Configuration-=Security Modes For SMTP sessions,

Cancel | < Back | Mext = | Einish |

WARNING: UNSUPPORTED IMAP AUTHENTICATION
OPTION

The CallFilat server had the Challenge/Respanse authentication method selected for IMAP
sessions. This authentication method is no longer supported in CallPilat 5.0,

» CALLPILOT The IMAP authentication option Plain Text Authentication will be automatically enabled during
SETUP the upgrade process (via Setup wWizard). This means passwords will be sent unencrypted over
WIZARD the network unless S5L has been selected. To ensure security, we strongly recommend that

551 be enabled and required for IMAP,

allPilot Setup Wizard - SMTP Challenge Response Auth Method Warning = IEIIiI

WARNING: UNSUPPORTED SMTP AUTHENTICATION
OPTION

The CallFilot server currently has the Challenge/Response authentication method selected For
SMTP sessions. This authentication method is na longer supported in CallPilot 5.0.

» CALLPILOT If you leave the setting as it is, after the upgrade is complete messages may not be able ko be
SETUP delivered using SMTP until a new SMTP authentication method is selected. It is recommended
WIZARD that you select another authentication method prior ko upgrading to avoid & potential service

inkerruption,

The SMTP authentication options can be Found in CallPilat Manager under Messaging- =Message
Delivery Configuration-=Security Modes For SMTP sessions,

Cancel < Back Mext = Einish |
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CallPilot 5.0 Security Enhancements
Configuration Wizard — Removal of Accounts

> Removal of NGenSys, NGenDist and NGenDesign

NEQRTEL CALLPILOT MANAGER m

LDAP senver: 172,165 NEORTEL CALLPILOT MANAGER
System ¥ Maintenanc

Home User =

LDAP sener 17216 | Bailbox Number: 000000 Preferences | Help | Logout

Lacation ™ Configuration Wizard ™ Pasaword Information

Home  User ¥ System »  Maintenance ¥  Messaging ¥ Tools ¥ Help -

Configuration Wizard: Password Information
Elackl Nextl Cancel | Helpl

Location = Configuration Wfizard = Pasaward Information

Configuration Wizard: Password Information
Backl Nextl Cancel | Helpl

Password Information:

Change the current passwaord for administrator a Password Information:

If necessary, you can rerun the Configuration Wi Change the current password for administrator account, or click MNext to continue without changing the password,
[f necessary, you can rerun the Configuration Wizard at a later time to change the passwords.

Adrministrator

@ Leave the password unchanged. R

-
i Comnne e e mant Leave the password unchanged.

& Change the password

Current passwiord: |
Mew password: |
Confirm the new password: I

Elackl Nextl Cancel | Helpl

Backl Ne)dl Cancel | Helpl
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CallPilot 5.0 Security Enhancements
CallPilot Manager — Internet Mail Clients Page

> Removal of Challenge/Response authentication

NERTEL CALLPILOT MANAGER

LDAP server: 172.16.52 .36 Preferences | Help | Logout

Home  User ¥ System ¥ Maintenance ¥  Messaging ¥ Tools ¥  Help »

Location = Messaging = Intemet Mail Clients

Internet Mail Clients

Savel Cancel | Printl Helpl

LDAP
Session Security Options
Encryption Options
¥ Enable LDAP with SSL port
™ Require 5L
The Ldap search base hosted by this LDAR server:

de=callpilot, de=scon ;I
[WOTE: This field can be updated by running
Configuration Wizard.)

IMAP
V¥ Enable IMAP with Plain Password Authentication
Session Security Options
Encryption Options
™ Enable IMAP with S5L port
™ Require S5L

Sawe | Cancel | Printl Helpl
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CallPilot 5.0 Security Enhancements
CallPilot Manager — Security Modes for SMTP Page

> Removal of Challenge/Response authentication

NERTEL CALLPILOT MANAGER

LDAP senver: 17216 & | hailbox Preferences | Help | Logout

Home  User ¥  System Maintenance ¥  Messaging ¥ Tools ¥  Help ~

Lacation = hieszaging = Message Delivery Configuration = Security Modes for SMTP Sessions

Security Modes for SMTP Sessions

Savel Cancel | Helpl

Encryption Options
Enable S5L for Incoming SMTP Sessions: T
Requires SSL far Incoming SMTP Sessions: T
Connect to server with S5L for Cutgoing SMTP Sessions: [

Authentication Options
Unauthenticated:
User ID/Password Authentication: [

SMTPAPIN Password for Initiating Authenticated I
Connections to Remote Servers:

Authentication Failure Attempts
Maxirurm failed authentication atternpts from a remote server: ¢ o Maximum
& Limited to |4 {1-39) attempts

Action to perform when the maximum has been reached: |Lug and Disahle Ser\xerj

Maximurm failed authentication atternpts from a user: |9

Action ta perform when the maximum has been reached: |LDg and Disahle Userj

Savel Cancel | Helpl
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CallPilot 5.0 Security Enhancements
CallPilot Manager — Security Administration Page

> Password Master Encryption Key Reset button moved from
External Email Servers page to Security Administration
page. NQRTEL CALLPILOT MANAGER 5

Preferences | Help | Logout

LDAP server 172.168.52.35 | Mailbox Number: 000000

Home  User v  System v  Maintenance ¥  Messaging ¥ Tools ¥  Help «

Location = hessaging = Security Administration

Security Administration

Savel Cancel | Helpl

General
Thru-Dial Restriction Permission List Numbetr; lm Properties
Lagan to Mailbox from Telephones Externgl to 7
Switch:
Pazswords
Prefix: |12

Minimum Length: |8
Maximum Days Permitted Between Changes: ID—
Password Expiry Warning Days: IE_
Minirnurm Murnber of Change Before Repeats: |1—

I Passward Master Encryption Key: Feset | I
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CallPilot 5.0 Security Enhancements
CallPilot Reporter — Administrator Action Report

> New entries in the Administrator Action Report

Administrator Action Report (1)

3/26/2006 12:00:00AM - 3/27/2008 11:00:00PM

Action Client
Administrator Name Type Metwork Address Object Description
(admin,admin Create 47.11.182.250 Users Mailbox 8008000 was created. A

admin,admin Modify 47.11.182.250 Users Mailbox 8008000 password has been reset.

admin,admin Modify 47.11.182.250 Users Mailbox 8008000 was modified.

admin,admin Modify 47.11.182.250 Users Mailbox 8008000 password has been changed.

admin,admin Modify 47.11.182.250 Users Mailbox 8008000 was modified.

admin,admin Modify 47.11.182.250 Users Mailbox 8008000 administration type has been changed.

admin,admin Modify 47.11.182.250 Users Mailbox 8008000 has been disabled.

admin,admin Modify 47.11.182.250 Users Mailbox 8008000 has been enabled.

admin,admin Modify 47.11.182.250 External Mail Server External Email Server zcarhxm.ca.nortel.com was modified.

admin,admin Create 47.11.182.250 External Mail Server External Email Server zcarhxm.ca.nortel.com was created.
Delete 47.11.182.250 External Mail Server

kadmm.admm

External Email Server zcarhxml.canortel.com was deleted.
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CallPilot 5.0 Security Enhancements

> New events in the Windows Application Event Log
recording CallPilot Manager and AppBuilder logins

File  Action Wew Help

e - | B 2
@ Event Viewer (Local) | Application & event(s)
4] Application Tvpe | Date | Tirne | SaUrce | Cakeqar | Event | Lzer | Compuker |

| Security (@) Irformation  4/11/2006 7:45:09 8M  Mgen Trfo 36222 WA CPDEW46
3| System @ Irformation  4/11/2006 7:45:05 &M Ngen Info 36221 N CPDEY46

Event Properties

Evwent |

Date: 411/2006  Sowrce:  MGen
Time: 74509 A Categony: Info
Type: Information  Ewent |D: 26222
User: M A

Computer: CPDEV4E

2o

Description;

Event from LDAP [EBE]] : Login from CPRgr, or AppBuilder to
CallPilot zerver was successful. [Login from mailbox=000000 and
|IPdddresz=47 11.182.248 iz successful]

Data: &+ Bytes O 'words

0000: ef 0F O0 00 74 02 00 00 .. .t... il
DO08: 07 00 00 00 00 00 5a a8 ...... zlr
4] |+ 0010: 3b &d c& 01 7e 84 00 00 ;]E.~0.. |

QK I Cancel | Apply | S
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CallPilot 5.0 Security Enhancements
My CallPilot — Last Logon / Failed Logon

> | ast Logon and Failed Logon Attempts displayed on the
My CallPilot Home page

A Hortel My CallPilot - Microsoft Internet Explorer

. Bl Edt Yew Favorkes Took Help | Address 48] itpsiflocahostr v | (B Go | Google - |
2 i 1 al ™) | ‘ T h s B
Qe - Q- [x] B €0 Psern Srramts @ (- B - [ e B
Links 48] QUICK 48] 1S downloads 48] Mortel CalPilot My CalPict 4] CP 5.0 5chema ] Yahoo! Mail 48] Tim's RSS Reader &) Gmail o
| . | b 2
| NGRTEL | L™ My CallPilot Help | About | Logout
1 . A ! 2 :
| Mailbox: Tim Schweitzer (7401) | Last Logon: Saturday, March 25, 2006 at 03:15 AM - Falled attempts: 2 |
il k. I |
[QIIFiIgt ﬂeggggsl [Ugigg Forms Transcription H CallPilot Fealures “ 1lseful Information l .
~
CallPilot Tools Telephone Settings Wehb Settings
Telephone Options Mallhox Links
Fecord external, intemal and temporary grestings, and your  Review and personalize your Create and maintzin links (o
narme for parsonal verfication. telephone interface and oplions  mailboxes on alher meassaging
presented tovour callers. SEMICES.
. Thone My CallPilot Preferences
Setoptions and maintzin vour schedule far notification of new  Maintain account infarmation Set preferences for your
CallPilol messages al rermole lelephang, pager, or e and sel oplions Tar plaving your  message list displays and
frirR r=rrall nwar thie telrahnne hebavinne an natinns tnr
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CallPilot 5.0 Security Enhancements
My CallPilot — Last Logon / Failed Logon

> | ast Logon and Failed Logon attempts displayed on the

My CallPilot Useful Information page

Your Mailbox Status

1. Your mailbox can store approximately 10 minuies of audio.

2. %oice messages are deleied ¥ d=ays after lisiening to them.

3. Fead faxes are deleted after 7 days.

4 When yvour mailbox is full, your czll answering is not blocked.

8. Messages that you send are not saved in your mailbo

g. The maximum length of an outgoing messaoe is 10 minutes.

¥ An incoming message can be no longer than 9 minutes.

8. Your password was last changed Wednesday, March 22, 2006 at 01:52 PM.

10. Mumber of failed logon attempts O

[ 8. Your last successiul logon was Wednesday, December 31, 1969 at 06:00 PR.
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CallPilot 5.0 Security Enhancements
CallPilot Desktop Messaging — Last Logon / Failed L

> | ast Logon and Failed Logon Attempts displayed on the
Desktop Messaging Client

About CallPilot Deskiop Messaging

Last logor to thiz rmatlbos on
Monday, March 27, 2006 at 1257 PM
|FEI|IE'I:| ||:|g|:|r-|:5:: :I

» CALLPILOT DESKTOP
MESSAGING

Heleaze 5.02.01.02

NCRTEL
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CallPilot 5.0 Security Enhancements

> Default log on settings
set to SSL for the entire
session instead of For ot e ol sy ApPAESton Bl
login and password = [ e
changes only

ss x|

" Mewver

* Far the entire sessiore

= Only for login and password changes

> User always prompted
for the user name and
password information for
connection via dial-up

551 Paort: B36

< Back I Finizh I Cancel Help
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CallPilot 5.0 Security Enhancements

> Password encryption changed to use stronger algorithms
> User passwords changed at first successful logon

> Other passwords upgraded to new algorithm on first use
(when retrieved from database)
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CallPilot 5.0 Security Enhancements

> OS registry settings modified to improve security

>DCOM ports statically allocated to port 5000 instead of
dynamic allocation

> [nternet Explorer settings hardened:
« According to JITC recommendations
» Per-user zone settings disabled

> Database software moved to a separate drive from
database data
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CallPilot 5.0 Security Enhancements

> Use CallPilot Manager to verify compatible authentication

and encryption (SSL) settings at both local and remote
servers.

> Use CallPilot Manager to check if server was disabled.
> Examine Windows Event Log for possible failure reasons.

>Use a DOS window to ping between servers.
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CallPilot 5.0 Security Enhancements

> Use CallPilot Manager to verify correct authentication and
encryption (SSL) settings.

> Use CallPilot Manager to check if the user was disabled.
> Examine Windows Event Log for possible failure reasons.

>Use a DOS window to ping between client and server.
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CallPilot 5.0 Security Enhancements

> Confirm that problem is not a valid security issue.
> Examine Windows Event Log for possible failure reasons.

> Search Microsoft Knowledge Base for possible solutions.
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Knowledge Check

Question 1

Which user accounts have been removed from the
Configuration Wizard Password Information page for
Release 5.0?

a) Administrator
b) NGenSys
c) NGenDist
d) NGenDesign

Course 6407F — What's New With CallPilot 5.0 — Installation and Configuration Issue 1.0 — March 15, 2007 Page 237 of 244
© Copyright 2007 Nortel. All rights reserved.



Knowledge Check

Question 1

Which user accounts have been removed from the
Configuration Wizard Password Information page for
Release 5.0?

a) Administrator
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Knowledge Check

Question 2

Which of the following entries have been added to the
Administrator Action Report?

a) User mailbox password changed

b) User mailbox password reset

c) User mailbox enabled

d) User mailbox administration type changed
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Knowledge Check

Question 2

Which of the following entries have been added to the
Administrator Action Report?

a) User mailbox password changed

b) User mailbox password reset

c) User mailbox enabled

d) User mailbox administration type changed
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Knowledge Check

Question 3

Where Is the last logon and number of failed logons
iInformation displayed in My CallPilot?

a) The My CallPilot Home page

b) The My CallPilot CallPilot Features page
c) The My CallPilot Useful Information page
d) The My CallPilot CallPilot Messages page
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Knowledge Check

Question 3

Where Is the last logon and number of failed logons
iInformation displayed in My CallPilot?

b) The My CallPilot CallPilot Features page

d) The My CallPilot CallPilot Messages page
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