AVAYA

CallPilot - RAID Firmware Update

REVISION HISTORY

Date Revision # Summary of Changes
10 August 2010 Original bulletin This is the original publication
24 March 2011 Rev. 1 Updated to reflect new URL for ESPL website.

Problem Description
A deficiency has been identified within the LSl RAID firmware 1L49 that may potentially cause
service disruption on CallPilot 1002rp rackmount servers. Symptoms include:

Unexpected server reboot

No response from mouse or keyboard

Video may be blank or view a blue screen

Event logs do not include a Mini-dump or Dr. Watson for the outages

Scope of Impact

The vulnerability is only applicable to CallPilot 1002rp servers utilizing the LSl 320-2 RAID
controller running firmware version 1L49. Systems were originally shipped with version 1L37
but may have been updated to version 1L49 in response to bulletin PAA-2008-0117-Global /
CallPilot RAID Subsystem -Power Console software and Firmware Updates Required (published
05-June-2008).

CallPilot 1002rp servers running prior firmware version 1L37, or newer version 1L51, are not
susceptible. CallPilot 703t Tower or 1005r Rackmount servers utilizing the LSI 320-1 RAID
controller running firmware version 1L37, 1L49, or 1L51 are not susceptible.

Problem Resolution

Avaya has corrected the vulnerability via updated RAID firmware version 1L51. Avaya
recommends this update be applied to all 1002rp rackmount servers at the next earliest
maintenance opportunity to avoid any further vulnerability.

Avaya recommends RAID firmware version 1L51 be applied to 703t Tower and 1005r
Rackmount servers during the next scheduled maintenance opportunity to benefit from the
additional corrective content with the update.
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RAID Subsystem Update Procedures

Note: These firmware update procedures are only for 703t Tower, 1002r and 1005r Rackmount
platforms with LSI320-1 or LSI320-2 RAID controllers, using firmware versions 1L.37 or 1L49.

CallPilot 201i, 202i and 600r servers do not have a RAID system and therefore do not apply.

Note: It is recommended that CallPilot 5.0/Service Update 8 (SUO8) (or higher) be installed
prior to performing the following upgrade procedures.

Note: If the CallPilot 1002rp was downgraded to firmware version 1L37, when performing a
platform migration, utilize Upgrade Wizard_v88 (PEP CP500_UpgradeWizard_v88). lgnore any
pop-ups regarding RAID updates on the originating system.

Note: For CallPilot 4.0 JITC hardened systems, no changes are required when using the shipped
version 1L.37 firmware. If prior RAID firmware update 1L49 had been applied, the system
should be downgraded to firmware version 1L37 as neither firmware version 1L.49 or 1L51 are
approved for use by JITC.

1. Confirm the CallPilot server’s current type of RAID subsystem (RAID controller, firmware
version, and Power Console application version) by launching the Setup Wizard (Start >
Programs > CallPilot > Setup Wizard) and going to section “Platform Validity Check”.

"L allpilot Setup Wizard - Platform Yalidity Check

! Performing Platform WValidity Chaeck

The table below contans irformation sbout your server, This nformation is checked tomake sure
that it meeks the minimum requirements in order to run the new relzase of CallPilot,

Depending an the results of the chedt you may need to update softwars before running the
upgrade or migrate your data ta a new CallRilat server platfom as part of the upgrade.

» CALLPILOT Platform:  TRP 1005R
:‘EI;::D Skatus I Itemn hlarme I Current Yalue I Required Waue -
W Software Yersion 5,0(05.00.41.20) 5.0 (05.00,00,00)
o 5L Wersinn CPSIN4151075
< Humber of CPUI 2 z
" CPU Speed (MHz) 3200 3200
,.! Server BIOS Wersion Version 10.00 Version 10,00
s RAM Size (ME) 1024 1024
\,( RAID Card 151 320-1 Existed
N4 RAID Firmwvare 143 148 i
J RAID Driver 5.45.2.32 6.45.2.32
v RAID Power Console 5.000 5.00n
Fun Platharmm vallciy: Ji Murnber of Logical Drives 1 1 =
Chieck 4 ‘ [RSSa s e
MEE S N ¢ | o

Resuk:  The platform validity check is complete. Click Next to continue.

concel | cpedk | mews Erish

a. Click “Cancel” to exit the Setup Wizard.

WARNING: On a LSI320-1 or LSI320-2 equipped server, these instructions are only for
upgrading from 1L37 or 1L49. Upgrades from other version could corrupt data beyond repair.
If on a previous firmware version follow the CallPilot 4.0 upgrade guide to install 1L37 first.
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2. From the Enterprise Solutions PEP Library (ESPL) (https://support.avaya.com/espl),
download and install required CallPilot Service Update 8 (SUO8) to be used in
conjunction with these RAID update procedures. At a minimum, SUO7 must be installed
BEFORE proceeding to Step 3 and performing the RAID update.

Note: This PEP ensures the CallPilot server is aware of the newer firmware version.
Without it, Setup Wizard will return a failure advising the RAID versions are not what they
are expecting, preventing the user from proceeding.

Note: If you are new to the ESPL website, you will need to register for a user |D/password.
Please apply on-line or contact your Avaya Channel Partner Account Manager.

3. From ESPL, download “RAIDUpdate_1L51" to a temporary folder on a PC that can create
a CD or use a USB drive. Run the .EXE file to extract the following files:
e 518.rom,
e AUTOEXEC.BAT
e mflash.exe

4. Prepare either a CD (required for 1002rp Rackmount servers) or USB-drive to contain the
required three (3) RAID update files.

a. To create a CD, burn all the three (3) required files (518.rom, AUTOEXEC.BAT,
and mflash.exe) from temporary directory created in step 3. The files must be on
the root of the CD or USB drive not under a folder.

b. To create a USB-drive, copy all three (3) required files (518.rom,
AUTOEXEC.BAT, mflash.exe) from /1L51/ directory from the package obtained in
step 3.

5. Reboot the CallPilot server from the DVD/CD-ROM drive using the server image DVD.
After reboot, you will see the following menu:

ME-D0OE 6.2 Startup Menu

Inztall CallPilot 5.8 1882yp server image and exit

Install Callpilet 5.8 188Zrp server image and exit
Utilities (BIOS. Firmware. etc...>?

Enter a choice: 3

Note: This screen may be different on other platforms and CallPilot versions.

Note: If the system rebooted into Windows instead of the screen shown above then it is
necessary to alter the system boot order. CallPilot systems are typically configured to boot from
the hard-disk drive first, but to perform these upgrade instructions it is required that the system
boot from CD-ROM drive first. If boot sequence modifications are required, details for modifying
the BIOS setup can be found in the CallPilot Maintenance and Diagnostics Guides. After
adjusting the BIOS and rebooting, return to step #5-a.
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Note: This screen may be different on other platforms and CallPilot versions.

a. Choose option “Utilities (BIOS, Firmware, etc...)” and press <Enter>.

b. The following sub-menu will appear. Choose option “Goto DOS”.

s fluaya CallPilot 5.0 Image

188Z2rp server BIOS update
188Z2rp server FRUASDR firmware update

Goto DOS

*
k.
k.3
k.3
*
k.3
*
k.3

[1.2.3,4.5.617_

18@Z2rp server Board management Controller (BHMC) firmware updat®
LEI328-2 RAID controller firmware update
188Zrp server utilities and SEL viewer

c. The next step depends on type of media that contains the RAID firmware update

files.

i. If using a CD-ROM, insert the CD containing the RAID firmware update

files. Type “Z:" and press <Enter>.
ii. If using a USB-drive, type “D:” and press <Enter>.

iii. At the command prompt, type “dir” and press <Enter>. Confirm all three
(3) required files (518.rom, AUTOEXEC.BAT, and mflash.exe) are listed.

Zinrdir

Uolume in Drive Z is 188416_1416
Directory of Z:N

518 ROM 1.848.576 A1-25-18 F:1%7p

AUTOEXEC BAT 622 A2-A9-18 3:18p
MFLASH EXE 119,560 B6-15-85 2:58a
3 file<s> 1.168,.75%8 hytes
B8 bytes free

d. To start the firmware update process, type “AUTOEXEC.BAT"” and press <Enter>.
Follow the prompts on the screen to complete the update. The system confirms
that you are upgrading to 1L51firmware. Choose “Y”(Yes) in response to all

questions.

When complete, the system will instruct you to reboot. Remove the CD-ROM
and/or the USB-drive and press <CtrI>+<Alt>+<Delete> to reboot into service.

The RAID firmware portion of the update procedure is complete.
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Updating RAID drivers:

6. Open “Device Manager” and double-click to expand “SCSI and RAID controllers”.

g File  Ackion  Wiew  Windmw Help |;|i|1|
¢ = W EFS 2F A =n
B Computer Management (Local) 2 é Display adapters ;I
i, System Tools -2k, DVD{CD-ROM drives
[+ @ Ewent Yiewer E@ IDE ATAJATAPT contrallers
[+--f] Shared Folders - Keyboards
[]---% Local Users and Groups 1 Mice and other pointing devices
@4 Performance Logs and Alerts 2 g) Maritars
Device Manager Fﬂ Mebwork adapters
—ZI--& Skorage -8 Intel(R) PROJ1000 MT Dual Port Network Connection
-3 Remavable Storage - B Intel(R) PROJ1000 MT Dual Pork Metwork Connection #2
& Disk Defragmenter - HE Intel{R) PROS1000 MT Dual Port Server Adapter
o Disk Managemnent - HE) Intel{R) PROS1000 MT Dual Port Server Adapter #2
H- & Services and Applications - HE Intel{R) PROS1000 MT Dual Port Server Adapter #3
- E Tntel{R) PROS1000 MT Dual Port Server Adapter #4
& & Ports (COM&LPT)
[=-#¥ Processors
E-{% 551 and RAID controllers
L5I Logic PCI-% Ultra320 SCSI Host Adapter
L5I Logic PCI-% Ulbra320 SCSI Host Adapter
F-%, sound, video and game controllsrs "‘- -
[F- g Storage wolumes ", ~,
Kl [»] [ System devices ~ hd
| | |
7. Right-click on “Mega RAID SCSI 320-1 RAID Controller”.
g File  Action  Wiew  Window  Help | i el
¢ OmFS 2mal=n
E Computer Management (Local) _-§ Display adapters ;I
- il Svstem Tools L2, DVDYCD-ROM drives
[ @ Event Wiewwer =) IDE ATAJATAPI controllers
[#--g-] Shared Folders a Keyboards
[]---% Local Users and Groups ™ Mice and other pointing devices
[+-- &4 Performance Logs and alerts gj Manitors
- b Device Manager ﬁ Metwork adapters
-II--@ Storage © L-EE@ Intel(R) PROJ1000 MT Dual Port Metwork Connection
H-f=3) Removable Storage - E Inkel(R) PROY1000 MT Dual Pork Metwork Connection #2
¢ Disk Defragmenter - EE Intel(R) PROJ1000 MT Dual Part Server Adapter
-l Disk Management - HE Intel{R) PROJ1000 MT Dual Port Server Adapter #2
H- 1% ervices and Applications - EHE Inkel(R) PROJ1000 MT Dual Port Server Adapter #3
- Inkel(R) PROJ1000 MT Dual Port Server Adapter #4
- Ports (COM & LPT)
=4 Processors
EI--{?: SC5I and RAID controllers
- LSI Lagic PCI-% Ulkra320 5251 Host Adapter
LSI Logic PCI-% Ulkra3zo SCSI Host: F\dapter
- @ Sound, wdec- and game rit Ugdate Drwer
[+]-gs Storage volumes, ==* Uninstall
Kl I+ - sysher ﬂﬁwc;E hd
o Scan for hardware changes
| - )
- JIES T S PR TR S Properties -
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8. The “Hardware Update Wizard” welcome screen appears.

Hardware Update Wizard

5

Welcome to the Hardware Update
Wizard

Windows will zearch for cunent and updated sofbware by
looking on your computer. on the hardware installation CD, or on
the Windows Update Web site [with your permission).

Dinline privacy informatior;
Can Windows connect to Windows Update to search for

software?

7 Yes, this time only
7 Yes, now and gvery time | connect a device
" Mo, not this time

Chick Mext to continue.

9. Select “No, not this time” and click “Next >" to continue.

Hardware Update Wizard

%

Welcome to the Hardware Update
Wizard

Wwindows will search for current and updated software by
locking on your computer, on the hardware installation CD, or on
the Windows Update Web site [with your permission].

Online privacy information

Can Windows connect to Windows Update to search for
software?

™ Yes, this time anly

" “Yes, now and every time | connect a device
‘of

Click Mext ta continue,

Bach | Next > | Cancel

Avaya

Page 6 of 10



10. Select “Install from a list or specific location (Advanced) and click “Next >".

Hardware Update Wizard |

5

This wizard helps vou install software for:

MegaRAID SC5I 320-1 RAID Controller

‘) If your hardware came with an installation CD
~ap~ or floppy disk. insert it now.

Wwhat do you want the wizard to do?
= Install the software automatically [Recommended)
' Iocation (Advanced]
\ 8

Click Mest ta continue, ~

< Back I Hext » I Cancel |

" Install from a list or spec

11. Navigate to (and include) the directory were the “6.51.2.32_Win2003
Server_32bit_driver” are located and then select “Next >".

ardware Update Wizard

Pleaze choose your search and installation options. \5

s,

Jze the check boxes belaw ta limit or expand the default search, which ncludes local
paths and removable media. The best diver found will be installed.

[T Search removable media [floppy, CO-ROM..)

v Include this location in the search;

|D:'\temp\5.5‘l 232 _Win2003_32bit_Drniver j Browse |

" Don't search. | will choose the driver to install

Choose thiz option to select the device diiver from a list. Windows does not guarantee that
the driver you choose will be the best match for your hardware.

< Back I Mext » I Cancel
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12.The wizard will apply the updates and the following window will appear.

Hardware Update Wizard I

Completing the Hardware Update
% Wizard
\ The wizard has finished instaling the software for:

@:. MegaRAID SC51 320-1 RAID Controller

The hardware you installed will not work, unbl pou restark
your complter.

Click Fimish to close the wizard

13.Click “Finish”.

System Settings Change

2

Your hardware settings have changed. You musk restart your computer for these changes ta take effect,

Do you want ko restart your computer now?

14 .Click “Yes” to reboot.
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15.All steps required to update the RAID firmware are now complete. Once the reboot
completes, the Setup Wizard will appear as follows with the RAID firmware reflecting
version 1L51.

allPilot Setup % -d - Platform Yalidity Check

! Performing Platform Validity Check

The table belaw contains nformnation abous your szrver, This Information s checked to make sure
that it ezt the minimurn requirements in order ba run Ehe new release of CallPilat.

Depending on the resulks of the check voumay need bo update sofbware before running the
upgrade ar migrate yaur data ko &new CalPllot server platform as part of the upgrade,

» CALLPILOT Platfiorm:  TRP 1005R

I.S\rﬂ::p Stcjtus | Item Mame | Current Value | Required Vaue -
il Saftware Yersan 5.0(05.00,41,20% 5.0(05.00,00,00)
.\!o" SU Wersion CRI004150075
o Murnber of CPL 2 2
o CPU Speed (MHz) 3200 3200
V_" Server BICOS Version Wersion 10,00 ‘Wersion 10,00
< RAM Size (ME) 1024 1024
-\.pf' RAID Card LST 320-1 Ewisted
v RAID Firmware 1L51 i— 1L51 b
,,.'_' RAID Driver 6.51.2.32 5.51.2.32
s RAID Pawer Console 5.00n 5.00n

A Platiorm Yaidity N Murber of Logical Drives 1 1

Cheds F e e o S PRPp— -7

i | LI_I

Result: The platform validity check is complete. Click Mext bo continue.

Zancel < Back Mest = Eiriiskr
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Additional Notes:

The following outlines major changes/updates since RAID firmware 1149.

LSID100095208 (DFCT) Potential for incorrect data with media errors while 10s and
rebuild going on in parallel.

LSID100068728 (DFCT) Firing up an Oracle instance then letting it sit nearly idle for
~30 hours causes Oracle to lose log data and abort.

LSID100069953 (DFCT) Potential data integrity issue when running error injection script
along with rebuilding drive.

LSID100069136 (DFCT) Potential data integrity issue when running error injection script
along with 1/0 in partially degraded mode.

LSID100050418 (DFCT) Potential data integrity issue on VPD Inquiry.

LSID100054852 (TASK) Potential data integrity issue (System Event ID 55) under
RMW-WT.

LSID100065060 (DFCT) Cluster / Temporary Offline Feature are incompatible
LSID100062803 (DFCT) Problem with passive SCSI cluster installations
LSID100069379 (DFCT) HDD status LED does not light after power recycle during
rebuild.

LSID100069376 (DFCT) SMART warning is returned even though SMART is set to
disable (SMART=1) by MFC parameter.

LSID100069991 (DFCT) Potential data integrity issue when media error in source drives
of an array.

LSID100067682 (DFCT) Potential data integrity issue after a rebuild has completed
when using Raid 5.

LSID100065371 (DFCT) Stop error happens when reboot the system after performing hot
rebuild using PCP
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