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Custom Support Agreement Data
Summary
Impact of Vulnerability for CSA Products: Remote Code Execution
Maximum Severity Rating for CSA Products: Important
Tested Software:
Affected Software: 
· Microsoft Windows NT Workstation 4.0 Service Pack 6a

· Microsoft Windows NT Server 4.0 Service Pack 6a
· Microsoft Windows NT Server 4.0 Terminal Server Edition Service Pack 6

Severity Ratings and Vulnerability Identifiers:
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This assessment is based on the types of systems that are affected by the vulnerability, their typical deployment patterns, and the effect that exploiting the vulnerability would have on them.

· Frequently asked questions (FAQ) related to this security update

Is Windows 2000 Service Pack 2 addressed in this bulletin?
No. This bulletin is designed to support Windows NT 4.0 CSA customers only. For Windows 2000 Service Pack 2 information, please refer to the main security bulletins. If Windows 2000 Service Pack 3 is affected in almost all cases Windows 2000 Service Pack 2 would be impacted at the same level of severity as Windows 2000 Service Pack 3.
Why does this update address several reported security vulnerabilities?
This update contains support for several vulnerabilities because the modifications that are required to address these issues are located in related files. Instead of having to install several updates that are almost the same, customers can install only this update.
Can I use the Microsoft Baseline Security Analyzer (MBSA) to determine whether this update is required?
No. MBSA only supports publicly available releases. However, Microsoft has released the Custom Support Agreement Enterprise Update Scanning Tool as a detection aid for bulletin-class updates under an Extended Custom Support Agreement (CSA). IT professionals can use the Custom Support Agreement Enterprise Update Scanning Tool to scan computers for the required security updates. It can be run from a startup or logon script or by a user with local administrator rights. This tool is intended for use in environments where Microsoft Systems Management Server (SMS) or any other enterprise management solution is not used for update management.
Can I use Systems Management Server (SMS) to determine whether this update is required?
Yes. Microsoft has released the SMS CSA Update Scan Tool as a detection aid for bulletin-class updates under an Extended Custom Support Agreement (CSA). IT professionals can use the SMS CSA Update Scan Tool to help detect computers that require the latest CSA security updates and deploy the appropriate security updates in a Microsoft Systems Management Server (SMS) environment. 
The SMS Custom Support Agreement Update Scan Tool contains CSA bulletin detection and deployment functionality for Windows NT 4.0 customers. The SMS CSA Update Scan Tool is now a cumulative scan tool release, which not only includes the bulletins released today but also contains support for previous bulletins released as part of CSA releases since December 2004. Please note that the new SMS CSA Update Scan Tool for April supersedes previous SMS CSA Update Scan Tools and SMS customers are encouraged to uninstall any of the previous SMS CSA Update Scan Tools that they have deployed in their environment. For SMS users, contact your Technical Account Manager (TAM) for instructions on obtaining the SMS CSA Update Scan Tool.
· Vulnerability Details

· Shell Vulnerability- CAN-2005-2122:

A remote code execution vulnerability exists in Windows because of the way it handles the .lnk file extension. By persuading a user to open a .lnk file with specially-crafted properties an attacker could execute code on an affected system.

· Mitigating Factors for Shell Vulnerability- CAN-2005-2122:

· In a Web-based attack scenario, an attacker would have to host a Web site that contains a Web page that is used to exploit this vulnerability. An attacker would have no way to force users to visit a malicious Web site. Instead, an attacker would have to persuade them to visit the Web site, typically by getting them to click a link that takes them to the attacker's Web site. After they click the link, they would be prompted to perform an action. An attack could only occur after they performed these actions.

· The vulnerability could not be exploited automatically through e-mail. For an attack to be successful a user must open an attachment this is sent in an e-mail message.

· To exploit this vulnerability locally the attacker must have valid logon credentials and be able to log on. The vulnerability could not be exploited remotely or by anonymous users.

· Workarounds for Shell Vulnerability- CAN-2005-2122:

Do not open files with .lnk extensions from unknown or un-trusted sources.

· FAQ for Shell Vulnerability- CAN-2005-2122:

What is the scope of the vulnerability? 
A remote code execution vulnerability exists in Windows because of the way that it handles .lnk files. An attacker could exploit the vulnerability by persuading a user to open a .lnk file that contains specially-crafted properties. An attacker who successfully exploited this vulnerability could execute code on the affected system. However, user interaction is required to exploit this vulnerability.

What causes the vulnerability?
This vulnerability is attributed to the way Windows handles certain properties associated with .lnk files.

What are .lnk files? 
A .lnk file is a file that is used to point to another file such as a program. These files are often know as shortcut files and can contain properties which are passed to the target program.

What might an attacker use the vulnerability to do?
An attacker who successfully exploited this vulnerability could take complete control of the affected system.

Who could exploit the vulnerability?
Any anonymous user who could deliver and persuade a user to open a specially-crafted .lnk file to the affected system could try to exploit this vulnerability.

How could an attacker exploit the vulnerability?
To locally exploit this vulnerability, an attacker must be able to log on to the specific system that is targeted for attack or persuade a user to open a specially-crafted .lnk file.

What systems are primarily at risk from the vulnerability?
Workstations and terminal servers are primarily at risk. Servers could be at more risk if users who do not have sufficient administrative permissions are given the ability to log on to servers and open specially-crafted .lnk files. However, best practices strongly discourage allowing this.

Could the vulnerability be exploited over the Internet? 
No. An attacker must be able to log on to the specific system that is targeted for attack or persuade a user to open a specially-crafted .lnk file.

What does the update do?
The update removes the vulnerability by modifying the way that Windows processes files that use the .lnk file extension.

When this security bulletin was issued, had this vulnerability been publicly disclosed?
No. Microsoft received information about this vulnerability through responsible disclosure. Microsoft had not received any information to indicate that this vulnerability had been publicly disclosed when this security bulletin was originally issued.

When this security bulletin was issued, had Microsoft received any reports that this vulnerability was being exploited?
No. Microsoft had not received any information to indicate that this vulnerability had been publicly used to attack customers and had not seen any examples of proof of concept code published when this security bulletin was originally issued.

· Security Update Information

Affected Software:
For information about the specific security update for your affected software, click the appropriate link:

· Windows NT 4.0 (all versions)

Prerequisites
This security update requires Windows NT Server 4.0 Service Pack 6a (SP6a) or Windows NT Server 4.0 Terminal Server Edition Service Pack 6 (SP6).

The software that is listed has been tested to determine whether the versions are affected. Other versions either no longer include security update support or may not be affected. To determine the support life cycle for your product and version, visit the Microsoft Support Lifecycle Web site.

For more information about obtaining the latest service pack, see Microsoft Knowledge Base Article 152734.

Installation Information
This security update supports the following setup switches:

   /y: Perform removal (only with /m or /q)

   /f: Force programs to quit during the shutdown process

   /n: Do not create an Uninstall folder

   /z: Do not restart when the update finishes

   /q: Use Quiet or Unattended mode without a user interface (this switch is a superset of /m)

   /m: Use Unattended mode with a user interface

   /l: List the installed hotfixes

   /x: Extract the files without running Setup

Note You can combine these switches into one command. For more information about the supported installation switches, see Microsoft Knowledge Base Article 262841. For more information about the terminology that appears in this bulletin, such as hotfix, see Microsoft Knowledge Base Article 824684.

Deployment Information
To install the security update without any user intervention, use the following command at a command prompt for Windows NT Server 4.0 and Windows NT Workstation 4.0:

Windowsnt4server-kb900725-x86-enu /q
For Windows NT Server 4.0 Terminal Server Edition:

Windowsnt4terminalserver-kb900725-x86-enu /q
To install the security update without forcing the system to restart, use the following command at a command prompt for Windows NT Server 4.0 and Windows NT Workstation 4.0:

Windowsnt4server-kb900725-x86-enu /z /q
For Windows NT Server 4.0 Terminal Server Edition:

Windowsnt4terminalserver-kb900725-x86-enu /z /q
Restart Requirement
You must restart your system after you apply this security update.
Removal Information
To remove this security update, use the Add/Remove Programs tool in Control Panel.

System administrators can also use the Hotfix.exe utility to remove this security update. The Hotfix.exe utility is located in the %Windir%\$NTUninstallKB900725$ folder. The Hotfix.exe utility supports the following setup switches:

/y: Perform removal (only with the /m or /q switch)

/f: Force programs to quit during the shutdown process

/n: Do not create an Uninstall folder

/z: Do not restart when the installation finishes

/q: Use Quiet or Unattended mode without a user interface (this switch is a superset of the /m switch)

/m: Use Unattended mode with a user interface

/l: List the installed hotfixes

File Information
The English version of this security update has the file attributes that are listed in the following table. The dates and times for these files are listed in coordinated universal time (UTC). When you view the file information, it is converted to local time. To find the difference between UTC and local time, use the Time Zone tab in the Date and Time tool in Control Panel.

Windows NT Server 4.0 and Windows NT Workstation 4.0:

	File Name
	Version
	Date
	Time
	Size

	Gdi32.dll
	4.0.1381.7270
	29-Dec-2004
	06:01
	206,096

	Kernel32.dll
	4.0.1381.7275
	16-Jul-2004
	15:01
	380,176

	Mf3216.dll
	4.0.1381.7263
	30-Aug-2005
	11:51
	40,720

	User32.dll
	4.0.1381.7342
	30-Aug-2005
	11:51
	328,464

	Win32k.sys
	4.0.1381.7340
	25-Dec-2004
	19:42
	1,255,568

	Winsrv.dll
	4.0.1381.7417
	30-Aug-2005
	11:51
	176,400


Windows NT Server 4.0 Terminal Server Edition:

	File Name
	Version
	Date
	Time
	Size

	Gdi32.dll
	4.0.1381.33566
	29-Dec-2004
	06:11
	206,096

	Mf3216.dll
	4.0.1381.33562
	30-Aug-2005
	11:55
	40,208

	User32.dll
	4.0.1381.33630
	30-Aug-2005
	11:55
	333,072

	Win32k.sys
	4.0.1381.33629
	27-Dec-2004
	04:07
	1,281,008

	Winsrv.dll
	4.0.1381.33687
	30-Aug-2005
	11:55
	197,392


Verifying that the Update Has Been Applied
· File Version Verification
Note Because there are several versions of Microsoft Windows, the following steps may be different on your computer. If they are, see your product documentation to complete these steps.

1.
Click Start, and then click Search.

2.
In the Search Results pane, click All files and folders under Search Companion.

3.
In the All or part of the file name box, type a file name from the appropriate file information table, and then click Search.

4.
In the list of files, right-click a file name from the appropriate file information table, and then click Properties.

Note Depending on the version of the operating system or programs installed, some of the files that are listed in the file information table may not be installed.

5.
On the Version tab, determine the version of the file that is installed on your computer by comparing it to the version that is documented in the appropriate file information table.

Note Attributes other than the file version may change during installation. Comparing other file attributes to the information in the file information table is not a supported method of verifying that the update has been applied. Also, in certain cases, files may be renamed during installation. If the file or version information is not present, use one of the other available methods to verify update installation.

· Registry Key Verification
You may also be able to verify the files that this security update has installed by reviewing the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Hotfix\KB900725\File 1

Note This registry key may not contain a complete list of installed files. Also, this registry key may not be created correctly when an administrator or an OEM integrates or slipstreams the 900725 security update into the Windows installation source files.
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Obtaining Other Security Updates:
Updates for other security issues are available at the following locations:

· Security updates are available in the Microsoft Download Center. You can find them most easily by doing a keyword search for "security_patch."

· Updates for consumer platforms are available at the Windows Update Web site.

Support: 
· Customers in the U.S. and Canada can receive technical support from Microsoft Product Support Services at 1-866-PCSAFETY. There is no charge for support calls that are associated with security updates.

· International customers can receive support from their local Microsoft subsidiaries. There is no charge for support that is associated with security updates. For more information about how to contact Microsoft for support issues, visit the International Support Web site.

Security Resources: 
· The Microsoft TechNet Security Web site provides additional information about security in Microsoft products.

· Microsoft Software Update Services
· Microsoft Baseline Security Analyzer (MBSA)

· Windows Update 

· Windows Update Catalog: For more information about the Windows Update Catalog, see Microsoft Knowledge Base Article 323166.

· Office Update 

Systems Management Server:
Microsoft Systems Management Server (SMS) delivers a highly-configurable enterprise solution for managing updates. By using SMS, administrators can identify Windows-based systems that require security updates and can perform controlled deployment of these updates throughout the enterprise with minimal disruption to end users. For more information about how administrators can use SMS 2003 to deploy security updates, visit the SMS 2003 Security Patch Management Web site. SMS 2.0 users can also use Software Updates Service Feature Pack to help deploy security updates. For information about SMS, visit the SMS Web site.

Note SMS uses the Microsoft Baseline Security Analyzer and the Microsoft Office Detection Tool to provide broad support for security bulletin update detection and deployment. Some software updates may not be detected by these tools. Administrators can use the inventory capabilities of the SMS in these cases to target updates to specific systems. For more information about this procedure, visit the following Web site. Some security updates require administrative rights following a restart of the system. Administrators can use the Elevated Rights Deployment Tool (available in the SMS 2003 Administration Feature Pack and in the SMS 2.0 Administration Feature Pack) to install these updates.

Disclaimer: 
The information provided in this document is provided "as is" without warranty of any kind. Microsoft disclaims all warranties, either express or implied, including the warranties of merchantability and fitness for a particular purpose. In no event shall Microsoft Corporation or its suppliers be liable for any damages whatsoever including direct, indirect, incidental, consequential, loss of business profits or special damages, even if Microsoft Corporation or its suppliers have been advised of the possibility of such damages. Some states do not allow the exclusion or limitation of liability for consequential or incidental damages so the foregoing limitation may not apply.
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