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TO : All GCS People involved with the Installation/Maintenance of Meridian Mail/CallPilot systems

Dial Through Fraud - Re-launch of GCS Process

Introduction

This briefing details the re-launch of the Dial Through Fraud  (DTF) process for Nortel Systems: Meridian 1/Succession/Communication Server and their associated Voice Mail systems including CallPilot. It applies to all Field Engineers, Planners, STC's, Configuration Centres, Resource Controls and Customer Trainers who deal with these systems.

GCS have continued to be challenged by our customers on the resilience of the Nortel switch systems and BT processes when attempts are made to make fraudulent calls.

BT does have a sound process but an audit last year identified some installations were still not fully compliant and hence were "at risk" of potential DTF. Remedial action to correct this situation was carried out by BT to secure these switches.

A further review has now been completed which has tightened up the processes, refreshed the customer documentation and included detail on CallPilot systems, and services like Text Direct.

This briefing has been issued to raise the awareness of the new Product Support Note (PSN) which replaces the old CFN 099 and now contains full details of the updated process for GCS to continue to help and tackle and prevent further DTF. The process will also assist the DTF Claims Compensation team when dealing with customer issues and complaints.

The GCS people identified at the start of this briefing MUST read through the PSN and then complete the updated Knowledge Assessment Test (course M1OP014) at URL:

http://solutions.intra.bt.com/gcs/ukconfigcentre/PBTtestDTF/ 
This test will now become mandatory within GCS and have to be completed every 2 years.

On successful completion a certificate can be printed out. It will also be registered centrally when you complete the test.

Key Points

· Updated BT System Security Warning Pamphlet supplied for systems supplied from Nortel (Meridian 1 Option 11 Cabinet/Chassis. Option 61-81, Single and Multi Group, Communication Server Systems.

· Updated PBX Switch Audit Document PHME 45886 (replaces the Meridian 1 Switch Audit Document PHME 37087).

· Primarily it is now the field installer/commissioning engineer who must obtain the customer signature on the System Security Documentation Advice (previously the responsibility of the customer trainer).

· Customers  must continue to sign for the receipt of the documentation

· BT Configuration Centres will continue to set the default values on new switches to prevent DTF as per the PSN. 

· CallPilot systems are supplied automatically from Nortel with DTF barred.

· Customers who require changes from the recommended defaults MUST sign the System Security Reprogramming Consent Form. If the customer refuses to sign the form, BT CANNOT and MUST NOT make the changes to the system.

· Forms must continue to be sent to the Taunton Configuration Centre

· Copies of all the latest documentation and forms are now available as downloads on the Brighton Configuration Centre web site:

http://solutions.intra.bt.com/gcs/ukconfigcentre   
· Audits – Every 12 weeks the Configuration centre will carry out a sample check (remotely) of the systems where CallPilot has been supplied to check compliance with the PSN for DTF.

· Extra attention required when installing CallPilot/voice mail on existing installed base systems that they comply with the PSN for DTF.

BT has been successful in preventing potential DTF on customer switches and by ensuring that all these procedures are adhered to, will further help BT and our customers to keep one step ahead of the people who attempt fraudulent use of the various systems.

Thank you.

Issued by: Bob Matcham, UK Configuration Centre/MOG Manager  IDJD13 - 01273 546700 
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