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  Zman37 (IS/IT--Management) (OP)
21 Dec 14 2:14 

I have successfully reverse engineered the algorithm for the 
password
 of the day in the bcm50 r3, but I am missing a "shared sec", (If the bcm can't find it, it throws the error "shared sec not provisioned"), needed in the calculation. The algorithm basically works by taking the sha1 hash of "nnsupport" + the "shared sec" + the date rc4'd with a key + the system id. Then it takes the sha1 hash and uses the bytes from it to select numbers from an array which then make up the password of the day. The shared sec is stored somewhere in an "authdb", but I have been unable to find any files that resemble that, and I think I can located the shared sec if I have a memory dump. I have a bcm50 on order but it won't be here for a few weeks, so I'm wondering if in the mean time anyone has a memory dump they could share. And of course, there would be passwords of the day for everyone! Thanks, Derek 
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 HYPERLINK "http://www.tek-tips.com/userinfo.cfm?member=exsmogger" exsmogger (Vendor)

21 Dec 14 23:19 

Zman37, this thread has definitely piqued my interest. I have a BCM50 multi-image 
hard drive
 which includes an image of the R3. Contact me through my website if this might be of use. 

Brian Cox
Georgia Telephone
http://Georgia-Telephone.com
http://www.linkedin.com/in/briancox1952
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 HYPERLINK "http://www.tek-tips.com/userinfo.cfm?member=Cyberprog" Cyberprog (TechnicalUser)

22 Dec 14 11:14 

There are ways into the filesystem of the BCM50 without using SSH BTW. I have telnet enabled on one of mine, as does David. It's reasonably easy to setup and remove the password of the day stuff - but that said, the POTD would be good to break as it would enable access to systems without the need to pluck the hard disk and modify files.

There are far more R1 to R3 systems out there than R5 or R6, I have a dozen systems and only one is R5. There were many changes in R6, licensing must be one of them!

Shame you're in the USA, or I'd overnight you a BCM50 to play with! :) 

Alex Threlfall
Cyberprog New Media
http://www.cyberprog.net
Telecoms, Networks, Hosting, Alarms, CCTV etc. 
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